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Abstract

Mobile Delay Tolerant Networks (MDTNSs) are wireless mobiketworks in
which a complete routing path between two nodes that wislomoncunicate can-
not be guaranteed. A number of networking scenarios have tategorized as
MDTNSs, such as wildlife tracking sensor networks, vehicidd hoc networks,
pocket switched networks, etc.

The network asynchrony, coupled with the limited resoucfesobile devices
(e.g., sensors, smart phones, tablets) make message idiasem(also called rout-
ing) one of the fundamental challenges in MDTNSs. In the &itere, a large body
of work has been done to deal with routing in MDTNs. Howevesshof the exist-
ing routing protocols are based on at least one of the foligwinree assumptions:
(1) all messages can be routed by relying on a single molgtibperty (e.g., the
belonging or not to communities); (2) all messages can bgedousing a single
message allocation strategy (e.g., a fixed number of copiesead for all mes-
sages) (3) users are willing to disclose their mobility mfation and relationships
to others in order to improve the quality of the routing.

We argue that the above three assumptions are not reakstanibe: (1) users
can exhibit various social behaviors and consequentlyomarimobility proper-
ties (e.g., they can have regular movements during weeg-dag exhibit non-
predictable movements during week-ends); (2) some messaggt need more
or less copies to be delivered according to the localizadibthe source and the
destination and to the urgency of the message; and (3) usabgityn data can
disclose sensitive information about the users.

In this thesis, we relieve MDTN routing from the above threstrictive as-
sumptions.

Firstly, we propose an adaptive routing protocol for modi¢éay tolerant net-
works. The proposed protocol can dynamically learn theespeoperties of nodes
based on their mobility patterns, and exploit the most gmsite routing strategy
each time an intermediate node is encountered. Simulgtiersrmed on real mo-
bility traces show that our protocol achieves a better dejivatio than existing
state-of-the-art routing protocols that rely on a singlebitity property.

Secondly, we present a delay and cost balancing protoceffioient routing
in mobile delay tolerant networks. The presented protaesasons on the remaining
time-to-live of a message to dynamically allocate the mimmnumber of copies
that are necessary to achieve a given delivery probabisaluation results show
that the protocol can achieve a good balance between medskegry delay and
delivery cost, compared with most of the existing routingtpcols in the literature.
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Lastly, we propose an efficient privacy preserving predicthased routing
protocol for mobile delay tolerant networks. This protopotserves the mobility
patterns of a node from being disclosed by exploiting theihtplpattern of com-
munities that node belongs to. Evaluation results dematesthat this protocol
can obtain comparable routing performance to predictased protocols while
preserving the mobility pattern of nodes.

Keywords: Delay Tolerant Networks, Routing, Privacy, Mobility
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Chapter

Introduction

1.1 Overview of Mobile Delay Tolerant Networks

In the last decade, mobile wireless networks have achieweghid development
as the number of mobile devices increases. Simultaneowshhave withessed
the evolution of communication paradigms in mobile wirslestworks. Initially,
nodes (i.e., mobile devices) were communicating with edblkrdby using long-
range wireless technologies, such as G3Y [and GPRS §], through a pre-
existing infrastructure. Subsequently, as the deployroéshort-range wireless
technologies (e.g., Bluetooth) in mobile devices has esed, nodes were able
to directly communicate with each other by using their shange wireless in an
ad hoc manner, in which a pre-existing infrastructure hasbeen needed any
more. This communication paradigm still depends on theraptian of a contin-
uous end-to-end connectivity of nodes. However, due to tbieility of nodes and
the limited resources of the mobile devices, the connégtfi nodes may suffer
from being frequently disrupted and for a relatively longipe of time. In order
to enable communication between nodes in such environmanisvel form of
networks, known as Mobile Delay Tolerant Networks (MDTN$s emerged to
represent a class of networks where a continuous end-taemuectivity may not
be possible.

MDTNSs have a broad range of potential applications inclgdicenarios with
high delivery delay and scenarios with frequent disruggiand disconnections:
military battlefields 7], vehicular communications[l], deep space communica-
tions [14)].
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Figure 1.1: An example of message routing in MDTNs

1.2 Routing in MDTNs

Due to the intermittent connectivity in MDTNSs, routing isenf the most fun-
damental problems in these networks. Contrary to MobilehAd-NETworks
(MANETS) [104], a complete routing path between two nodes that wish to com-
municate cannot be guaranteed in MDTIS§][ Therefore, the routing protocols
developed for MANETS, such as Dynamic Source Routing (DSR), [Ad-hoc
On-demand Distance Vector (AODV®9], and Optimized Link State Routing
(OLSR) [23], cannot suit the intrinsic characteristics of MDTNSs.

To cope with frequent, long-term disconnections, routm@IDTNs is often
performed in a “store-carry-and-forward” (also known ashitity-assisted 112],
or encounter-base@8]) manner, in which a node (i.e., a mobile device) may store
and carry a message for some time before forwarding the ges$sanother node
that comes within its transmission randd §]. The principle of this routing mech-
anism is to construct a complete routing path between theceawde and the
destination node of a message with the connections of ietgiary nodes.

An example of message routing in a “store-carry-and-fodvananner is il-
lustrated in Figurel.L The figure shows that an end-to-end path between node
A and nodeC does not exist. At time instarig, node A has a message whose
destination is nod€. At time instantt; (which is later thartg), because of their
mobility, nodesA andB move within the transmission range of each other. Nade
then forwards its message to ndBleAt time instantt, (which is later thar,), the
network topology is changed, nodBsandC are now in the transmission range of
each other. The message is consequently forwarded fromBitmlrodeC.
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1.3 Research Issues in MDTNs

In this section, we present two key research challenges eghrd to message
dissemination in mobile delay tolerant networks. Thesdlehges motivate the
work presented in this thesis.

1.3.1 Routing Issues in MDTNs

What the above “store-carry-and-forward” mechanism itates is that the com-
munication between nodes in MDTNSs, apart from utilizing aeléss network in-
terface, also should take advantage of the nodes’ mobility.

In order to better understand nodes’ mobility (i.e., humanbitity), various
studies that collect and analyze real mobility traces haenlronducted3pb, 83,
10]. These studies have shown that: (1) the movement of hunmaresal-life is
not random, but exhibits repetition in a certain extent; {@mnan mobility is in-
fluenced by their social relationships. According to thelsgeovations, a number
of social properties characterizing the mobility patteoisiodes have thus been
defined. Among these propertiegntrality characterizes the frequency of encoun-
ters a node hasegularity characterizes the probability that given encounters are
repeated over time; ammbmmunitycharacterizes a group of nodes that encounter
frequently and regularlyl28 119].

Building on these social properties, a number of routingdgms jA7, 119,
78, 46, 48] have been proposed in the literature. However, these appes exploit
a single social property and generally evaluate their apgraising mobility traces
in which that property dominates. This assumption is vanjtéitive as in reality
various social behaviors can co-exist in a given envirorimen

Indeed, a node may have a central position in the network armbimpletely
isolated in different time slots; it may exhibit a regularaocompletely irregular
mobility pattern depending on the time of the day/specifigsdat the week; it can
be in/fout a community during specific periods of time. In otherds, most of
the existing approaches cannot accommodate the actuahiygaf human social
properties.

On the other hand, most of the existing routing protocals7] 89, 111] in
MDTNs utilize the same strategy to allocate message coplesstrategy of repli-
cating messages utilized by these protocols is to eithed fomessage in the net-
work [117] or allocate the same amount of copies for all messag@<[L1]. How-
ever, flooding messages causes a large number of redundssageecopies, which
issues in congestion and influences the successful messtiypgry Moreover, al-
locating the same amount of copies for all messages canredttheerequirements
of messages with different Time-To-Lives (TTLs). For im&te, compared with a
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message with a long TTL, a message with a short TTL generalds a greater
amount of copies to ensure to be delivered. Consequendgetiouting protocols
are inefficient to allocate message copies for messagedgliffehent TTLs.

Summarizing, the existing routing protocols suffer frone flollowing two
major problems: (1) using a single social property to guidsssage forwarding
among nodes in a network, and cannot cope with the dynamiscid| behaviors.
(2) using the same strategy to allocate message copies f&Bages, and cannot
deal with heterogeneous message TTLs.

1.3.2 Privacy Issue in MDTNs

Routing in MDTNs inherently depends on the participatiomntérmediary nodes.
In order to better choose intermediary nodes, a number diiugpprotocols 70,
25, 78] utilize the encounter probability of nodes, which is dedvrom the history
of nodes’ encounters, to determine the routing decisi@g8 [L25. Such routing
protocols are known as prediction-based routibg3 125. It has been shown
that these protocols perform better than other protocolsnwiodes exhibit well
known mobility patterns. However, these prediction-basmding protocols im-
plicitly assume that nodes accept to reveal their mobilditgrns to other nodes.
Unfortunately, such an assumption is not realistic, simig information can be
used to infer private information, as demonstrated by Gagnlas. [33]. The fear
that the private information is disclosed to other nodesgdia MDTNs from being
largely deployed.

Summarizing, the existing prediction-based routing prote suffer from the
following problem: disclosing the private information obdes in the message
routing process.

1.4 Contributions

This thesis makes several contributions addressing treames issues outlined
above. The basic features and novelties of the proposedhgoalgorithms are
the following:

e We propose an adaptive routing protocol, in which we dynaityidearn the
social properties of nodes based on their mobility patteand exploit these
properties to make forwarding decisions each time an irgdrate node is
encountered. As a result of the adaptation to the dynamitteecfocial prop-
erties of nodes, we get the advantage of a higher deliveiy ttegn existing
state-of-the-art routing protocols that rely on a singlébitity property.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf
© [J. Miao], [2013], INSA de Lyon, tous droits réservés



e We propose a delay and cost balancing routing protd@| jin which we
reason on the remaining time-to-live of a message to dyralyidistribute
the minimum number of copies that are necessary to achievemdelivery
probability. Since the number of message copies are dymédignaontrolled
based on the remaining time-to-live of a message, we achigeed balance
between message delivery delay and delivery cost, compeatbdnost of
the existing routing protocols in the literature.

e We propose a privacy-preserving prediction-based roytiogocol B2], in
which we exploit the mobility patterns of the communitiesdas belong
to. By using the community structure of nodes, we presereentbbility
pattern of individual nodes while obtaining comparablgirauperformance
to existing prediction-based protocols.

e We investigate strategies for preventing selfish behavionobile delay tol-
erant networks§1]. First, we propose a classification of selfish behavior.
Second, we review the different strategies proposed foremting selfish
behavior in MDTNSs. Lastly, we conduct experiments to coregle perfor-
mance of these strategies for preventing different typeifish behavior.

1.5 Publications

The work presented in this thesis has resulted in the follgwgublications in in-
ternational journals and conferences:

International Journal Papers

[J1] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, Kangbin Yim,
“An investigation on the unwillingness of nodes to partatgin mobile delay
tolerant network routing,International Journal of Information Management
vol.33, no.2, 2013.

International Conference Papers

[C1] Omar HasanJingwei Miao, Sonia Ben Mokhtar, Lionel Brunie, “A pri-
vacy preserving prediction-based routing protocol for iteobelay tolerant
networks,”In: Proceedings of IEEE International Conference on Adwhc
Information Networking and Applications (AINAEEE, 2013, pp. 1-8.

[C2] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, “A self-
regulating protocol for efficient routing in mobile delayig@mnt networks,”
In: Proceedings of IEEE International Conference on Digicosystems
Technologies (DEST)EEE, 2012, pp. 1-6.
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[C3] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, Kang-
bin Yim, “An analysis of strategies for preventing selfisthagior in mobile
delay tolerant networksJh: Proceedings of IEEE International Conference
on Innovative Mobile and Internet Services in Ubiquitousrating (IMIS)
IEEE, 2012, pp. 208-215.

[C4] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, “An adap-
tive routing algorithm for mobile delay tolerant netwoik#): Proceedings
of IEEE International Symposium on Wireless Personal Ivhétlia Commu-
nications (WPMC)IEEE, 2011, pp. 1-5.

[C5] Jingwei Miao, Omar Hasan, Lionel Brunie, “Leveraging node centralitg an
regularity for efficient routing in mobile peer-to-peerwetks,” In: Proceed-
ings of International Conference on Data Management in Grid Peer-to-
Peer System$p. 83-94, 2011.

1.6 Thesis Outline

This thesis is organized as follows. In Chag2ewe the state of the art related to
the topics covered in the thesis. In Chaf@ewe present an adaptive routing proto-
col for MDTNSs, which can dynamically adapt to the user’'s abproperties at the
very specific time and locations. In Chaptemwe present a self-regulating routing
protocol, which can dynamically allocate more or less mgssapies according to
the urgency of a message. In Chagfgwe present an efficient privacy preserving
prediction-based routing protocol for MDTNSs, which caniagk a comparable
performance to the existing prediction-based routingquais while preserving
the privacy of nodes. In Chaptéywe present an analysis of strategies for prevent-
ing selfish behavior in MDTNSs, which is another reason thatlérs users from
participating in message routing. Finally, we summarizerttain contributions of
this thesis and point out some future directions in Chapter
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Chapter

Background

2.1 Short-range Communication Technologies

The increasing pervasiveness of mobile devices with slamige networking capa-
bility offers novel communication opportunities. Nodes chrectly communicate
when they come within the radio range of each other with nareeany pre-

installed networking infrastructure. In this section, weegan overview of two

kinds of the most predominant short-range wireless comeation technologies
used in MDTNSs: Bluetooth and WiFi, which are widely deployirdnost of mo-

bile devices (e.g., laptops, smart phones, and tablets).

2.1.1 Bluetooth

Bluetooth was first proposed by Ericsson in 1994 as a wirelktemative to RS-
232 [11Q data cables. It has become the standard that aims to enailsg-
nication between devices over short distances. Nowadaygtddth is widely
deployed in mobile devices, such as personal digital @asgst mobile phones,
laptops, or digital cameras. Bluetooth operates on the @H5 frequency band.
It can operate in three power classes (see Tald)ewith different communication
ranges.

Moreover, different versions of the Bluetooth protocol @aeen implemented,
which differ in their data transmission rate. The detailgfdtimation of data trans-
mission rate in each version of Bluetooth protocol is illastd in Table2.2

In the case of MDTNSs, Bluetooth generally operates on clasgt2version
2.0 due to the following reasons: (1) class 2 model provideaaeptable ratio
range & 10 m) for communication between nodes; (2) class 2 model aam the
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Table 2.1: Power classes of Bluetooth

Class | Maximum permitted power Range (m)
(mW) (dBm)

Class 1| 100 20 ~ 100

Class 2| 2.5 4 ~ 10

Class3| 1 0 ~1

Table 2.2: Data transmission rate for each version of Bhtbtprotocol

Version Data rate| Maximum application throughput
Version 1.1 & 1.2| 1 Mbit/s 0.7 Mbit/s
Version 2.0 3 Mbit/s 2.1 Mbit/s
Version 3.0 24 Mbit/s

battery which is limited in mobile devices; (3) version 2a&h@rovide a good data
transmission rate for communication.

2.1.2 802.11 WiFi

802.11 was first proposed by the Institute of Electrical atettEonics Engineers
(IEEE) [9]1] in 1997 as the first wireless networking standard. Nowada®2.11
has evolved into a class of specifications which have beeatexteny IEEE for
wireless local area networks (WLANS), such as 802.11 aib/d@/hese specifi-
cations focus on the physical layer and the MAC (medium ajceyer of the
Open Systems Interconnection (OSI) model. The 802.11 yarninprises several
standards with different characteristics according tagmaission speed and used
frequency band. As an example, 802.11a (54 Mbit/s, 5 GHz)18®2(11 Mbit/s,
2.4 GHz) or 802.11g (54 Mbit/s, 2.4 GHz).

The term Wireless Fidelity (WiFi or Wi-Fi) was first used by Patent and
Trademark Office (USPTOY[7] in 1999. It then was used by Wi-Fi Alliancé][to
represent any WLAN products that are based on the IEEE 8@2ahtlards. Since
most of the modern WLANS are based on these standards, the/NeFi is used
as a synonym for WLAN.

The most widely used protocols in the 802.11 family are thz BD (b/g/n).
These protocols can form two types of networks: infrastmestess networks, and
infrastructure networks. In an infrastructure-less nekywonodes can directly com-
municate with each other; while in an infrastructure nekytine communication
between two nodes is performed via an access point. Genspaléking, an access
point is a fixed station, often connected to the Internet, dlotgs as a communica-
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tion hub between two devices that want to communicate witth edher. Thus,
each message from a node to another is relayed through tassgooint. This ap-
proach has two advantages. First, the wireless networkrageds extended. For
two nodes to communicate, they do not need to be in commumricednge with
each other, just in communication range with the accesd.pSecond, an access
point can help mobile nodes save power by buffering framéseaticcess point for
the mobile node. The node itself stays in power-save mode afidke time and
just wakes up to receive buffered frames if available.

Communication range differs between the specific standards example,
802.11b spans about 150 meters (outdoors) and 802.11g &nhge®ers. Both
ranges are suitable for the mobile delay tolerant netwovik@mments.

2.2 Infrastructure-less Networks: MANETs vs MDTNSs

According to whether an end-to-end routing path betweenroaes that wish to
communicate can be guaranteed or not, infrastructuredesgorks can be clas-
sified into two categories: mobile ad hoc networks and matelay tolerant net-
works.

2.2.1 Mobile Ad-hoc NETworks

Mobile Ad-hoc NETworks (MANETS) are self-configuring inftaucture-less net-
works, in which nodes (i.e., mobile devices) are connectad\short-range wire-
less interface44]. Nodes in MANETS are free to move and organize themselves
arbitrarily. As a result, the network topology may changeredictably and fre-
quently.

Even though the network topology in MANETSs may arbitrarihddrequently
change, routing in MANETS is still based on the model of catingy, that is,
they assume that there is an end-to-end routing path betimaenodes that wish
to communicate. Depending on the number of nodes in thetmgpath, routing
in MANETS can be divided into two types: one-hop routing andtivhop routing.
In one-hop routing, message is transferred from a node tihanoode at the time
it comes in the transmission range of the former; while, mttulti-hop routing,
intermediate nodes are utilized to connect two nodes trsit toicommunicate and
are not directly in the transmission range of each others Warth noting that a
contemporaneous end-to-end path is established via teenatiate nodes. An
example of routing in MANETS is illustrated in Figugel
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Q node {  Transmission range — = Transmission direction

Figure 2.1: An example of routing in MANETS

t, Zl(tl >lo) tz(tz e tl)
. @, L@ L@
O node message {"} transmission range

Figure 2.2: An example of message exchange in “store-aardyforward” mech-
anism

2.2.2 Mobile Delay Tolerant Networks

Routing in MANETS is based on the assumption that a comptaigng path be-
tween two nodes that wish to communicate can be guarantemgevdr, such as-
sumption may be violated due to the mobility of the nodes hadiited resources
of the mobile devices. Consider such a case where end-talelags can be of
several minutes, or even hours, which is much longer thatopots such as TCP
can handle, or where a completely connected end-to-endipatiigh the network
rarely, or never, exists between two nodes wishing to comeaten Such commu-
nication networks are commonly classified as Delay ToleRgttvorks (DTNS).

The key difference between DTNs and MANETS is that a conteanEbus
routing path between two nodes that wish to communicateatdmsm guaranteed
in DTNSs, but the union of network snapshots over time cangurean end-to-end
routing path. An example of routing in DTNs is illustratedrigure2.2

The forms that a DTN show can be classified into two mo88k [nfrastructure-
less model or infrastructure-based model. In the formereheowdes can commu-
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nicate when they come within the communication range of edlohr; while, in
the latter model, nodes can communicate via an infrastreicta the literature, the
term Mobile Delay Tolerant Networks (MDTNSs) are utilizedexpress the former
kind of DTNs. This is the kind of DTNs considered in this ttsesi

2.3 Mobility Models

As discussed in Chaptér2, routing in MDTNs takes advantage of nodes’ mobil-
ity, which is represented by the tenrmobility model Generally speaking, mobil-
ity models are divided into two categorieg2]: synthetic models and real-world
traces 86]. In a synthetic model, the nodes’ mobility is generated hyathe-
matical model, while in a real-world trace, the nodes’ mippils collected from

a trace of human movements in a real-life scenario. In tHevihg sections, we
introduce the most widely utilized mobility models in theelature.

2.3.1 Synthetic Mobility Models
Random WayPoint Mobility Model

The Random WayPoint (RWP) mobility model was first presetgdohnson et
al. in [52]. In this model, each node is initially assigned a randonitjpos(called
waypoint) within a given area. At the same time, each nodpésified a random
waypoint as its destination, and it then moves towards tisérdgion with a ran-
dom speed. The speed is chosen according to a uniform disoribin [Vimin, Vmax,
wherevmin andvmax are the minimum and maximum speed of nodes respectively.
When the node reaches the destination, it stays there fatarceeriod of time,
called pause time. When the pause time expires, it randohdgses a new way-
point as the destination, and repeats the above process.

However, according to the study i88, 63], it has been observed that the
stationary distribution of the location of a node, samplethadom time instants,
is more concentrated near the center of the simulation aBsnsity waves in
the average number of neighbors thus are produced by the Rutkitsnmodel.

A density wave is the clustering of nodes in one part of theution area. In
order to avoid the initialization problem of RWP, Camp et[&B] introduced the
following three solutions: (1) save the position of noddsrah simulation that has
executed long enough to be past this initial high variahiind use this position
file as the initial position of nodes in the future simulagp(2) initially distribute
nodes in a manner that maps to a distribution more commonetaritbdel; (3)
discard the initial 1008 of simulation time produced by the RWP mobility model
in each simulation. The third solution is widely utilize8tl].
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Random Direction Mobility Model

The Random Direction (RD) mobility model (3] was introduced for modeling
users movement within cellular systen3[39]. The RD mobility model is de-
fined as follow. As in the RWP model, each node is initiallyigissd a random
position, which is uniformly distributed within a simulati area. Each node then
chooses a directiog uniformly distributed in[0,271]. It also chooses a speed
according to the uniform distribution ifVmin, Vmax, Wherevmin andvmay are the
minimum and maximum speed of nodes respectively. It thenesav the direc-
tion ¢ until it reaches the borders of the simulation area. Whenuathary of the
simulation area is reached, it stays there for a certairogef time (i.e., a pause
time). When the pause time expires, it randomly chooses alireation uniformly
distributed in[0, 1] and a random speed. It then repeats the above process.

Many variants of the RD mobility model have been proposed. bBiefly
introduce three variants of the RD mobility model, whichwaidely used. The first
variant of the RD mobility model was presented by Royer efl3. In [103,
each node is also assigned a travel duration before it $tan®ve with a random
speed in a random direction. It then stops and changes éstidin if the assigned
travel duration expires before it reaches the borders ddithelation area. In such
a case, a new direction is uniformly chosen@n2rm]. The second variant of the
RD mobility model was presented by Haa€] In [40], when a node reaches a
boundary of the simulation area, it instantaneously refanto the simulation area
from the opposite boundary. | then continues to move withpttegious speed and
in the previous direction. The third variant of the RD mdilnodel was presented
by Bettstetter §]. In [5], when a node reaches a boundary of the simulation area,
it bounces off and continues to move with the previous speednew direction,
which isT— ¢.

Unlike the RWP mobility model, the stationary distributiohthe nodes’ po-
sitions, which is sampled at random time instants, has aumitlistribution.

Community-based Mobility Model

Recent studiesl, 53, 45] on the spatial characteristics of human mobility based
on real world traces demonstrate that nodes (i.e., humanshl-life tend to visit
some locations more frequently than others. For instanca,df al. in [59] con-
ducted the investigation of the spatial characteristichuwhan mobility by ana-
lyzing the mobility traces of students in the campus of Darth College. The
investigation shows that students spend most of their $dfroe at several spe-
cific locations in the campus such as the cafeteria, therlipead the study halls.
Moreover, this investigation also demonstrates that humevement is driven by
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Figure 2.3: Community-based Mobility Model

social relationships. For instance, the engineering stisdend to stay in the en-
gineering hall most of their time, while the students in coep science visit the
computer science hall most ofte25. These observations are consistent with the
research works inio, 84.

Building on the above observations, Spyropoulos et al.1lit?] presented a
community-based mobility model. It has been widely utitize evaluate the rout-
ing performance of community-based routing protocat&4 25], since it is moti-
vated by the traces from real world and proved to better rekhuman movement
in real-life [114].

In this mobility model, each node is associated with a ggaigcal area as its
local region. The local region of a node is the region it alsvayefers to visit. De-
pending on whether a node moves inside its local region grthetmovement of
a node can be defined to consist of a sequendecaf androamingepochs. More
specifically, a local epoch of a node is a random direction enmnt restricted
inside its local region, while a roaming epoch of the node iaralom direction
movement inside the entire network. If the previous epoch nbde was a local
one, the next epoch is a local one with probabiliy or a roaming epoch with
probability 1— p. Similarly, if the previous epoch of the node was a roaming,on
the next epoch is a roaming one with probability or a local one with probability
1— pr. The state transition between local and roaming epochsaarsin Fig-
ure 2.3, The nodes whose local regions are the same consist of a coityndue
to the above observations.

2.3.2 Real World Traces

Reality Mining Trace

The Reality Mining traced7] was collected by the Reality Mining project group
from MIT Media Labs. It is an experimental study involvingoalb 97 people
for the duration of 9 months. Each person was given a Nokid @&l phone
with a software that continuously logs data about the loca#ind contacts of the

13

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf
© [J. Miao], [2013], INSA de Lyon, tous droits réservés



cell phone. The logged data from all the cell phones totalirdd350K hours of
monitoring time and fit into a database of 1GB size.

Cambridge Trace

The cambridge tracelP6] was collected by Scott et al. in Cambridge university.
This trace includes the contacts about 36 people for 3 deach geople was asked
to carry the mobile devices (i.e., iMotes) with them at athdis for the duration
of the experiment. In addition, a number of stationary nogese deployed in
various locations that we expected many people to visit fickyrocery stores,
pubs, market places, and shopping centers in and aroundtyhef €ambridge,
UK. A stationary iMote was also placed at the reception ofGlenputer Lab, in
which most of the experiment participants are students.

2.4 Routing in MDTNs

2.4.1 Classification of Routing Protocols

In the literature, a variety of routing protocols have beeoppsed in MDTNSs.
The existing routing protocols can be classified from défgraspectsi25, 19].

In the following paragraphs, the existing routing protecol DTNs are classified
with respect to their strategies of controlling messagéasoand their strategies of
making the forwarding decision.

According to the number of destination nodes of a messaggingoproto-
cols can be classified into three categories: unicast uimulticast routing, and
broadcast routing. In unicast routing, there is a singldin$on for each mes-
sage. In multicast routing, there is a group of destinatiotes for each message.
In broadcast routing, all the nodes in the network are therdg®on nodes for each
message.

Moreover, depending on whether a message is partitionednattiple frag-
ment packets by the source node or not, the existing routiotpgols can be di-
vided into two categories: coding-based or coding-freee T@thnology of mes-
sage coding is generally utilized to achieve the followwvg goals: protecting the
routed messages and routing big data. For instance, JandeBexerly in p1]
proposed a coding-base privacy-preserving strategy, iohndach message is par-
titioned into multiple packets which are separately routethe destination node
via multiple independent paths.

Depending on the number of message copies utilized in thengoprocess,
protocols can be classified into two categorie$g 114, 28, 31]: single-copy and
multi-copy. In single-copy routing protocols, only a siaglopy for each message
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DTN routing

’ number of destination ‘ ’message component‘ ’number of copies‘ ’ forwarding decision ‘

’unicastHmulticastHbroadcast‘ ’coding-freeHcoding-based‘ ’single-copyHmulti-copy‘ ’knowledge-free"knowledge-based‘

’ flooding-based ‘ ’ quota-based ‘

Figure 2.4: Classification of routing protocols in DTNs

exists in the network at any instant; while in multi-copy tiag protocols, mul-
tiple copies of a message can be distributed into the netwbl&reover, based
on whether the number of message copies of a message isdlioriteot, multi-

copy routing protocols can be further divided into floodlagsed 117] and quota-
based 89, 111]. Flooding-based routing protocols forward a copy of eadssage
to as many nodes as possible, whereas quota-based routtoggis intentionally
limit the number of message copies.

In addition, according to whether the forwarding decisisrbased on the
knowledge derived from the nodes’ encounters or not, pod¢ocan as well be
classified into two categories: knowledge-free and knogdelased. Knowledge-
free routing protocols make forwarding decision withouyiregy on the nodes’ ca-
pacity of delivering a message to the destination node,enkilowledge-based
routing protocols utilize some knowledge, such as encoyrtebability of nodes
and community structure, to make the forwarding decision.

Figure 2.4 shows a classification of existing routing protocols basedhe
above aspects. It is worth noting that a routing protocol rhayclassified into
multiple categories according to different aspects.

2.4.2 State of the Art in Routing Protocols

The contributions of this thesis on the routing issues wwdhe following two
aspects: (1) how to make the forwarding decision, and (2) toallocate message
copies. Therefore, we introduce the work related to the altao aspects in the
following sections.

Direct Delivery [38]

In Direct Delivery routing, the source node of a message kdepmessage in its
buffer until it encounters the destination node or the Tifoekive (TTL) of the
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message expires.

It is worth noting that Direct Delivery is traditionally ceitdered to achieve
the lowest delivery probability and consume the fewest totrms of the number
of message copies.

First Contact [ 3§]

In First Contact routing, after receiving (or generatingi@ssage, a node forwards
the message to the first node that it encounters, and theteslgdhe message. Such
forwarding process is repeated until the message is detiviay the destination
node or the TTL of the message expires.

Seek and Focus115

In Seek and Focus routing, at the beginning, a message ismandorwarded to
an encountering node which does not yet hold the messagetuatiches a node
with a high enough utility. The concept of utility indicateew efficiently a node
can deliver the message to the destination. Afterwardsmimssage is forwarded
based on the utility of the encountering nodes until it resaine destination or the
TTL of the message expires. Note that only one copy for eactsage exists in
the routing process.

Two-Hop Forwarding [ 38

Grossglauser and Ts88] presented a simple routing protocol named Two-Hop
Forwarding. In Two-Hop Forwarding, messages are relayemigh only one in-
termediate node, that is, the number of hops of message ridirvgais limited to
two hops. More specifically, the source node of a messagenalgdsends the
message to an encountering node without the message. Thistteen keeps the
received message until it encounters the destination natte d TL of the message
expires.

Epidemic Routing [117]

In Epidemic routing, the messages in the network diffusalariy to viruses by
pairwise encounters of nodes. Specifically, when two nodesunter each other,
each of them complements the missing messages according todassages in the
other’s buffer. A node is “infected” if it accepts and relaymessage.

Note that Epidemic is traditionally considered to achidwe highest delivery
probability and consume the most cost in terms of the numberessage copies.
Gossiping @1
Haas et al. in41] presented a randomized flooding routing protocol, namest Go
siping routing. Unlike the message propagation in EpidemiGossiping, a mes-
sage is replicated to an encountering node without the messéh some prob-
ability p < 1. Therefore, it is also known as Probabilistic routing. Btorer,
compared to Epidemic routing, Gossiping routing can redheealelivery cost but
with potentially lower delivery ratio and higher deliveténcy.

(p,q)-Epidemic Routing [79]
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Matsuda and Takine7P] presented a routing protocol, namég,q)-Epidemic
Routing, on the basis of the randomized flooding routing. (png)-Epidemic
routing, messages are forwarded in a probabilistic marwigh, p (respectively
g) being the probability of a relay node (respectively sourode) transmitting a
message to another node when they meet. It is also demeuaistredt, according
to the different settings regardimqgandq, several previous algorithms are special
cases of p,q)-Epidemic Routing, such as Direct Deliverg £ 0, g = 0), Proba-
bilistic routing (0< p=q< 1), Two-Hop forwarding p= 0, g= 1), and Epidemic
routing p=1,9=1).
Spray and Wait (SW) [11]]
Spyropoulos et al.J[11] presented a quota-based routing protocol, named Spray
and Wait (SW). In Spray and Wait (SW), each message is as$sdamdth some
forwarding tokens, which indicate message copies. Eaclsageshas two phases:
the spray phase and the wait phase. A message is in the spasg, ptthere is more
than one forwarding token left. During the spray phase, dinvdrding tokens of a
message can be sprayed to an encountering node without seagee If there is
only one forwarding token left, the message is in the waisphduring the wait
phase, a message can only be forwarded to the designatien nod

The author presented two versions of Spray and Wait: Soway&nd Wait
(SSW) and Binary Spray and Wait (BSW). In SSW, when the sonome of a
message encounters a node without the message, it forwamsyaof the mes-
sage with one forwarding token to the encountering node. SiVMBwhen a node
carrying a message in the spray phase encounters anothemibdut the mes-
sage, the node forwards a copy of the message with half fdimgtokens to the
encountering node, and keep the message with the remaonwgriding tokens.
Encounter Based Routing (EBR) B9
Nelson et al. in89] presented a quota-based routing protocol, named EBR. Sim-
ilar to SW, the source node of a message in EBR disseminatesdatprmined
number of forwarding tokens for each message. The differéetween EBR and
SW is that the number of message copies forwarded to an ecoginode is
dynamically computed based on a windowed degree cenjriléyis, the number
of nodes that encountered the node in a given period of tineeMpecifically, in
EBR, the percentage of message copies forwarded from a a@iegancountering
node is proportional to the ratio of the centrality value lué €ncountering node
and that of the node. Therefore, compared with SW routindR EBmore efficient
by spraying the copies of a message to better intermediaiesnghich have a high
capability of delivering the message to the destinatiorenod
Spray and Focus (SF) 113
Spyropoulos et al. inl[13] presented a quota-based routing protocol, named Spray
and Focus (SF). Similar to SW, depending on the number ofdmting tokens
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associated to a message, each message has two phasesayhphsise and the
focus phase. The meaning of the spray phase and the focus ishih® same as
that in SW. SF has a more complex second phase than SW. Sakgifio the
focus phase, a message is forwarded from a node with lowiy utilue to a node
with higher utility value. Therefore, SF exploits all thevadtages of quota-based
routing, but is also able to identify appropriate forwaglopportunities that could
deliver the message faster.

SAURP [28]

Elwhishi et al. in R§g] introduced a quota-based routing protocol, called SeHpgkd
tive Utility-based Routing Protocol (SAURP). As the sameotser quota-based
routing protocols 111, 89, 113, SAURP also allocates a predetermined number
of forwarding tokens for each message, at the time the messagenerated by a
source node. SAURP similarly to SF allows the message withare forwarding
token left to be forwarded to better intermediary nodes. BRUWliffers with SF
in the computation of the number of message copies forwaad encountering
node. In SAURP, the percentage of message copies forwardedaf node to an
encountering node is proportional to the ratio of the averater-contact time with
the destination of the encountering node and that of the.rgdte that the average
inter-contact time is similar to the encounter probahilfpr instance, a short av-
erage inter-contact time between two nodes indicate a ligbuster probability.
Multiperiod Spray and Wait (MSW) [ 12]

Bulut et al. [L2] presented a Multiperiod Spray and Wait (MSW) routing poato
for delay tolerant networks. MSW aims to minimize the averagpy count used
per message until the delivery while maintaining the predefimessage delivery
rate by the given deadline. In CEMS, the number of copies &hemessage is
allocated in multiperiod. At the beginning of each periooing number of addi-
tional copies of a message are allocated to the source no&&V bbmputes the
number of additional copies of the message, depending amrgieacy of achieving
the delivery rate by the given deadline for that message.allbeation process of
message copies is repeated until the message is delivettezldestination node or
the TTL of the message expires.

PROPHET [70]

Similar to Gossiping routing, Lindgren et al. (] presented a Probabilistic
ROuting Protocol using History of Encounters and TranistifPROPHET). PROPHET
takes advantage of the encounter probability of nodes tdegtlie message for-
warding. When two nodes encounter each other, they exchedgévery proba-
bility vector, which contains the encounter probabilityeaich known node of them.
The encounter probability is computed based on previousuerters of nodes and
is subject to an ageing factor. Based on the direct encopntdrability, the de-
livery probabilities of nodes which have never directly @matered each other can
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be computed. Following the vector exchange, a messagevigfded from the
node with the lower delivery probability to the node with thigher delivery prob-
ability. The forwarding process is repeated until the mgssa forwarded to the
destination node or the TTL of the message expires.

MaxProp [13]

Burgess et al. in 13] introduced a flooding-based routing protocol, named Max-
Prop. Similar to Epidemic routing, when two nodes encouiech of them tries to
complement the missing messages according to the messatipesathers buffer.
Unlike Epidemic routing, the message forwarding decisiepethds on the proba-
bility that the two nodes will encounter soon the destimatibhe encounter prob-
ability is utilized as well to determine which messages #&hde deleted when a
node’s buffer space is almost full.

RANK [ 47]

In RANK, the main concept is that each node maintains a windategjree cen-
trality value, which indicates how many nodes it can encewuirt a given period
of time. The centrality of nodes is then employed to guidenttessage forward-
ing. More specifically, a message is forwarded from the noite lewer centrality
value to the node with higher centrality value until it reestihe destination node
or the TTL of the message expires.

SBR [29]

Fabbri and Verdone in2B] presented a Sociability-Based Routing (SBR) scheme
for DTNs. SBR can be considered as an extension of RANK. SBfergiwith
RANK in the calculation of the centrality value of nodes. IRF§ the computation
of the centrality value of nodes does not only include thedliencounters be-
tween nodes but also the multiple hops indirect encountsigden nodes through
intermediate nodes.

LABEL [ 46]

In LABEL, it is assumed that each node possesses a labebinicits commu-
nity. The label of the nodes (i.e., the community structiséhen utilized to guide
the message forwarding. Specifically, a source node keepssaage until it en-
counters the destination or a node in the same communityeasdetination node.
After wards, the message is flooded inside the communityeofigstination node
until the TTL of the message expires. Therefore, LABEL carctwsidered as a
combination of Direct Delivery and Epidemic.

BUBBLE [48]

Hui et al. in 48] presented a community-based protocol that utilizes $acia
formation about nodes, such as their centrality and the aamitsnto which they
belong. In this protocol, a message is forwarded based ogldial rankings of
two encountering nodes, until it reaches a node in the samencmity as the des-
tination node. After that, the message is forwarded basdtielocal rankings of
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two encountering nodes, until it either reaches the ddsiimaode or the TTL of
the message expires.

IFR [66]

In IFR, a message is forwarded from a node with lower cetyradilue to a node
with higher centrality value until it reaches the destioatnode or a node in the
same community of the destination node. After that, the agesss flooded in-
side the community of the destination node until the TTL & thessage expires.
Therefore, IFR can be considered as a combination of RANKEpidemic.
Clustering Routing [25]

Dang and Wu in25] introduced a community-based routing protocol, namea<Clu
tering routing. The encounter information of nodes is syontzed and processed
to identify the community structure and the gateway nodegateway node con-
necting its community to another community is the node tlaatthe highest prob-
ability of encountering any node in the latter community.this protocol, Direct
routing is employed to route a message to a gateway node desimation node
if the message is in the destination nodes community.

Habit [ 78]

Mashhadi et al. in78] presented a regularity-based routing protocol, calleditia
In Habit, each node maintains a regularity table, which m@gthe encounter prob-
ability of a pair of two nodes in time slots. When a source ngeleerates a mes-
sage, it looks up the local regularity table to find the optinoaiting path along
which it can achieve the best delivery probability before TTL of the message
expires. The message is then forwarded based on the prendetd routing path.
Note that Habit is a single-copy routing protocol.

3R [119

Vu et al. in [L19 proposed a regularity-based routing protocol, named BRBR,
when a message carrier (i.e, a node) encounters anotheyr eacte of them cal-
culates the cumulative probability of encountering theidaton node in the time
slots covering the remaining TTL of the message. The medsdpgen forwarded
to the encountering node if it has a higher probability of@mtering the destina-
tion node. Such forwarding process is repeated until thesaggsis delivered to
the destination or the TTL of the message expires.

SimBet [24]

Daly and Haahr in24] proposed a routing protocol based on social network anal-
ysis, named SimBet. SimBet utilizes similarity and celtlyaht the same time.
In the context of SimBet, similarity is defined as the ratioccommon neighbors
between individuals in social networks. It is thus similathie concept of commu-
nity. In SimBet, message forwarding is guided by a utilitjuea which is the sum
of the values of centrality and similarity multiplied by theveights. The utility
value of a node indicates its capacity of delivering a messa@ destination node.
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Friendship-Based Routing (FBR) [L1]

In [11], Bulut and Szymanski presented the Friendship-Basedip(EBR) pro-
tocol for delay tolerant networks. FBR takes advantage ofroanity and regular-
ity to guide the message forwarding. In the context of FBR ftlendship between
nodes indicates the frequency and duration of the conrigydhigtween nodes. The
friendship between nodes is thus utilized to detect comiywtiucture of nodes
and guide message forwarding. Moreover, unlike the praviearks B8, 46
where a single community structure maintained by each niadd.,1], Bulut and
Szymanski considers that the community structure of nodelves periodically.
Therefore, each node maintains a community structure favendime slots ac-
cording to the history of its encounters.

After the strength of friendship and community structurenofles are com-
puted and constructed, a node carrying a message forwazasdbsage to an en-
countering node, if and only if the encountering node hasanger friendship
with the destination node and the encountering node’s camtynstructure in the
current time slot contains the destination.

2.4.3 Classification of Routing Protocols

A classification of the above routing protocols is given ibl€R.3 according to
the established criteria and sorted by their year of putatina

2.4.4 Characteristics of Routing Protocols in Each Categoyr

In the above sections, we have introduced and classifieddteed the art routing
protocols. In the following sections, we will analyze thevatages and disadvan-
tages of the routing protocols in each category.

In single-copy routing protocols, such as Direct Delivet$9 and First Con-
tact [50], only a single copy for each message exists in the netwaakyainstance.
Therefore, these routing protocols achieve the minimummsirassion overhead in
terms of number of message copies. However, due to the imhenaracteristic of
frequent and long-term network partitions in MDTNSs, thesgtq@cols often suffer
from low delivery ratio and long delivery latenc8§] even if a message is eventu-
ally delivered to the destination.

In order to improve the routing performance of delivery oadind delivery
latency, multi-copy protocols distribute multiple copifes each message to the
network. Since multi-copy routing protocols can be furttetded into flooding-
based and quota-based, we analyze their characterissigsaté/ely.

Flooding-based routing protocols, such as Epideriic/], achieve the op-
timal routing performance in terms of delivery ratio andivily latency at the
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Table 2.3: Comparison of routing protocols in MDTNs

Protocol Number of Message Copie§ Forwarding Decision | Year
Epidemic [L17 multi-copy Knowledge-free 2000
Direct Delivery [38] single-copy Knowledge-free 2002
First Contact 38 single-copy Knowledge-free 2002
Two-Hop Forwarding 38| multi-copy Knowledge-free 2002
PROPHET 7(] multi-copy Encounter Probability | 2003
SW[117]] multi-copy Knowledge-free 2005
Gossiping 1] multi-copy Knowledge-free 2006
MaxProp [L3] multi-copy Encounter Probability | 2006
SF[113 multi-copy utility-based 2007
LABEL [46] multi-copy Community 2007

(p, 9)-Epidemict9| multi-copy Knowledge-free 2008
RANK [47] multi-copy Centrality 2008
Seek and Focud L5 single-copy utility-based 2008
EBR [89] multi-copy Centrality 2009
Habit [79] single-copy Regularity 2009
SimBet 4] multi-copy Centrality & Community | 2009
Clustering R5| multi-copy Community 2010
MSW [12] multi-copy Knowledge-free 2010
SBR [29] multi-copy Centrality 2011
BUBBLE [48] multi-copy Centrality & Community | 2011
IFR [66] multi-copy Centrality & Community | 2011
3R[119 multi-copy Regularity 2011
SAURP Rg multi-copy Encounter Probability | 2012
FBR [1]] single-copy Regularity & Community| 2012

cost of huge resource consumption. Unfortunately, theuress (e.g., bandwidth
and memory) in mobile devices are traditionally limited awérce. In addition,
a massively redundant messages can cause network congegtioh in turn can
severely degrade the routing performang8gl0J.

Quota-based routing protocol89Y, 111] can get rid of network congestion
by restricting the number of message copies for each mess8gecially, the
same amount of message copies is allocated for all messaglesse protocols.
However, allocating the same amount of message copies is-adged sword for
guota-based routing protocols. Besides the number of sdpiea message, the
successful delivery of a message is also related to its Tt obvious that a mes-
sage with a short TTL needs more copies than that with a lorigtdEnsure the
successful delivery. Therefore, quota-based routingopads generally suffer from
dynamically and reasonably allocating message cofifs [
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Knowledge-free routing protocols, such as Epidendit7 and Spray-and-
Wait [111], are characterized by their simple routing processes s Tife routing
performance of these protocols are easily modeled by matiesrmodels, such
as Markov Chain and Ordinary Differential Equations. Hoarethese protocols
assume that all nodes have the same capability of visitiegyeregion covered
by the network. However, reality is different. Recent sésdfLO, 53, 45] on the
spatial characteristics of human mobility from real wordces demonstrate that
humans usually roam in some relatively small regions réttiean the whole space.
As a result, knowledge-free routing protocols generallffesufrom poor routing
performance in real-life scenarios.

Knowledge-based routing protocols exploit the knowledgeved from the
history encounters of nodes, such as mobility pattern acidlgoroperties of nodes,
to better choose the intermediary nodes. Owing to the atiba of such knowl-
edge, knowledge-based routing protocols achieve a beiiging performance in
terms of delivery ratio or delivery cost, compared with kiedge-free routing pro-
tocols. However, existing knowledge-based routing praitysuch as PROPHET()
and BUBBLE K8], depends on the assumption that the utilized social ptpper
the most prominent one for all the nodes in a network. Howetiermost promi-
nent social property may vary during the message disseimmptocess.

2.5 Privacy Preserving Protocols in MDTNs

In this section, we focus and classify privacy preservingigrols for MDTN rout-
ing according to their specific privacy objectives.

2.5.1 Classification of Privacy Objectives

As mentioned in Chaptet.2, messages in MDTNSs are relayed by intermediary
nodes. Apart from selfishness, mobile device carriers camballing to partici-
pate in the routing process due to their concern about prividecent years have
seen considerable research works addressing the issuggaafyin MDTNs. The
protocols in the literature are mainly concerned with prnasg the privacy of one
or more of the following sensitive user aspects: (1) idgn(®) location, (3) mes-
sage content, and (4) relationships. We can thus clas®fexfsting privacy pre-
serving protocols according to their privacy objectiveteaBe refer to Figur@.5
for an illustration of this classification. We discuss eatthese privacy objectives
in the following section along with some solutions proposedhe literature for
achieving these objectives.
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‘ Identity ‘ ‘Location‘ ‘Message Content‘ ‘ Relationships ‘

Figure 2.5: Categorition of privacy objectives

2.5.2 Strategies for Preserving Privacy
Identity privacy

In the category of identity privacy, the identity of nodestdpating in message
delivery is considered as a private information.

Kate et al. p5] presented an anonymous communication architecture fiNDT
using ldentity-Based Cryptography (IBQ)J7]. This is one of the first anonymous
communication solutions specifically for DTNs. Kate et aea construct called
DTN gateways, which are entities assumed to be trusted ahd taare of user
identities. In the routing process, a DTN gateway replabeddentity of a source
node with a pseudonym unlinkable to the identity. The achgatof the protocol
is that there is not much overhead for routing. However, tloéogol relies on the
assumption that trusted DTN gateways are present, whiclstiioag assumption
for MDTNSs.

Le et al. p2] proposed a privacy preserving infrastructure called a&mv
Enhanced Opportunistic Networks (PEON) based on oniomgi{t0Z]. In PEON,
nodes are clustered into groups. Nodes in the same group ghhlic keys. Be-
fore sending a message, a source node determines the rpatmgvhich contains
a certain number of node groups. The message is then erttiypthe public keys
of the destination node and the determined groups in ansevarder. Thus, each
relay node can only be aware of the next hop (i.e., a node yriougme routing
path and remains unaware of the identity of the source nodenpared to clas-
sic onion routing, the routing performance of PEON in terrhdaivery ratio and
delivery latency is enhanced due to the utilization of ncalsting inside a group.
However, node groups are randomly clustered, which maytrestine inefficient
dissemination of messages inside a group. In addition, gkenaption of a Public
Key Infrastructure (PKI) rarely holds in MDTNS&F].

Lu et al. [74] presented a social-based privacy-preserving packetafiarw
ing protocol (hamed SPRING) for Vehicular DTNs. In SPRING&ad Side Units
(RSUs) are assumed to be trusted and uncompromisable.aBimill22], RSUs
are strategically deployed at some highly-social intdrses to temporarily buffer
the messages as relays. Due to the utilization of RSUs, arsatty cannot find out
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the identity of the source and the destination nodes. Homdwe private informa-
tion of nodes is disclosed, if any RSU in the network is compised. Additionally,
all RSUs in SPRING are managed by a single management aythanich results
in inflexibility.

Location privacy

In the category of location privacy in MDTNSs, the discoveffytloe user location
by the adversary is considered as the main privacy threatn bmtrusted network,
the mobile device owners do not want others to know theirtjpos for personal
security reasons/p).

In[79], Luetal. proposed the Anti-Localization Anonymous Ragt{ALAR)
protocol for MDTNs. In ALAR, each message is divided iktsegments and each
segment is then encrypted and senntdifferent neighbors. Therefore, an ad-
versary may receive several copies of a segment at difféiraets from different
relay nodes. Even if the adversary collects these segmiietg,cannot localize
the source node with high probability. The disadvantagdas the routing per-
formance is influenced by the setting of the parameteandn. Specifically, the
routing performance in terms of delivery ratio and delivitgncy is degraded as
the two parameters increase.

Zakhary and Radenkovid 4] presented a location privacy protocol that is
based on the utilization of social information of nodes.His fprotocol, each node
maintains a social profile, which includesprofile attributes. The social relation-
ship between nodes are inferred by the matching of profilibates. For each
message, the forwarding is guided by the obfuscated atshia the firsk hops.
After that, the message can be routed by any routing pratoddierefore, an ad-
versary cannot distinguish the location of the source noola the otheik relay
nodes. However, nodes that have strong social relatiosisrg generally consid-
ered to be frequently co-located. Thus, the adversary dadediect the approxi-
mate location of the source node. Moreover, the routingoperdnce is degraded,
due to the extr& forwarding hops.

Message content privacy

Since messages are relayed by intermediary nodes in MDTllgantent of mes-
sages can be unintentionally disclosed to these nodes mttiag process. Thus,
in the category of message content privacy, the content esages is considered
as private information.

Jansen and Beverlp]] proposed a Threshold Pivot Scheme (TPS) based on
the technique of secret sharin@?]. In TPS, a message, considered as the secret,
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is divided into multiple shares by the technique of secrerisly. The shares are
delivered to the destination node via multiple indepengbatihs. The content of a
message is thus protected from individual intermediaryesodht the destination

node, the message can be reconstructed by the knowledge af slrares. The

disadvantage of this protocol is that if an adversary siggsea monitoring a sybil

attack, it can create multiple pseudonymous nodes and titercept sufficient

number of shares.

Shiand Luo 109 proposed an anonymous communication mechanism called
ARDEN based on onion routingl2, multicast dissemination and Attribute-
Based Encryption (ABE)J6]. In ARDEN, before sending a message, the source
node determines a path of disjoint groups, one of which tretuthe destination
node. The message is then encrypted by the keys of the destimode and the
grouping keys. Compared with the traditional onion routithg advantage of AR-
DEN is that it encrypts messages with the keys of groups réltaa the keys of
individual intermediate nodes. The performance in terngetif/ery ratio and de-
livery latency can be improved, since all nodes in the samemgrcan participate
in message forwarding. On the other hand, the arbitrarygypaurtitioning man-
ner may result in performance degradation in terms of delivatio and delivery
latency.

Relationships privacy

As mentioned in the introduction, the mobility pattern oflee plays an important
role in the routing process. A number of proposed routingqgmals exploit the
encounter probabilityd5, 70] and social relationship of node2q, 48] to guide the
message forwarding decision. However, such informatiaoiisidered as personal
and private 96] thus users may hesitate in participating in such protocols

Hasan et al. 42] proposed a Privacy Preserving Prediction-based Routing
(3PR) protocol for MDTNs. A prediction-based routing praib for MDTNs
works by forwarding a message from one intermediate nodedthar if the latter
has higher probability of encountering the destinationenddlowever, this process
compromises the privacy of the nodes by revealing their htplpatterns. 3PR
forwards messages by comparing information about commesrof nodes instead
of individual nodes. Specifically, it compares the maximuabability that a node
in the community of a potential intermediate node will entten the destination
node. Simulations on a community-based mobility model destrate that the
protocol has comparable performance to existing predidiimsed protocols.

Parris and Hendersor®§] presented the Privacy-enhanced Social-network
Routing protocol. This protocol takes advantage of obfiestaocial information
rather than accurate social information to guide the mestawarding. The orig-
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inal social information of a node is obfuscated by the follayvtwo approaches:
(1) modifying the friend list, i.e., adding or removing soitems into or from the
friend list, or (2) using a Bloom filterd] to hash the friend list. The advantage
of the protocol is that the presence of a public key infragtme is not necessary.
However, message routing may be guided erroneously due tatitization of ob-
fuscated social information. Moreover, in the case of modif the friend list of a
source node, an adversary can approximately determineothieesnode’s friends
by collecting the messages from the source node. In the deqproach, the prob-
ability of false positives increases as the Bloom filter lmees more full, due to the
characteristics of Bloom filter.

2.5.3 Analysis of Strategies for Preserving Privacy
Criteria for comparison

The criteria for comparison of the above privacy presergrajocols are described
in the following sections.

Adversarial models

We identify two adversarial models, which characterize libbavior of dis-
honest users. The models are: Semi-Honest, and MalicioysivAcy preserving
protocol is considered secure under one of these modelsahishow correctness
and meet its privacy requirements under the given model.

Semi-Honest. In the semi-honest model, the users do not deviate from thei-sp
fied protocol. In other words, they always execute the pataccording to
the specifications. The adversary abstains from wiretgpaind tampering
of the communication channels. However, within these caimds, the ad-
versary passively attempts to learn the inputs of honess Umeusing inter-
mediate information received during the protocol and amgoinformation
that it can gain through other legitimate means.

Malicious. Malicious users are not bound to conform to the protocol.r&Jsader
a malicious model may deviate from the protocol as and whenp tieem
necessary. They actively attempt to achieve their objestiihey may par-
ticipate in extra-protocol activities, devise sophidischstrategies, and ex-
hibit arbitrary behavior. A malicious adversary has théofelng objectives:
1) learn the inputs of honest users, and 2) disrupt the pobfoc honest
users. The reasons for disrupting the protocol may range gaining ille-
gitimate advantage over honest users to completely derfimgervice of
the protocol to honest users.
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Collusion

A dishonest user may act alone or multiple dishonest useysactan agree-
ment to achieve their ulterior motives. When multiple disést users work to-
gether, it is referred to as collusion. Privacy preservingtqrols either consider
that collusion can take place between users or considecdhiasion does not take
place.

Security building blocks

The privacy preserving protocols for MDTN routing are getigrbuilt using
security building blocks such as Identity-Based Cryptpbya(IBC) [107], Public
Key Infrastructure (PKI), Onion routinglpPZ, Secret Sharing, Attribute-Based
Encryption (ABE) B€], and Bloom filter B].

2.5.4 Classification of Strategies for Preserving Privacy

A classification of the above privacy preserving strategsegiven in Table2.4
according to the established criteria.

Table 2.4: Comparison of strategies for preserving privacy

Protocol Privacy Objective | Collusion | Attack Model | Building Blocks
[559 Identity Group Semi-Host IBC
PEON 2] Identity Group Semi-Host Onion Routing
Content PKI
SPRING [74] Identity Group Semi-Host
ALAR [79 Location Individual Semi-Host Secret Sharing
[124 Location Individual Semi-Host
TPS B1] Content Individual Semi-Host Secret Sharing
ARDEN [109 l(:jg:ttletzt Group Semi-Host Omo:;zoutmg
3PR @2 Relationships Group Semi-Host Secret Sharing
[96] Relationships | Individual Semi-Host Bloom Filter

2.6 Chapter Review

In this chapter, we first introduced the wireless techn@sgised in mobile wire-
less networks and two major forms of mobile wireless netwoN/e then intro-
duced two types of mobility models that are widely utilizede evaluation. Af-
terwards, we proposed a classification of the existing mguprotocols, briefly
introduced the state of the art routing protocols, and sunzexh the characteris-
tics of the routing protocols in each category accordindnéoabove classification.
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Lastly, we investigated the privacy issues in mobile detdgrant network. More
specifically, we proposed a classification of the privacyeotiyes and introduced
the strategies for each of the privacy objectives. We thassdfied the existing
preserving privacy strategy, according to several bujdilocks.
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Chapter

An Adaptive Routing Protocol for
MDTNS

3.1 Introduction

As discussed in Chaptér3.1, various studies that collect and analyze real mobility
traces have been conducte8b[83, 10], in order to better understand human mo-
bility. These studies have shown that: (1) human mobilitynfkienced by social
relationships; (2) such social relationships are relitigeable over time. Accord-
ing to these observations, a number of social propertiesacteizing the mobility
patterns of nodes have thus been defined. Among these pespeentrality char-
acterizes the frequency of encounters that a noderbgslarity characterizes the
probability that given encounters are repeated over timgécammunitycharacter-
izes a group of nodes that encounter frequently and regbzi, 119.

Building on these social properties, a number of routingdgms §7, 119,
78, 46, 48] have been proposed in the literature. However, most oftnesting
protocols assume that all messages can be routed by relgiagsongle mobility
property (e.g., the belonging or not to communities). Tsuanption is very lim-
iting, since in reality users can exhibit various socialdebrs and consequently,
various mobility properties, in a given environment. F@tance, a node may have
a central position in the network or be completely isolated@jiven time slots, it
may exhibit a regular or a completely irregular mobility teat during specific
times of the day/specific days of the week, and it can be id@ammunity during
specific periods of time. In other words, the exiting apphasccannot accommo-
date the dynamics of human social properties.

In order to accommodate this dynamics, we present the firgpthte Routing
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Protocol (ARP) for MDTNSs that dynamically adapts to the tsssocial properties
at the very specific time and location. To this end, our pratdacally monitors
the contacts between nodes. When two nodes encounter dashexrch of them
utilizes the protocol to calculate the utility values ofidefing a given message to
the destination node, based on different social properiike forwarding decision
is made based on a comparison of the computed utility.

The remainder of this chapter is organized as follows. IntiSed.2, we
introduce the system model and the information maintaingedch node. In
Section3.4, we describe our proposal in detail. The simulations andliesre
presented in SectioB.5. Finally, we conclude this chapter in Sectidrb.

3.2 System Model

We consider a sef of N mobile devices which can freely roam in a physical
environment. Each mobile device is denoted as a node withcqueridentifier.
We assume that each node is equipped with a short-range iraditace (e.g.,
Bluetooth or WiFi) for communication. For the sake of sinoftyi, we make the
same assumption as ihg, 114, 69, 68] that the transmission range of all nodes is
the same. Nodes are said to encounter (or meet, contact) tiwegicome into the
transmission range of each other. Two encountering nodeslicactly exchange
messages (i.e., communication) with each other.

We define a communit§ as a set of nodes which frequently co-exist and meet
in a common space. Thus, the meeting frequency of nodes igatime commu-
nity is considered to be much higher than that of nodes iruifit communities.
We assume that each community has a unique identifier. Thef seides in a
communityC will be indicated hereafter b§ = {a;,a,...,an}, wheren=[C|.

3.3 Overview of ARP

In this section, we first present the architecture of ARP. Wéantexplain how it
works.

3.3.1 The Architecture of ARP

Our aim is to improve the routing performance by dynamicatlgpting the proto-
col to the social properties of the nodes at the very spedifie and location. To
enable this kind of self-adaptive behavior, we need a pobtihat supports: (1) the
analysis of the social properties of nodes, (2) the capgluficomparing different

31

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf
© [J. Miao], [2013], INSA de Lyon, tous droits réservés



ARP

Contact Analyzer

Buffer Manager

Property Manager

Property Normalizer

Forwarding Decision Maker

Figure 3.1: Protocol Architecture

social properties, and (3) the management of the priorithefmessages that are
to be forwarded.

The architecture of ARP is illustrated in Figugl In the following, we
introduce the components of ARP and their functions.

e Contact Analyzer: It records its host’s contacts with other nodes. Based on
the contact history, the contact analyzer can infer thea@coperties of its
host (e.g., centrality, regularity, and community).

e Buffer Manager: It stores and manages all the messages that are taken by
its host.

e Property Manager: It stores the property values of the l&stodes that its
host encountered.

e Property Normalizer: It utilizes a utility value, which is a real number in
[0,1], to represent the value of a given social property. Thus,titiey value
of a property indicates its host’s delivery capability thgh the property.

e Forwarding Decision Maker: Forwarding decision maker decides to for-
ward a message to an encountering node, based on the wilitgsvof the
two encountering nodes. For all the messages which the etertng node
has a better delivery capability, forwarding decision maats them by the
delivery capability in a decreasing order.
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3.3.2 The Workflow of ARP

In this section, we use an example (See FiguBeto demonstrate how ARP works.
Without loss of generality, let’s consider two encountgnmodes named; anda,.

The

1.

example is described from the viewpoint of naegen the following steps:

After neighbor discovery service of the radio interfacexlea; can identify
whenay, encounters it; it then adds the contact with nagénto the contact
analyzer.

. Nodea; searches its buffer and selects all messages whose diestirsat

nodea,. Nodea; then sends these messages to repde

. Nodea; sends its centrality value, regularity table and commulitio node

a.

. Assume that node; still holds other messages whose destination node is

not nodea,. Nodea; then sends a summary list of these messages in the
format of ( message ID, destination node ID, expiration tinte nodea,.

. Using this information for the messages in the summatyriisdea, com-

putes the property values of itself and the kasihcountered nodes for each
message in the summary list, and returns them to a@die the format of(
message ID, node ID, centrality value, regularity valuencwunity value).
Note that the community value is 1, @b is in the same community as the
destination node; otherwise, itis 0.

. For each message in the summary list, redeaerge all the property values

returned from node, with its lastk encounters’ property values. Node
then normalizes the property values of nodgsnda.

. Based on the normalized property values, rexderepares a list of messages

for which nodea, has a higher deliver capability. Node then sorts the
prepared message list in decreasing order of the delivgrghiigty of node

a,. Afterwards, nodey; forwards the messages in the prepared list to node
a.

Without loss of generality, in steps 3-7, we only describg/ imodea; de-

termines which messages should be forwarded to magdéctually, nodea, also
performs similar steps.
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a, )
Contact Analyzer Step 3 _~ Contact Analyzer
Buffer Manager Step b Buffer Manager
Property Manager Property Manager
tep 5
v Step 6
Property Normalizer Property Normalizer
Forwarding Decision Maker Step 7 Forwarding Decision Maker

Figure 3.2: An example of the workflow

3.4 Detailed Design of ARP

In this section, we describe the computation of the propestyes, and the nor-
malization function.

3.4.1 Calculation of Centrality

As mentioned in the introduction, centrality is a metricttbalculates the relative
importance of a node in a network. Hui et al. #8] presented that the centrality
of nodes in real-life environments is heterogeneouslyridigied. Moreover, Hui
et al. also pointed out that popular nodes (i.e., nodes vigth bentrality values)
instead of unpopular nodes should be utilized as relayserddsign of efficient
routing strategies.

In the literature, a number of centrality metrics have bempgsed, such
as betweenness centralit$?], closeness centralitylP5], degree centralitydQ.
These centrality metrics are based on graph theory. Hoyiasre metrics are not
suitable for a distributed environment, such as DTNs. Huailein [48] presented
that the degree of a node per time slot (e.g., the number gliermmodes encoun-
tered by the node in per 6 hours) is able to approximate theglcellated centrality
(e.g., betweenness centrality) quite well. We thus utifiie approach48§] to cal-
culate the centrality of nodes.

In our protocol, each node (e.g., nagkholds an encounter set denotedas
which records the nodes encountered by notgtea given time slot. The encounter
between node and a given nodg in time sloti is expressed as Equatiod.).
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i 1, if uandv meetin time slot
=1 (3.0

0, otherwise

Let &’ be the set of nodes encountered by nade the last time slot. The
number of unique nodes encountered by nade the last time slot is then pre-
sented as Equatio3.Q). The superscriptenindicates the centrality property.

AR ='S 4, (3.2)
veé’

Generally, there are two ways to calculate the centralithades based on
time slot: S-Window and C-Window. In S-Window manner, thetcality of a node
is the number of unigque nodes that it met in the previous tiloie Meanwhile, in
C-Window manner, the centrality of a node is the accumulatib the number
of unique nodes that it met in each of the previous windowst Frgé” be the
centrality value of node before the previous time slot. Téeti@lity of nodeu is
then expressed as Equaticdhd).

ARGe" S-Window
cen __ u o
i _{ Reert 1 APSE" - C-Window 33)

3.4.2 Calculation of Regularity

As mentioned in the introduction, the regularity of two nede defined as the
probability that the two nodes meet each other in a given 8taeover a given
time length. For example, time slots can be considered asidih@rvals and the
time length can be considered as a week. When the size ofntieestot equals to
the time length, the regularity of two nodes in a time slotdmees to the general
encounter probability, which is widely utilized in DTN&Y, 70]. Assume the
duration of the contact history is 10 weeks. In the contastiolny, node A has met
node B for 7 times in the time slot from Mon. 0 AM to Mon. 1 AM. lhi$ case,
the regularity between node A and node B from Mon. 0 AM to MoAM is 0.7.
Each node contains a regularity table that describes thdaméty between it and
its fellow nodes in given time slots. The regularity tabledstructed by tuples
which contain the time slot and the regularity. The numbesuwath tuples is the
ratio of the time length (e.g., a week, a month) divided bydize of the time slot.
An example of regularity table of a node is illustrated in [€gh L

The utilized calculation of regularity between nodes isikinto [119. Let
p.,, be the regularity between two nodesindv in a given time sloi, that is the
probability that nodesi andv encounter each other in time siotThe probability
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Table 3.1: An example of the regularity table of node A; tin@ & 1 hour, and
time length is a week

Time slot B C D E

Mon.[0AM,1AM) 0.7 0.6 0.5 0.3
Mon[LAM,2PM) 0.1 02 06 0.4

Sun.11PM,0AM) 0.1 0.2 0.6 0.4

that nodess andv encounter each other in th& time slot and not in the firdt— 1
time slots can be presented as Equat®#)(

k-1 _
PLIJ(V - {_u(l_ pluv)}pﬁv (3.4)

Consider a node and a message whose destination is rebded the remain-
ing TTL is T. Let (t) be the time slot to which a given tintebelongs. Let
t’ indicate the current time. Since nodemay encounter nodd in each of the
time slots from the current time slgi(t’) to the time sloty(t' + T) in which the
TTL of the message expires, we should accumulate the ermoprabability be-
tween nodeu andd in each of these time slots. The probability that nodeill
encounter nodd before the TTL of the message expires can thus be expressed as
Equation 8.5). The superscripteg indicates the regularity property.

o YE'+T)
Pa= Y Pl (3.5)
i=y(t)

3.4.3 Community Calculation

Studies utilizing Social Networks Analysis (SNA) on humawobility from real
world traces have proved that people do not act alone in ifealbut tend to be-
long to communities48, 9, 49]. Since human mobility is driven by social relation-
ships R, 10], nodes which frequently co-exist in a common location aeegally
considered to consist of a communi¥g[ 46, 9, 25]. In addition, since the en-
counter frequency of nodes in the same community is gegecatisidered to be
much higher than that of nodes in different communities, wamity structure is
widely utilized in the design of routing protocold§, 9, 25]. Furthermore, these
works also proved that the utilization of the community canpiiove the routing
performance in terms of delivery ratio and delivery ca@kg, P, 46].
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Hui and Crowcroft in #9] introduced some distributed community detection
methods for DTNSs, such as SIMPLE, k-CLIQUE and MODULARITYad de-
scription of these algorithms is out of the scope of this tigghe reader is sug-
gested to refer toA9] for further study of community detection. Hui and Crowdrof
also pointed out that k-CLIQUE is a good choice compared SitkiPLE and
MODULARITY, according to the computational complexity aadcuracy. More-
over, Palla et al. in94] demonstrated that the centralized k-CLIQUE shows stable
results for different types of human contact traces. Thu#)is chapter, we utilize
the distributed k-CLIQUE algorithm to detect communities.

Without loss of generality, consider a nodeand a communityC. The re-
lationship between node and communityC is then expressed in EquatioB.).
The superscriptomindicates the community property.

1, ifueC

com __
Fuc _{ 0, otherwise (3:6)

3.4.4 Normalization Function

The goal of the work in this chapter is to efficiently utilizeetsocial properties
of nodes to steer the message forwarding towards the diéstinasode as fast as
possible. However, the routing decision is made by compastial properties
with different meaning and domain values. Thus, we shouddtius relative values
of social properties rather than the absolute values o&thesperties. To this end,
the value of social properties are normalized by a normiaizdunction.

Let_4{, be the set of nodes which are utilized to normalize the ptgpaiues
of a nodeu. When nodeu encounters a node the set (denoted ag”) of nodes
utilized to normalize their property values is updated dsvics.

N = MUK (3.7)

Let p, be the value of a property (i.e., centrality or regularipydf a nodeu.
Let the sample set of the property values of nodesfirbe Qp, = {pi|1 <i < n},
wheren = |.4’|. Letm(p) andA(p) be the mean value and standard deviation of
the sample se®@, of property p, respectively. Lep;, be the normalized value of
the propertyp of nodeu. The normalization function is then expressed in Equa-

tion 3.8[4].
1, if pu—m(p) > 2A(p)
p,=< 0, " if pu—m(p) < —2A(p) (3.8)
Pu—M(pP ;
0.5+ A otherwise
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The formalized property values vary @ 1], which presents a node’s relative
capability of delivering a given message among a set of nodes called as
centrality utility, regularity utility, etc. A message isdn transferred from a node
with a lower utility to a node with a higher utility value.

3.4.5 Decision of Message Forwarding

In this section, we first present the design space of the faliwg decision marker.
We then present how the forwarding decision marker works.

Design Space of Forwarding Decision Marker

The decision of message forwarding in ARP is mainly basedrwda’s properties
values which indicate the node’s capability of deliveringn@ssage to the destina-
tion node. The forwarding decision is made based on the marirdifference
between the properties values of two encountering nodes.

Figure3.3 shows the design space of the forwarding decision maker iR.AR
The vertical axis represents the regularity of nodes, whidicates the mobility
pattern of nodes. The two horizontal axes represent thalsoformation. More
specifically, the community structure indicates the retathip between nodes,
while the centrality indicates the node’s importance inrieagvork.

The forwarding decision maker in ARP is a combination of RAINK],
3R [119 and LABEL [46], each of which uses a single social property of central-
ity, regularity and community to guide the message forwaydit utilizes LABEL
to identify the community of a destination node if the desion node belongs to
a community. It uses RANK and 3R to forward a message closkclaser to (the
community of) the destination node.

Our protocol is inspired by the protocol presented by Huilef48]. How-
ever, our protocol does not depend the assumption madd&htHat each node
belongs to at least one community. Our protocol thus cantsuitore environ-
ments. Moreover, compared with the centrality property,rdgularity property is
more accurate to indicate the contacts between a given paioonodes. Thus,
our protocol can improve the routing performance of theveeji ratio.

Design of Forwarding Decision Marker

A routing example is depicted in FiguB4. This figure shows that a source node
swants to send a message to a nddbat belongs to the communiy. Suppose
the distance between two nodes indicates the encounteseiney of them. That is,
the encounter frequency of two nodes which are far from eéor @s lower than
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Figure 3.3: Design space of forwarding decision maker in ARP

ol )

Q/O Community

Centrality or Regularity

Figure 3.4: lllustration of the forwarding decision makeARP
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that of two nodes which are near to each other. Consequeritn the message is
at the node which is far from the destination node, the vafulkeoregularity prop-
erty between the node and the destination node is low. Thusjdh a case, the
message is forwarded to popular nodes, which have highatigntvalues. When
the message is close to the destination node, the regupadperty becomes the
prominent property. The message is then forwarded to theswtiich have a high
regularity property with the destination node, until thessege reaches a node that
belongs to the same community as the destination node. &ttering the destina-
tion node’s community, the forwarding of the message iselioy the property of
centrality or regularity inside the community, since thencounity property is not
the prominent property among the community members. Thedialing process is
repeated until the message reaches the destination node ©f L of the message
expires. The pseudo code of the forwarding strategy istiitesd in Figure3.5.

3.5 Performance Evaluation

In this section, we present an evaluation of our adaptivanmgyprotocol by means
of simulations. Specifically, we first introduce the dataigéized to conduct the
simulations. We then present the simulation settings amghéinformance metrics.
After that, we briefly describe the compared routing prokcbinally, we compare
the performance of our proposal with the compared routimgogols.

3.5.1 Dataset

The dataset that we utilized to evaluate our protocol is thé Reality Mining

dataset 27]. The contacts between nodes (i.e., students) are iltesktrm Fig-

ure 3.6. It can be seen that these contacts concentrate in two gerfoom the
middle of September 2004 to the middle of December 2004 and the middle
of January 2005 to the middle of May 2005. The two periods heeacademic
semesters, the contacts between nodes are thus relatigblg.sIn addition, the
contacts in the first period are much more than that in thersbperiod. We
thus selected the period from Sept. 13 2004 to Dec. 06 200#&hwdontains

%gg?lz 54.33% contacts of the whole dataset, to conduct the expergnent

3.5.2 Simulation Settings

The simulations have been conducted on the Opportunistiwdtie Environment
(ONE) simulator 7] with the MIT Reality Mining dataset refined as explained
afore. The dataset contains the contacts of nodes over IkswEbe first 4 weeks
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Protocol: MessageForwarding

Participants: Nodeu and nodes, whereu,v € A.

Input: (1) m, a message. (2), the destination node of message(3) Cq, the community
of noded. (4) €, the threshold of maximum difference of properties.

Notation: (1) Pg,, the centrality value of node (2) Pten (3) Piég, the regularity value of
nodeu. (4) Fgg- (5) Peom the community value of node (6) Pegn,

Output: Messagenis forwarded to nod® if v=d, or nodev has a higher capability of
delivering the message to the destination node.

Setup: Nodeu has a message whose destination is nod®2 Nodev does not have
messagen.

Events and Associated Actions:

nodeu encounters a nodes
1: if v=dthen
2:  nodeusends messageto nodev
3: else
4: each node calculates and normalizes its property valuexrdiog to Equa-
tion 3.33.53.6,3.8

5: Pgeigf — P(\:/en_ I:)gen

6: Prc!j?gf — F>rveg - l:)rlvjsg

7 ng')a"lf A I:)(\:/om_ Pcuom

. max dif f diff

8. P — maX{ Pcen 7Preg

9. if PT >0 and P™@> ¢ then
10: nodeu forwards messagmto nodev
11:  endif
12: end if

Figure 3.5: MessageForwarding
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Figure 3.6: Number of contacts per day in the whole MIT realgrdata set

are selected as a warm-up period to initialize the propedi¢he nodes, i.e., cen-
trality, regularity and community. In the following 4 weelkas in [78], a pair of
nodes are randomly selected as the source node and theatiestimode of a mes-
sage every hour. Therefore, there are 672 messages genieratch simulation.
Each message contains the identifiers of the source and stieat®n nodes, and
a given TTL. The last 4 weeks are utilized to deliver the mgssavhich are last
generated.

In addition, we analyze the contacts of nodes, in order teadeéie regularity
pattern of nodes’ contacts. FiguseZ shows the number of contacts between nodes
per day in the dataset. It can be seen that the contacts of reodebit a high
periodicity. That is, there are about 4 periods in each moiftle thus map the
contacts of nodes into a week map to extract the regularitgipeof nodes.

In order to detect the community structure of nodes, we aibfhe same
setting as in48]. Specifically, the community detection is based on the acint
duration of each pair of nodes. The threshold for the cordacation is chosen
as 129600 seconds in the dataset, i.e., the contact duiatieach pair of nodes
in a community is greater than the threshold. The threshald @btained from
assuming 3 lectures per week and a total trace duration ofeksv Research
students in the same office may stay together all day, so tositact duration
threshold could be very large. For students attending lesfuhis estimation can
be reasonable.
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Figure 3.7: Number of contacts per day in the period from S&pt 2004 to Dec.
06, 2005 on MIT Real Mining dataset.

3.5.3 Routing Protocols

Based on the above settings, we conducted our experimentheifollowing rout-
ing protocols.

RANK: In [47], each node maintains a windowed degree centrality value,
which indicates how many nodes it can encounter in a giveioghef time. The
centrality of nodes is then employed to guide the forwardihgnessages. More
specifically, a message is forwarded from a node with a lowatrality value to
a node with a higher centrality value until it reaches theidason node or the
TTL of the message expires. In the simulation, the C-Windtategy is used to
compute the centrality value of a node. It accumulates tinet@n of unique nodes
that encountered the node in each of the previous time wiad®ive window size
is set to 4 hours.

3R: In [119], each node maintains a regularity table which records thb-p
ability of encountering each of other nodes in differentdistots. The regularity
table is then utilized to calculate the probability that dewvill encounter the desti-
nation node within the TTL of a message. Specifically, eacksage is forwarded
from a node to the destination node or the nodes which havgrehencounter
probability with the destination node.

Label: In [46], it assumes that each node possesses a label indicating its
community. The label of nodes is then used to guide the fatingrof messages.
More specifically, each message is forwarded to the noddstiét same label as
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Figure 3.8: Delivery ratio comparison of the routing pratisc

the destination node until it reaches the destination notleeol TL of the message
expires.

3.5.4 Performance Metrics

To evaluate ARP we used two well known metrics: the delivatjorand the de-
livery cost defined as follows.

Delivery ratio: is the proportion of messages that have been delivered out of
the total unigue messages created.

Delivery cost: is the total number of messages transmitted in the simualatio
To normalize this, we divide it by the total number of uniquessages created.

3.5.5 Simulation Results

We performed three experiments. First, we compare the ipeaioce of ARP
against the protocols introduced above, with respect tawleeintroduced per-
formance metrics. We then analyze the impact of the thrdskale on the perfor-
mance of ARP. Finally, we investigate the impact of the sizthe encounter set
on the performance of ARP.

Performance comparison of routing protocols

Figure 3.8 shows the delivery ratio of the compared routing protocdlée can
observe that ARP always achieve the best delivery ratio fovadues of TTL.
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Figure 3.9: Delivery cost comparison of the routing protsco

LABEL always achieve the worst delivery ratio. This is besaudhe messages
whose destination nodes do not belong to any community cigrberdelivered by
LABEL when the source nodes directly encounter the desbinatodes. We also
observe that the delivery ratio of RANK is very close to thE8R.

Figure 3.9 shows the delivery cost of the compared routing protocola as
function of the TTL of the generated messages. We can obskateARP has
the highest delivery cost, whatever the value of TTL. Thisesause ARP make
multiple properties to make forwarding decision, and thepprties of nodes are
diversified. LABEL always achieve the lowest delivery coBhis is because the
messages whose destination nodes do not belong to any catpcamonly be de-
livered by LABEL when the source nodes directly encounterdbstination nodes.
We also observe that the delivery cost of 3R is lower thandh®ANK when the
TTL is shorter than 1 week, since the regularity property @araccurate to indi-
cate the contacts between a given pair of two nodes.

In this work, we focus on improving the delivery ratio by atiag to the
dynamics of social properties. In the future, we would iesthe number of copies
for each message to reduce the deliver cost of the protocol.

Demonstrating Routing Protocol Behavior

In this section, we demonstrate the usage of multiple squigerties to make
the forwarding decisions. To this end, for each propertyreeord the number of
forwarding decisions that are made by using the propertyndifmalize this, we
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Figure 3.10: Usage of the social properties in making fodivey decisions

divide it by the total number of forwarding decisions in eaimulation. In the
following simulations, the TTLs of messages are chosen a&y3,d4 days, and 21
days.

Figure3.10shows the percentage of the usage of each property to make the
forwarding decisions. It can be seen that most of the forimgrdecisions are made
based on the centrality and regularity properties. It isabse that the community
property only works when a message carrier encounters almgldaging to the
same community as the destination node of the message. Woydoe percentage
of the usage of centrality property increases as the TTLlesmsxs, while the per-
centage of the usage of regularity property decreases aklthéncreases. This
is because the centrality property in this dataset is moterbgeneous than the
regularity property.

Impact of the Threshold Value

In this section, we investigate the impact of the settingshefthreshold on the
routing performance of ARP. In the following experimentsg vary the value of
the threshold from 0.1 to 0.3 with step by 0.1.

Figure 3.11shows the delivery ratio of ARP with different threshold ues.
We can observe that ARP achieves a higher delivery ratio avitwer threshold
value when the TTL is less then 12 days. This is because ARRocaards more
copies of a message to encountered nodes with a lower thdedi® more nodes
taking a copy of a message can in turn result in increasingélieery probability
of the message. When the TTL is greater than 12 days, ARPvash&most the
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same delivery ratio with different threshold values.

Figure 3.12 shows the delivery cost of ARP with different threshold ealu
It can be seen that the delivery cost increases as the TTkadses. This is be-
cause message copies of a message can be forwarded to mesewitida longer
TTL. Moreover, we can observe that the delivery cost in@eas the threshold
value decreases. This is because ARP can forwards moresaafpgemessage to
encountered nodes with a lower threshold.

Impact of the Normalization Function

In this section, we investigate the impact of the size of theoanter set, which is
utilized to normalize the property values, on the routingfggenance of ARP. In
the following experiments, we vary the value of the size efémcounter set from
5 to 15 with step by 5.

Figure3.13(a) and (b) show the delivery ratio and the delivery cost ofPAR
with different sizes of the encounter set. We can obserueAR& achieves almost
the same routing performances with different sizes of tlrmenter set.

3.6 Chapter Review
In this chapter, we presented a novel adaptive routing pobtior mobile delay

tolerant networks, named ARP. ARP can dynamically learnsti@al properties
of nodes based on their mobility patterns, and exploit thetrappropriate routing
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strategy each time an intermediate node is encountered.si@uiations based
on a real mobility trace demonstrated that our protocolexds a better delivery
ratio than existing state-of-the-art routing protocolattrely on a single mobility
property.
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Chapter

A Delay and Cost Balancing
Protocol for Efficient Routing In
Mobile Delay Tolerant Networks

4.1 Introduction

In the literature, a number of routing protocols have beap@sed in MDTNS.
Nevertheless, most of them are inefficient from the pointieéwof message repli-
cation. For instance, flooding-based routing protocblss], which refers to those
protocols that rely on an unlimited number of message cojme®ute a mes-
sage, cause a mass of redundant message copies, whichabe$uste (limited)
resources of mobile devices. Quota-based routing pratd8é) 111] instead, al-
locate the same amount of message copies for messages fiétierdi Time-To-
Lives (TTLs). The rigidity of the latter approaches makemntitoften inefficient, as
a fixed number of message copies can not suit all the routingtgins. As a result,
the dynamic allocation of message copies according to tipengy of messages is
still an open issue in MDTNSs.

To the best of our knowledge, this issue has been addresgetyoBulut et
al. in [12]. However, the protocol presented ih2] assumes that all nodes move
similarly in all the regions of the network. Unfortunatebgality is different. Re-
cent studies]0, 53, 45] on the spatial characteristics of human mobility from real
world traces demonstrate that humans in real-life tend aonron some relatively
small regions rather than the whole network space. In amgithe allocation of
message copies irl®] relies on the assumption that the source node is aware of
the successful delivery of a message at anytime. Howewel, assumption rarely
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holds in reality, due to the frequent and long-term netwakipons in MDTNSs.

In this chapter, we present a delay and cost balancing @uytiotocol in
MDTNSs, called Community-based Adaptive Spray (CAS) rogitprotocol. The
goal of this protocol is to allocate the minimum number of sa&® copies while
still achieving a high delivery ratio in a practical mann®ur protocol exploits the
community structure of the nodes as it has been demonsiratkd literature that
often nodes belong to such structurésg]|

Our protocol decomposes into two major parts. First, a sobspol responsi-
ble for gathering mobility information about nodes uponamtering each other.
This sub-protocol aims at learning/synchronizing the togies of communities in
the network. Second, a sub-protocol responsible for theéngyrocess. Routing
is organized around the notion gatewaysetween communities. Specifically, a
gateway towards a community is the node in a given community that has the
highest probability to encounter any nodeGn In our protocol, to route a mes-
sage towards a given destination node, the source of a neeasag the commu-
nity topology to pre-compute the multi-hop path traverdimg minimal number of
communities through their gateway nodes and that has thes$iglelivery prob-
ability. Furthermore, once the routing process is engagead,routing protocol
allocates a given number of message copies at each hop exgctrdhe remaining
TTL of the message.

The contributions of the work in this chapter are twofold:

e We propose a novel routing protocol that dynamically altesamessage
copies according to the TTL of each message.

e The analysis of our protocol has shown that it is the gergatidin of many
protocols including Direct]15), Epidemic [L17], Spray-and-wait111], and
some community based routing protocd$][ By generalization, we mean
that our protocol can dynamically decide to behave like dnih@se algo-
rithms in order to better suit the current situation.

The remainder of the chapter is organized as follows. IniGeet.2, we
introduce the system model and the information maintaineéach node. In Sec-
tion 4.3, we describe our proposal in detail. In SectfbA we develop and evaluate
an analytical model of our routing protocol, which is udtzto estimate the cover
time of the topology of communities. The simulations andiltssare presented in
Section4.5. Finally, we conclude this chapter in Sectibib.
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4.2 System Model

In this section, we first present the network model. We thdroduce the in-
formation maintained by each node. Finally, we explain hbe information is
maintained by each node.

4.2.1 A Delay Tolerant Network Model

In order to make the study more systematic, we start with timgla delay tolerant
network.

Node We define a node as a mobile device. We assume that each reziepped
with a radio interface (e.g., Bluetooth) for short-rangencaunication, and that the
transmission range of all nodes is the same. Two nodes amedeved to meet,
if they are in the transmission range of each other. We asshaiea node can
only communicate with one other node at the same time. Twdingerodes can
exchange messages with each other. We also assume thatoglEchas a unique
identifier.

Community. We define a communitZ as a set of nodes which frequently co-
exist and meet in a common space. Recent studi@s84] have indeed shown
that human mobility was actually driven by social relatiops. Thus, the meeting
frequency of nodes in the same community is considered toumhmigher than
that of nodes in different communities. We also assume thett eommunity has
a unique identifier. The set of nodes in a commugityill be indicated hereafter
by C = {uj,up,...,un}, wheren = |C|. Moreover, we assume that a node can only
belong to one community.

Inter-contact time between two nodes.The inter-contact time (also known as
inter-meeting time) between two nodes is the time intere#ihvieen two successive
encounters between them.

Mobility Model. Mobility models are generally characterized by the int@mtact
time between two noded 2, 114. Karagiannis et al. in§3] demonstrated that
under a large class of mobility scenarios in real life, therrtdontact time follows
a power-law in a finite range, and then exhibits an exponletitieay. It is consis-
tent with the suggestion made by Gonzalez et al3bj {hat a power law with an
exponential decay is a very good approximation of human litypbatterns. Addi-
tionally, Chaintreau et al. ir20] pointed out that the exponential decay eliminates
the issue of infinite message forwarding delay. Buildinglmse previous studies,
the inter-contact time of nodes is assumed to be exponigndistributed or have
an exponential tail characterized by a contact ratghe inverse of the expected
inter-contact time of any pair of nodes). This is a widelyeggted assumption in
MDTNSs [12, 114, 69, 37].
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Inter-contact time between a node and a communityThe inter-contact time be-
tween a node and a communitg is the time interval between any two successive
contacts between nodeand any node member of the commurity

Gateway. A nodew in a communityC; is defined as the gateway connecting to
another communitg;, if nodew's average inter-contact time with the nodes of the
communityC; is the shortest among the other nodes of its commuBity

Network. Let the set of all the nodes in the environment be given asdhé. Let
the set of all communities in the environmentle= {Ci|1 <i <k,V = ¥ ,C},
wherek is the number of communities in the network. Edgesande;; exist
between two communitie§; andC; (where 1<i <k, 1 < j <k, i # j), if some
nodes from the two communities have encountered at least oflee weight of
the edges j, denoted aso,‘f‘}, is the average inter-contact time of the gateweyf
communityC; with the nodes of the community;. Notice that the gateway from
communityC; to the communityC; is not the same node as the gateway flom
to Cj, so the community graph is a directed graph. Eet {g ;|1 <i <k, 1< j <
k,andi# j}. We will represent the MDTN formed by all the nodes of the retw
by their community grapis(M, E).

Message A message is represented as a tuf8eD,l,C,L,T), whereS s the
source nodeD is the destination nodé,is the intermediate target node, which is
the gateway node connecting the current community to anctremunity (or the
destination node if the message is yet in the community ofléstination node)C

is the identifier of the community connected by the gatewaler(or null if the in-
termediate target node is the destination notla$.the number of copies allocated
to route the message to the intermediate target node in trentcommunityT is
the message TTL.

4.2.2 Information Maintained by a Node

Each node in the network, e.g., nodemaintains six types of information: its
node IDu, its community IDCY (the exponent here indicates the fact that this is
the community to whiclu belongs), a community table, a gateway table, a contact
table, and a community graph.

Community table. The community table of node holds the node ID and the
community ID of all nodes who have encountered the nodesso€ommunity.
Nodeu also maintains a timestamp which indicates the time whenable was
last updated.

Gateway table The gateway table of nodecontains the following fields for each
known communityC; and for each gateway linking C; to another communitg;:

the community ID ofC;, the node ID of the gateway, the community ID ofCj,
and the average inter-contact time between the gatewaryd the communityZ;
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Figure 4.1: Community Graph

given asw,‘f‘g. Nodeu also maintains a timestamp which records the last updated
time of this table.

Contact table. The contact table of nodemaintains the following fields for each
encountered node: the node ID ofv, the sum of inter-contact times between
the nodess andv, denoted agy,y, the number of encounters, (the latter two
guantities are used to compute the average inter-contae),tthe end time of the
last encountety,,, and the start time of the ongoing encoun&,r(if there is one).
Community graph. In the community graph of node, each vertex denotes a
known community e.g., communi€;. Each vertex is labeled by a tupli€;|, ax;, ),
where|C;| is the number of nodes in communiy, ax; is the average inter-contact
time between the member nodes of the commu@ityThe weight of the directed
edgee;j denoted bym ; is the average inter-contact time between the gateway in
communityC; and the communityC;. The community graph of node locally
reflects the topology of the communities of the netveart is known by pwhich

is illustrated in Figuret. 1

4.2.3 Maintenance of Information

The maintenance of the above information is driven by evefitsere are three
kinds of events in the protocol: tpnnect even®)disconnect evepand 3)update
event We assume that nodes in the network honestly synchronizenttintained
information.

Connect Event It happens at the moment when two nodes enter the tranemissi
range of each other. When a connect event takes place, twingnaedes honestly
exchange and update their corresponding values in eachofigfedir community
table, community graph, and gateway table, according tovahee of their times-
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tamps. They also set the timestamps.
Disconnect Event It happens at the moment when two nodesdv go out of the
transmission range of each other. Itgf be the end time that nodeencounters
nodev. Let t&v be the begin time that nodeencounters node of the ongoing
encounter. Thus, the last inter-contact time between na®lyv is set toAT,, =
to, —1t5y. The sum of inter-contact time between nodeandv is 1,y = Tl/w—f—
ATy, Wherer[w is the sum of inter-contact time between nadendv before last
encounter. Then, the number of encountgrg increases by 1.

Consequently, the average inter-contact time between twesu andv is
expressed as follows:

+00, Ouv=1
Ty = { U:;‘ila Ouv>1 (4.1)

The average inter-contact time between two nodes is therrpajameter used by
methods of community detection. Specifically, a node joorddéaves) a commu-
nity if it is (or not) qualified to be in the community. Sinceesthommunity detection

is out of the scope of this chapter, the reader is suggestedeioto |49 for further
information.

Moreover, as in§9, 68|, we assume that the nodes in the same community have
the same average inter-contact tinm; = @, for all nodesu andv in the same
communityGC;.

Update Event The update event is periodically invoked synchronouslyathy
nodes every time units. LelC} be the set of nodes which belong to a community
C; and have met node by more than once. Then the average inter-contact time
between node and communityC; is computed as follows.

ZVGC} Tuy
ZVEC; (O-LLV - 1)

If node u achieves an average inter-contact time with commu@jtyhat is
shorter than the one of the current gatewafthat is w“l < w"" g, whereeg is
a threshold), then the relevant fields are updated, i.enade ID of the gateway
from G; to C;, the inter-contact time and timestamp are updated w,tjj and the
current time respectively.

u

o = (4.2)

4.3 Protocol Design

In this section, we first briefly describe the mechanism of CA® then present
the design of CAS in detail. Finally, we demonstrate thatmotocol is the gen-
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Figure 4.2: Routing Protocol Overview

eralization of several existing routing protocols.

4.3.1 Overview of CAS

In this section, we give an overview of our routing protocél.routing example
is depicted in Figur®.1 This figure shows a number of nodes belonging to three
communitiesCy, C,, andC,. A source nodes that belongs to the community
wants to send a message to a nddbat belongs to the communiG.

In CAS, the routing process is composed of multiple sub-gsses. In each
sub-process, a message is routed to an intermediate tadgtwhich is the gate-
way node bridging two communities or the destination nodéeflatter belongs
to the same community as the source node. At the beginningabf ®ub-process,
the shortest path from the current community to the comrmjwfithe destination
node is computed according to the community graph. Formestan Figures.l,
when the source nodegenerates a message, it computes the shortest path from
its communityC; to the destination node’s communi@, that is,C1CoCy. After
that, nodes looks up its gateway table to find the gateway nede which con-
nects its community with the communiGs. The nodew; is then considered as
the first intermediate target node to reach. At the same tigeminimum num-
ber of message copies needed to route the message to tmeddiate target node
is computed, based on the message TTL and a predefined cordasp delivery
ratio. These message copies are sprayed inside the cuorentunity in a binary
spraying manner in which a message carrier hands over heideafopies it holds
to each node it meets. When the intermediate target nodeletess a node in its
connecting community (e.gGy in the case ofv,), it forwards the message to it.
The above process is repeated until the message reachesstivation node or
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expires.

4.3.2 Design of CAS

As explained above, the CAS routing process is divided inttiipie sub-processes.
Each sub-process consists of the following two phases: tijh@ation of the num-
ber of message copies to be distributed and 2) messagegoutin

Optimization of the Number of Message Copies

According to the analysis of the routing performance preskim [111], if L copies

of a message are distributed in the network and the TTL of teesage idT,

the expected delivery probability of the message can thecalmilated agpy =

1—e T whereA is the contact rate, that is, the inverse of the average-inter
contact time between node$2]. Hence, if the expected delivery probabilipy

is assigned, the relationship between the number of messqmes and the TTL
can be expressed as EquatibB. Note that the delivery probability is the delivery
ratio from the viewpoint of all generated messages.

In(l— pd)
A
Recall that an MDTN is modeled as a directed graph of comnas@(M, E)
(Section4.2.]). Leth a path inG(M, E). Letn be the number of communities in
pathh. The weight (denoted asgt(h)) of pathh is the sum of the weights of the
edges that form the path, which is expressed in Equdtidnt represents the sum
of the average inter-contact time between the communitiggathh. Note: we
assume that in the community graph that represents a MDTHly eeenmunity is
reachable (i.e., a non-reachable community constitutéstiact MDTN).

LxT=— (4.3)

Nl . ifn>1
wgt(h) :{ g'—l by 202 (4.4)

Further, let us consider two communiti€s andC,. Let h(C1,C;) be any
path which originates within community; and ends within communitg,. In a
network, it is possible that more than one such path exigsHIC;,C,) be the set
of all possible pathk(C;,C,). Leth*(Cy,C;) be the shortest path from community
C; to communityC,.

Assume a noda carries a message denoted(8yD,1,C,L,T). Leth* be the
shortest path from the community of nodeéo the community of the destination
node. Letn be the number of communities in the pdth Let L; denote the
number of message copies distributed in a commuBityLet w be the gateway
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node connecting communig; to communityCi ;1. Let py be the expected delivery
probability of the message. L&t be the contact rate of nodes in commur@y
which is the inverse of the average inter-contact tmge of nodes in community
Ci. Then the optimization of delivery cost can be expressed &sjuatiord.5-4.7.

n
minZlLi (4.5)
—In(1—pq)
st. Zlcq,+1+zl AL <T (4.6)
Li < |G|, where 1<i <n 4.7)

The purpose of the objective function Equatib is to minimize the number of
message copies utilized to route a message. Equdtexpresses the fact that
the sum of the time spent to route the message in communiicktha sum of the
average inter-contact time between communities shoulee$® than the TTL of
the message. The constraint Equatibii expresses the fact that the number of
message copies allowed in a community should be less thamutheer of nodes
in the community.

All L; are positive integers and finite; thus EquatibB-4.7 defines a classi-
cal integer optimization problem for which a number of hstits can be applied.
However, in practice, the number of communities in daithn, and the acceptable
values forLj are small, so an exhaustive search, i.e. the enumeratitimegtlossi-
ble values fol;, is clearly tractable. For instance, there are about 8 comitras
in the MIT reality mining dataset8], and most of communities contain less than
10 nodes. The pseudo-code of the solution is illustratedgare 4.3,

Without loss of generality, let's consider that the alduomitis invoked by a
nodeu. Nodeu has a message. The shortest path from the community of node
u to the community of the destination node of messages h*. The algorithm
initially gets the community (denoted I6/) next to the community of nodason
the pathh* (Line 1); and sets the number of the nodes in nadeommunity as
the default value fok,, which indicates the number of message copies of message
m for nodeu (Line 2). The algorithm then enumerates all the possibleesfor
the number of copies in each community on the gatliLines 19 to 31). More
specifically, the algorithm uses the elements in a vertiar express the number of
copies of messagm allocated for each community on the p&th The algorithm
initially sets all the elements imr to be 1. It then starts with the last element
in T (Line 19), and selects all possible values for the last efdnfleines 21 to
23). The algorithm then uses the values of the elements tim verify whether
(1) the allocated number of message copies can satisfy iBquag; (2) the sum
of these values is smaller than the previous minimal sumchvis initially set as
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the number of nodes on the pdth (Line 15). If so, the algorithm updates the
minimal sum (Line 16) and., (Line 17). The algorithm then resets the value of
the last element to be 1 (Line 25), and goes to the elementéddie last element
(Line 26). The above process is repeated until all possidliees are enumerated.
Finally, the algorithm return€* andL,,.

There are two heuristic methods to reduce the computatiorplExity of al-
gorithm OptimalCost: (1) using a smaller sample to test #lees forl,,... L.
(2) terminate the computation of the algorithm when the Goshbination of values
in rTis found.

Message Routing

In CAS, we distinguish the routing within a community fromretlouting among
communities. In the former case, the allocated messagesepe sprayed inside
the current community in a binary manner, in order to minartize time to spray
message copies. Specifically, a node hands over half of tid&uof a message
copies to an encountered node, which is in the same commamitygloes not have
the message. When the node has just one copy of the messageresage can
only be forwarded to the intermediate target node. As wedtiat Sectiort.2, the
meeting frequency of nodes in the same community is muchehitifan that of
nodes in different communities. Thus, messages can beedativto the intermedi-
ate target node with a higher probability.

As for the routing among communities, a gateway node forg/ardhessage
to an encountered node if it belongs to the next communitygatbe shortest path
from the gateway node’s community to the community of thetideson node.
After it gets the message, the receiving node re-compugestibrtest path from
its community to the community of the destination node, agtd the intermediate
target node as the gateway node bridging the next commuritfe destination
node if it is in the same community as the destination nodéerAhat, it calls the
Algorithm OptimizeCosto compute the needed number of message copies utilized
to route the message to the intermediate target node. Thpletmmmechanism of
the routing protocol in CAS is summarized in Figurd.

4.3.3 CAS Generalizes Classes of Routing Protocols

Another relevant point about CAS is that it represents theeg®ization of many
routing protocols, including Directlfl5], Spray-and-Wait111], Epidemic [L17],

and Clustering25]. Depending on the number of communities in the network and
the number of message copies, CAS can dynamically trangdfortimese routing
protocols. LetV be the set of all nodes in a network. Lt be the set of all
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Algorithm: OptimizeCost

Participants: Nodeu.

Input: (1) D, the destination node of message(2) T, the TTL of message. (3) pg,
a predefined delivery probability of message (4) h*, the shortest path from nodés
community to nod®p,’s community.

Output: (1) C;j, the community next to nodgs community on the path*. (2) L, the
number of copies of messagecarried by node..

Setup: (1) n, the number of communities in palh. (2) @y, the weight of the shortest
pathh*. (3) Lmin, the minimum number of message copies utilized to route thesage. It
is initially set to the sum of the number of nodes in each comitias in the patth*. (4),
1T, 1 x n vector, whose elements are 1 ¢g) the contact rate of nodes in commun@y
where 1<i <n.

1: C; + h*[2] {The index of the communitg;; is 2.}
2: Ly« |h*[1]]
3: j « n{The index for the vector.}
4: while j > 1do
5. Tsum<0
6: Lsum<O
{Compute the needed number of message copies for a combieétialues inm.}

7. fori+1tondo
8: if rfi] < |h*[i]| then
9 Lf <« mi]
10: else
11: L{ « |h*[i]]
12: end if
13; Toum ¢ Toum+ g2
14: Lsum<— Lsum—+ L]
15:  end for

{Find the minimal number of message copjes.
16: |f Tsum+ %umg T a.nd Lsum< Lmin then

17 Lmin < Lsum
18: Ly« m1]
19:  endif
{List all possible combination of values m}
20:  j<n
21: while j >1do
22 if ri[j] < |h*[j]| then
23: nfj] « mj]+1
24: break
25: else
26: mjj+1
27: j«<i—-1
28: end if
29:  end while
30: end while

31: return (C,Ly) 60

Figure 4.3: Algorithm:OptimizeCost

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf
© [J. Miao], [2013], INSA de Lyon, tous droits réservés



Protocol: RouteMessage

Participants: Two encountering nodasandv.

Input: (1) m, a message carried by node(2) Dy, the destination node of message(3)

Im, the intermediate target node of messag€4) L, the number of copies of message
for nodeu. (5)Ly. (6) T, the TTL of messagen. (7) pg, a predefined message delivery
probability. (8)C;;, the community next to nodgs community on the shortest path from
nodeu’s community to nod®p,'s community. (9)C;.

Output: Messagamis forwarded to node, if one of the following conditions is met: (1)
nodev is the destination; (2) nodeis the intermediate target node; (3) nodesndv are

in the same community, and nodéas more than one copy of messagg4) nodeu is
the gateway node bridging commun@yjj, and noder is in communityC;;, and nodes has
not yet forwarded messageto another node member of the commu@ity Furthermore,
the number of copies of messagdor nodev, Ly, is computed and the intermediate node
on the message route is updated.

Events and Associated Actions:

nodeu initiates the protocol
1: if CY=C"then
2.  ifv=Imthen
nodeu forwards messagmto nodev.
else ifLy, > 1then
nodeu forwards half number of copies of messagéo nodev, and keeps the
remaining copies.
end if
. else
if v=Dmy,then
nodeu forwards messagmato nodev
10:  else ifuis the gateway node connectifj and C; = C¥ and nodeu has not yet
forwarded messaga to another node in the communi®y, then

a kR w

© 0N

11 nodeu forwards messagmto nodev
12:  endif
13: end if

upon nodev receives a messaga from node u
1. if CY#£CYandv # Dy, then

(C¥,Ly) + OptimizeCostDm, T, pg)

if CPm = CV then
Im < Dm

else
nodev looks up its gateway table to find the gateway nade communityC;
Im+—w

end if

: end if

N

©oNoORw

Figure 4.4: Protocol:RouteMessage

61

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf
© [J. Miao], [2013], INSA de Lyon, tous droits réservés



IMI=1 IM[>1 i
[Community—based Routing}

L=1 L>1
¢ ¢ l
[Single-copy Routing} {Multi-copy Routing}
<LV L=|\i|
[Direct] {Quota-based Routing} {Flooding-based Routing}

A
Spray and Wait Epidemic

Figure 4.5: The transformation from CAS to several kindsafting protocols,
wherelL is the number of allocated copies for a messages the set of all nodes
in a network,M is the set of all communities in a network.

communities in the network. Leét be the number of allocated copies for a mes-
sage. The transformation from CAS to these routing protothen illustrated
in Figure4.5.

- Direct (L =1, M| = 1): The source node of a message can only forward the
message to the destination node. Direct is a well known&iogpy routing
protocol.

- Spray-and-Wait (k L < |V|, [M| = 1): Each message is associated with
some forwarding tokens, which indicates message copiet mBassage has
two phases: the spray phase and the wait phase. If there & timeom one
forwarding token left, the message is in the spray phaseinBuhe spray
phase, the forwarding tokens of a message can be sprayeetwanntered
node without the message. If there is only one forwardingndkft, it is in
the wait phase. During the wait phase, a message can onlynwarfted to
the designation node. Spray-and-Wait is a representativing protocol of
guota-based routing.

- Epidemic L = |V|, [M| = 1): Each node stores its messages in its buffer.
When two nodes meet, each of them complements the missingages
according to the messages in the other’s buffer. It is tlheedtooding-based
in nature.
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- Clustering (M| > 1): The encounter information of nodes is synchronized
and processed to identify the community structure and ttewgsy nodes. A
gateway node connecting its community to another commusitiie node
that has the highest probability of meeting any node in ttied@aommunity.

In this protocol, Direct routing is employed to route a m@ssto a gate-
way node or the destination node if the message is in thenddisin node’s
community. Clustering routing is a community-based raytin

It is worth pointing out that Epidemic and Direct achieve tipper and lower
bounds of routing performance in terms of delivery ratio detivery cost 114,
115 respectively. CAS realizes some kind of trade-off by miizimg the delivery
cost while maintaining a predefined delivery ratio.

4.4 Analysis

In this section, we first develop an analytical model for theer time of the com-
munity graph. We then evaluate the accuracy of our analyticalel by comparing
the theoretical results with the simulation results by gsirstandard simulator.

4.4.1 Analytical Model

Since our protocol depends on the local community graph laxate message
copies, it is necessary to estimate the cover time of the aomiyngraph when
the maintained information is changed at a node.

Cover Time of Maintained Information

In the following sections, we theoretically analyze theartime of maintained in-
formation from the following two aspects: 1) intra-commniyninessage exchange
and 2) inter-community message exchange.

A. Intra-community message exchange

When the role of a node changes within the network — for itgamwhen a
node becomes the new gateway node — the information absuttibinge is prop-
agated to all the relevant nodes of the community. This p®egplies to all the
information that has to be maintained to grant the correetatpon of the network.
The cover time of the maintained information inside a comityuia defined as the
difference from the time of the change at a node to the timenwdiethe other
nodes in the community are aware of the change.
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O e O

Figure 4.6: The continuous time Markov chain model for mirdethe flooding
process in a community. Statgl) to (N) areN transition states and stafi + 1)
is the absorbing state.

Let us consider a communit®, which hasN + 1 nodes. According to the
update mechanism, the modified information (see the casenelsaage hereafter)
is disseminated inside the community through flooding. hj represent the
number of nodes with a given message at ttm#Ve model the flooding process
by a one-dimensional continuous time Markov chain (withestet)). States and
transitions of this chain are illustrated in Figutes. We can observe that this
Markov chain starts with statel) — when a message is generated by a node — and
hasN transient states and an absorbing state. When all nodes sothmunityC
receive the message, the system enters the absorbingte&attateN + 1)). The
corresponding infinitesimal generator mat@xwith dimension oN+1, is shown

in Equation4.8.
D R
-(9%). 49)

where the sub-matri® is aN x N matrix with elemenD; ;(1 <i, j < N) expresses
the transition rate from transient stgt¢ to transient stat¢j). R is aN x 1 matrix
with elementR; \ 1 representing the transition rate from transient state¢o the
absorbing stat¢N + 1). The leftO matrix is a 1x N vector with all elements 0O
representing the transition rates from the absorbing $tateansient states. The
right O matrix includes only a single element, O, representing #gative sum of
the left0 vector. Based on the above choice of the message disseonimatcess,
we obtain the transition ratg ; from state(i) to state(j) as follows.

In the flooding process, each of the nodes with the messadjeateg the
message to an encountered node without the message. Adsaintieet system is
currently in statén),<y, that is, there ara nodes with the message aNd+- 1 —n
nodes without the message. When one of the nodes withoutdbsage encounters
a node with the message, the system state turns to(stat&). The transition rate
from state(n) to state(n+ 1) is A, = (N+1—n)nA, since there aréN +1—n)
nodes that can receive the message fronodes and meetings take place at rate
A. When the last node receives the message, the system tuting &sorbing
state (i.e., stateéN+1)). LetD{(j)|(i)} be the transition rate from stafg to state
(j) and letR{(N+1)|(i)} be the transition rate from the stgi¢ to the absorbing
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state. The non-zero transition rates in the Markov chainbzexpressed as in
Equation4.9.

D{(n+1)|(n)} =(N+1—n)nA,ne [1,N —1]
R{(N+1)|(n)} =NA,if n=N (4.9)
D{(M[(M} = -D{(n+1)[(M} —=R{(N+1)[(n)},n € [1,N]

B. Inter-community message exchange

The cover time in the inter-community message exchangefigedkeas the
difference between the time when the information to be naaed is changed at a
node in a communitEZ; and the time when all nodes in another given community
(e.g.,Cj) are aware of the change.

Let us consider two communities andC;, which haveM + 1 andN + 1
nodes respectively. Unlike in the single community caseemffooding a message
from one community to another one we need to record the nuofberdes with
the message in each of the two communities. Consequentiy, [&3], we use a
two-dimensional continuous time Markov chain to model tleding process in
two communities.

Moreover, as pointed indp], the distributions of inter-contact time between
nodes belonging to the same community and nodes belongififfeéoent commu-
nities are different. Thus, we sat""@ andA™"®" as the contact rate of the nodes
belonging to the same community and different communitspectively.

The Markov chain consists in states which can be indicatethigy), n(t)),
wherem(t) (or n(t)) represents the number of nodes with the message in commu-
nity Gi (or C;) by timet. The state transition is illustrated in Figu4er. We can
observe that this Markov chain starts with stéted) when a message is generated
by a node in communitZ;, and hass = (M + 1)(N + 1) transient states. When
all the nodes in communitg; have received the message, the system enters into
the absorbing state, denoted [By(N + 1)), where 1< x < M+ 1 (in this case, we
are considering as final state of the propagation to the secmmmunity, the state
where all the nodes of the second community have receivethéssage, irrespec-
tively on the number of nodes of the first community who havenbmformed).
Similar to what we did for the model of the flooding of a messmgéle a single
community, we can obtain a generator ma@xexpressed by Equatich8.

Here, the sub-matri® is aF x F matrix, R is aF x 1 matrix, the leftD matrix
is a 1x F vector, and the righd matrix includes a single element 0, which have the
same meanings as in the case of the flooding of a message ansidgle commu-
nity. Assume the current state is stéte n)m<mn<n (that is, the number of nodes
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Figure 4.7: The two-dimensional continuous time Markovigaodel for model-
ing the message dissemination within two communities.eS{at0) to (M +1,N)
are(M +1)(N+1) transition states and stafe N + 1) is the absorbing state.

in communityC; andC; with the message ig and n respectively). The trans-
mission rate from statém, n) to state(m+ 1,n) is (M 4+ 1 — m)(mAintra_ pjintery
sinceM + 1— mnodes without the message can receive the messagerfiardes
inside communityC; with rate of A" or from n nodes inside communii@; with
rate of A€, Similarly, the transmission rate from stdt®a, n) to state(m,n+ 1)

is (N -+ 1—n)(mAMer 4 naintra) “sinceN + 1 — n nodes without the message can
receive the message framnodes inside community; with rate ofA "€ or fromn
nodes inside community; with rate ofA . When the last node in communiBy
receives the message, the system turns to the absorbiadistatstatéx, N + 1)),
and the transition rate is\ ™€’ + NA™@  Thys, the non-zero transition rates in
the Markov chain can be expressed as in EquatidQ

D{(m+1,n)|(m,n)} = (M +1—m)(mA"ra 4 nAintey me [1,M],n € [O,N]
D{(mn+1)|(mn)} = (N+1—n)(mANe { pAintay me 1M +1],ne [0,N—1]
R{(x,N+1)|(m,n)} = (mAIMer - NA) if me [1,M+1],n=N
D{(m,n)[(m,n)} = —D{(m+1,n)|(m,n)} — D{(m,n+1)[(m,n)}

—R{(x,N+1)[(mn)},me [L,M+1],n € [O,N]
(4.10)
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Computation of the Cover Time

Let F be the dimension of the transition matfix Based on the transition matrix
D, we can derive the cover time of the maintained informatiorthie intra- and
in the inter-community case, denoted and D¢ ) respectively, as the

. . intra) (inter
following expression$4, 67]:

D{, = e(-D})1 (4.11)

whereeis a 1x F vector denoting the initial state probability vecest [1,0,...,0],
whereasl is aF x 1 all-one vector, that is, = [1,1,...,1]".

4.4.2 Model Validation

In this section, we evaluate the accuracy of our analyticadlehby comparing its
predictions to the simulation results, which were obtaibgdsimulating message
dissemination through a standard simulator.

Evaluation Settings

The simulation scenario considers a rectangular area d¥ 208 1000 m. This
area is equally partitioned into 2 regions, that is, eacloreig an area of 1000 m
1000 m. Initially, a given number of nodes are deployed irhegagion. Each node
considers the region in which it has been deployed dsdi region According
to the mobility model, which will be further described bel@wnode is more likely
to visit its local region than other regions. This leads ®éhcounter frequency of
nodes deployed in the same region being much higher thamdoeieter frequency
of nodes deployed in different regions. Consequently, sasociated to one
region constitute a community.

Let r be the transmission range. Lebe the speed of the nodes. Follow-
ing [68], the parameters are set as follows= 20 m,v =10 m/s. The number of
nodes is set as a variable parameter for the investigatienA I be the contact
rate of nodes in the same community. M€ be the contact rate of nodes be-
longing to different communities. According to the study1i 2], the contact rates
Antra gnd Ater gre set to 703 h ! and 0672 k! respectively in the simulation
model.

The simulations, in the simulator ONE (Opportunistic NetkvBnvironment
simulator) b7], also include the settings of the message generation gdeasn
Every minute, a message is generated with a random node asthee and all
other nodes in the community as the destinations. Therefloege are 360 mes-
sages generated in each simulation. Moreover, in orderstarerthat each message
can eventually reach all destination nodes, the TTL is s&tduer expire”.
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Mobility Model

We adopted the community-based mobility model proposed 12][ which has
been widely used for the evaluation of community-basedmgyirotocols 2, 25].

In this mobility model, each community is associated witheagyraphical area.
The movement of a node, which belongs to a community, caneifsa sequence
of local androamingepochs. A local (or roaming) epoch of a node is a movement
with a given speed towards a random destination inside the associated with
the community (or the entire network). When the node reattieeslestination, it
stays there for a certain period of time (i.e, a pause timeheithe pause time
expires, it starts a new epoch. If the node’s previous epaah aviocal one, the
next epoch is a local one with probabilify, or a roaming epoch with probability
1— p. Similarly, if the node’s previous epoch was a roaming ohe,rtext epoch
is a roaming one with probabilitp,, or a local one with probability % p;.

In our case, in order to avoid biasing the cover time by thespdime, we set
the pause time in the simulations to ze6®,[81]. Moreover, we assign the same
mobility characteristics to all the nodes in the networkgcsithese characteristics
do not influence the accuracy of the model. Specifically, #iees ofp, andp, are
set to 08 and 02 respectively.

Evaluation Results

Figure4.8aand Figure4.8b show the results obtained for the cover time for the
case of intra-community and inter-community. It can be dbanthe average de-
viation of the theoretical results from the simulated resid small. Specifically,

in the case of intra-community, the minimum, maximum, anerage deviations
are 1.13%, 13.50%, and 5.64% respectively; while in the o&sger-community,
the minimum, maximum, and average deviations are 0.45%,7%0. and 4.83%
respectively. This demonstrates the accuracy of our @oalynodel in the evalu-
ation of the cover time.

45 Performance Evaluation

In this section, we present the performance evaluation db GAle first introduce
our simulation settings and the mobility model in Sectidtis1and4.4.2respec-
tively. We then present the routing protocols against whwehcompare the per-
formance of CAS in Sectiod.5.2followed by the description of the performance
evaluation metrics in Sectiob.5.4 Finally, we present the simulation results in
Section5.5.5
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Figure 4.8: Theoretical and simulation result comparisothe case of: (a) intra-
community and (b) inter-community message exchange. Tihacbrates between
nodes in the same community and different communities 8@ = 1.703 ! and
Ainter — 0,672 ! respectively.

4.5.1 Simulation Settings

The simulations have been conducted by the ONE simul&i@r The simulation
scenario considers a rectangular area of 200Q #b00 m. This area is equally
divided into 12 regions each measuring 500500 m. Initially, twenty nodes
are deployed in each region. Each node considers the ragiwhich it has been
deployed as itocal region According to the mobility model (see Sectidtt.2),

a node is more likely to visit its local region than other egs. This leads to the
encounter frequency of nodes deployed in the same regiog bb&iich higher than
that of nodes deployed in different regions. Consequentgies associated to one
region constitute a community.

In addition, we assign different mobility characteristtosthe nodes in a re-
gion in order to produce a scenario closer to the reality revtigere is heterogeneity
in mobility among nodes. To achieve this, the nodes in a regie divided into
two kinds: low mobility nodes andigh mobilitynodes. The low mobility nodes
can only roam inside their local regions, while the high nigbnodes may roam
among their local region as well as the entire space. Spaityfithe values ofp
and p; for the low mobility nodes are set to 1 and 0 respectively. Was, the
values ofp, and p; for the high mobility nodes are set to 0.5.

Moreover, each node is equipped with a radio interface fortastange com-
munication. The transmission range and bandwidth are s asand 2 Mb/s re-
spectively. This is consistent with contemporary protecelich as Bluetoottby].
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Table 4.1: Parameter settings

Parameter Name Value

Simulation area 2000 mx 1500 m
Transmission range 10m

Simulation duration 13 hours + TTL
Warm-up period 1 hour

Message generation rate 1 message per minute
Number of communities 12

Number of nodes in a community 20

Node speed 1.34 m/s

p (low mobility nodes) 1

pr (low mobility nodes) 0

pi (high mobility nodes) 0.5

pr (high mobility nodes) 0.5

y 1 hour

Pq 0.8

Additionally, the speed of nodes is set to 1.34 m/s, whichnisaeerage human
walking speed7]. Since we find that the routing performance of CAS and the
chosen routing protocols converges after about six howgsset thirteen hours for
each simulation in order to achieve statistical confider®iace CAS depends on
the knowledge of the network topology, we specify the firstisas a warm-up pe-
riod to allow the nodes to setup the community graph. Dutregvtarm up period,

no message is generated. After this period, every minuten@om node sends a
message to a random destination node. The detailed setti@djsted in Tabl&.1

4.5.2 Routing Protocols

Based on the above settings, we have compared the perfeenodu@AS against
the following protocols:

Epidemic: Each node forwards a copy of each unexpired message infe&s buf
to any encountered node that does not have a copy of the neessag

Direct: The source node of a message can only forward the message to th
destination node.

Binary Spray-and-Wait (BSW): Each message hdscopies. A message
carrier forwards half of the message copies to an encouhterde, if itsL > 1 and
the latter does not have the message. The message, whichljame message
copy left, can only be forwarded to the destination.
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Bubble: It utilizes social information about nodes, such as themtredity
and the community to which they belong. In this protocol, asage is forwarded
based on the global rankings of two encountering nodesl, iumdaches a node
in the community of the destination node. After that, the sagg is forwarded
based on the local rankings of two encountering nodes, ither reaches the
destination node or expires. In the experiment, the lenfitime window is set to
1 hour.

45.3 Performance Metrics

The goal of CAS is to minimize the number of message copieswild maintain-
ing a predefined delivery ratio. Therefore, we have meadtietbllowing metrics
for the simulations that we have conducted in this work:

Delivery ratio: The proportion of messages that have been delivered out of
the total uniqgue messages created.

Delivery cost: The total number of message transmissions in the simulation
To normalize this, we divide it by the total number of uniquessages created.

45.4 Simulation Results

As mentioned in SectioA.3.3 CAS includes some basic routing protocols as spe-
cial cases according to the number of communities in theortand the allocated
number of message copies. Therefore, in this section, we@awarihe routing per-
formance of CAS with the chosen routing protocols in thediwlhg two cases:
single-community case and multiple-community case.

Single-community Case

We arbitrarily select one of the twelve regions for this stutihe nodes deployed
in this region constitute a community. For the Binary Spaag-Wait protocol,
each message is initially associated with 4 copies. Thusiost 20% nodes can
participate in message routing in Binary Spray-and-Wait.

Figure4.9a) shows the delivery ratio of the compared routing pracd/e
can observe that, as expected, Epidemic and Direct alwdysvacthe best and
worst delivery ratio respectively, for all values of TTL. Veiéso observe that the
delivery ratio of Bubble is very close to that of Binary Spiayd-Wait. Binary
Spray-and-Wait achieves a better delivery ratio than CAfe. maximum and min-
imum difference between CAS and Binary Spray-and-Wait 22% and 0.28%.
The delivery ratio of CAS is always higher than the predefidelivery ratio (i.e.,
0.8). It is worth noting that CAS achieves the same delivatioras Direct when
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Figure 4.9: Comparison of the routing performance of séedgorithms in the
single-community case.

the TTL is greater or equal to 5 hours. This is because CARaths the same
number of copies for each message as Direct. This indica#e<AS can dynam-
ically transform to Direct.

Figure 4.90b) shows the delivery cost of the compared routing promed
a function of the TTL of the generated messages. We obseatd=thidemic and
Direct have the highest and lowest delivery cost respdygtivehatever the value
of TTL. The delivery cost of Bubble keeps increasing as thé& itreases. The
delivery cost of Binary Spray-and-Wait is lower than thaBafbble and remains
stable as the TTL increases. However, it is very close to Hoeaied number
(i.e., 4) of copies for each message in Binary Spray-and:-Wais worth noting
that unlike other routing protocols, the delivery cost of €éecreases as the TTL
increases. In particular, CAS achieves the same delivesyaDirect when the
TTL is greater or equal to 5 hours. This is because CAS canrdigadly allocate
copies for a message according to its TTL.

Multiple-community Case

Concerning the multiple-community case, we conducted tp@ements to inves-
tigate the impact of the density of high mobility nodes andhef mobility model
settings on the routing performance of our protocol.

A. Impact of the Density of High Mobility Nodes

In this section, we investigate the impact of the densityigilmobility nodes
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Figure 4.10: Comparison of delivery ratio of several altjons with different den-
sities of high mobility nodes. 5% and 50% nodes are choseheaBigh mobility
nodes in (a) and (b) respectively.

on the routing performance of CAS and the chosen routingopots. The inves-
tigation is conducted by two experiments, in which the dassiof high mobility
nodes are set as 5% and 50% respectively. In order to avoichhect of the set-
tings for roaming nodes on the routing performance, theeshf p, and p; for
high mobility nodes are set to 0.5. Moreover, for Binary §paad-Wait, each
message is initially associated with 24 copies. Since thesetwenty nodes in
each of the twelve regions, at most 10% nodes can participatessage routing
in Binary Spray-and-Wait.

Figs.4.10a) and (b) show the delivery ratio of the compared routingtger
cols with different densities of high mobility nodes. As egped, we can observe
that Epidemic and Direct always achieve the best and wolistedg ratio respec-
tively. We also observe that CAS always achieves a muchriutvery ratio than
Bubble for all values of TTL. Indeed, the maximum differeri=#ween the deliv-
ery ratio of CAS and Bubble is about 69.17% and 49.17% in Hidg)a) and (b)
respectively. This is because CAS takes advantage of gateages to steer the
forwarding of the messages whose source and destinatiogsrimlong to differ-
ent communities in the right direction. FigudelQa) shows that CAS achieves a
much better delivery ratio than Binary Spray-and-Wait; le/Riigure4.1Q(b) shows
that Binary Spray-and-Wait even achieves a little bettdivelgy ratio than CAS.
This results from that the increasing number of roaming sadéses the oppor-
tunity of message exchange between different communilies also reflects the
shortcoming of Binary Spray-and-Wait, that is, assumiraj ttodes have the same
capability of visiting the entire network. Moreover, It iovth noting that the de-
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Figure 4.11: Comparison of delivery cost of several algpong with different den-
sities of roaming nodes. 5% and 50% nodes are chosen as thangoaodes in (a)
and (b), respectively.

livery ratio achieved by CAS is a little lower when TTL is 5 heuhan that when
TTLis 4 hours. This is because CAS allocates less copies éssages with longer
TTLs.

The performance of the delivery cost of the compared roupiraocols is
illustrated in Figs4.11(a) and (b). Since the delivery cost of Epidemic increases
much quickly than that of other protocols, we omit the delveost of Epidemic
to illustrate the delivery cost of other protocols in detaiVe can observe that
Direct always has the lowest delivery cost. Bubble achievisver delivery cost
than CAS in Figuret.1X(a) and (b). However, as shown in FigutelQa), the
delivery ratio of Bubble is unacceptable, while, in FigutdQb), the delivery
ratio of Bubble is much lower than CAS. If the predefined dalratio of CAS
is set to the deliver ratio achieved by Bubble, the delivargtof CAS is also
low. Additionally, Binary Spray-and-Wait always consunike assigned number
of message copies. Figufell(a) shows that the delivery cost of CAS raises as
the TTL increases, when the TTL is less than 3 hours. SincdTieincrease,
the gateway nodes can reach more communities, which invblesallocation of
message copies. When the TTL is greater than 3 hours, thedetiost of CAS
decreases as the TTL increases. This is because CAS afldeasecopies for the
messages with longer TTLs. Figudell(b) shows that the delivery cost of CAS
decreases as the TTL increases. The increasing number lofogility nodes
can enhance the successful delivery probability for thesamess whose source
and destination nodes belong to different communitiesclvigian terminate the
allocation of message.
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B. Impact of the Settings of the Mobility Model

In this section, we investigate the impact of the settingh®ithosen mobility
model on the routing performance of CAS. As we stated in Sedti5.1 a high
mobility node is more likely to visit its local region thanhetr regions. Hence, for
high mobility nodes, we vary the value pf from 0.5 to 0.9 with step by 0.1 and
set the value op, as 1— py in the simulations. Moreover, 5% nodes are chosen
as high mobility nodes in order to avoid the impact of the dgrof high mobility
nodes on the routing performance of CAS.

First we look at the delivery ratio. From the results illaséd in Figuret.12a),
we can observe that CAS achieves similar results underéliffesettings with re-
spect top, and p;. The settings withpy = 0.5, p, = 0.5 andp, = 0.9,p, = 0.1
always achieve the best and worst delivery ratio respdgtivanen the TTL is less
than 4 hours. This is because a higher probabgjtgan provide more opportuni-
ties to route messages whose source and destination nedegi#ferent commu-
nities. When the TTL is greater than 4 hours, the setting with- 0.8, p, = 0.2
achieves the best delivery ratio while the setting with= 0.6, p; = 0.4 achieves
the worst delivery ratio. As the TTL increases, a higher phility p, can in-
deed make the gateway nodes collect more messages whose andrdestination
nodes are in different communities.

Next we compare the delivery cost of CAS with different sgf. As shown
in Figure4.12b), we can observe that CAS achieves similar results uniffer-d
ent settings with respect fg andp;,. When the TTL is greater than 3 hours, the
setting withp = 0.5, pr = 0.5 has the lowest delivery cost. Indeed, with a higher
probability p;, the gateway nodes collect fewer messages from their coftynun
Additionally, the gateway nodes can forward the messagesevhource and des-
tination nodes belong to different communities earlierlte hext communities,
which in turn results in fewer message copies are allocatdle next communi-
ties.

4.6 Chapter Review

In this chapter, we presented CAS, a self-regulating potioe efficient routing in
mobile delay tolerant networks. CAS can dynamically cdritne message repli-
cation based on the urgency of messages. We demonstrate@ARaincludes
some basic routing protocols as special cases. An andlyticdel that estimates
the cover time of the local knowledge maintained in CAS wasligped and vali-
dated by simulations. Our simulations on a widely used comtyibased mobility
model, demonstrate that CAS can improve the routing pedioca compared to
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Figure 4.12: The impact of the settings of the mobility moalelthe routing per-
formance of CAS

the quota-based Binary Spray-and-Wait protocol and thenwanity-based Bubble
protocol.
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Chapter

An Efficient Privacy Preserving
Prediction-based Routing Protocol
for Mobile Delay Tolerant
Networks

5.1 Introduction

As discussed in chaptdr3.2 a number of routing protocols in MDTNs belong to
the category of prediction-based routing. These algostoompute the encounter
probability of nodes (i.e., the probability that a given a@hcounters another node
in the network) by analyzing their logs of encounters in teénork. Nodes then
take routing decisions building on the computed encounteabilities. As pre-
viously discussed, these protocols perform better thager gifotocols when nodes
exhibit well-known mobility patterns. However, prediagtitvased routing proto-
cols implicitly assume that nodes accept to reveal theirilitplpatterns to other
nodes. Unfortunately, such an assumption is not realisince this information
can be used to infer private information about them, as dsirated by Gambs et
al. [33)].

To the best of our knowledge, only we 7] have addressed the privacy is-
sue of prediction-based routing protocols. #2]] message routing is guided by
the maximum probability that nodes in a community will enctau a destination
node. In order to compute the value of such maximum proltgbitie protocol
in [42] needs to run 2- B (where > 7) times of another protocol (hamed pri-
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vate.sum), which computes the sum of the probability that nodesgommunity
will encounter a destination node. In each run of the priwate protocol,kN
messages are exchanged among the nodes in a community, M®tee num-
ber of nodes in the communitk is a constant and 2 k < N. We present in
this chapter an Efficient Privacy Preserving PredictiosdoaRouting protocol in
DTNs, named E3PR, which preserves the privacy of the noddlitygiatterns and
is computationally efficient. Indeed, E3PR has a runningtohl/ (8 + 2) of that
of the protocol presented id2], where3 > 7. Similarly to the protocol presented
in [42], E3PR is intended for environments in which nodes belongatmmuni-
ties. Recent studies of real mobility traces have showrtligis the case for most
nodes in real settinggl, 10, 25, 9].

For routing a message, E3PR distinguishes the routingdrsidommunity
from the routing between communities. For disseminating essage inside a
community, E3PR relies on the epidemic protocbl{], which by construction
preserves the privacy of nodes and is efficient as commardtie small. The main
challenge addressed by E3PR is thus the routing of a messagedn communi-
ties in a privacy preserving manner. To do so, each node ingtwork calculates
the probability that at least one of the nodes in its comnyunitl encounter the
destination. When two nodes from different communitiesoemter, instead of
comparing their respective probabilities to encounter dastination node, they
compare the aforementioned probabilities to determinentkesage forwarding
decision. The probability that at least one node in a comtyaricounter a given
node in the network is computed in a privacy preserving mawnihin the com-
munity using the MDTN-Private-Union protocol, also pretehin this chapter.

We evaluate E3PR both theoretically by providing a secuaitglysis and
practically through extensive simulations. We have coteti®our simulations
based on a well established community-based mobility midded, 25]. We com-
pare the performance evaluation of E3PR against four statfeeeart protocols,
i.e., the protocol in42], epidemic [L17], Direct [115, PROPHET [ 0], and Bub-
ble [48]. Epidemic and Direct are traditionally considered to aghithe upper
and lower bounds of routing performance. PRoPHET and Bultdeepresenta-
tives in prediction-based and social-based routing pasocespectively. Results
show that E3PR has comparable performance to existinggbi@tibased proto-
cols while preserving the nodes’ privacy.

The remainder of this chapter is structured as follows. W firesent our
system model in Sectidn2 We then present the E3PR protocol in Secédsifol-
lowed by the MDTN-Private-Union protocol presented in 88tb6.4. We further
present our performance evaluation in Secédsand a conclusion in Sectidn6.
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5.2 System Model

We assume that nodes belong to communities and that each wdtgnhas a
unique identifier. A nodé in each community is designated as the leader of the
community. The leader node maintains the list of the nodéisdrcommunity. Let
set of nodes in a community = {ay,ay,...,a,}, wheren = |C|. We consider a
community to comprise of at least three nodes, that is,3.

Let an evenk, g denotes that a nodeencounters a node. Let P(e,q) be
the probability that the evem g will happen. For simplicity, we omit the symbol
of evente, that is,P(e,q) = Pagq. It is worth noting that our work is focused on
the preserving rather than the computing of such probgblence, the reader is
referred to 70, 85 for further understanding of the computation of such proba
bility. We consider the probability that nodewill encounter nodel, that isP, 4,
as private information. Routing protocols can utilize sedcounter probability to
guide message forwarding. However, nodes require that pnigate information
is not revealed to any other node in the network, which inetuiéllow nodes in a
community.

In this chapter, we consider the semi-honest adversarialem@4]. The
nodes in this model always execute the protocol accordingpeaospecification.
However, adversaries passively attempt to learn the prirgformation of the
nodes by using intermediate information gleaned duringettexzution of the pro-
tocol.

5.3 Privacy Preserving Prediction-based Routing

5.3.1 Protocol Description

In this section, we give an overview of E3PR, our Privacy Enagag Prediction-
based Routing protocol. A routing example is depicted irufFad.Ll This figure
shows a number of nodes belonging to three commurie€, andC,. A source
nodesthat belongs to the communiG, wants to send a message to a nddbat
belongs to the communitgy.

In ESPR, we distinguish the routing inside a community (irdra-community
routing) from the routing between communities (i.e., irtemmunity routing).
Specifically, when two nodes that belong to the same commenitounter each
other, they exchange all the messages they have. On thehathdy if two nodes
a11 anday; that belong to different communiti€ andC, respectively encounter
each other, noda;; forwards a message intended for a destination mbidenode
ay1, only if the probability that the nodes in commun@y will encounter the des-
tination noded is higher than the probability that the nodeCOnwill encounter
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C1 C2 Cx

Pcw: private_union(C1,d) Pcz’d= private_union(C2,d) ch,f private_union(Cx,d)

----- P> Inter-community routing — Intra-community routing

Figure 5.1: E3PR Protocol Overview

d. LetP, g = union(C,, d) be the probability that at least one node in community
C, will encounter the destination node In Figure5.1, when nodea;; encoun-
ters nodeay1, nodea; 1 forwards a copy of the message intendedddo nodeay;
becauséx,q > Pc, d-

Summarizing, to route a message from the source ddehe destination
noded, the message is first disseminated in an epidemic manneeitis¢ com-
munity of the source node. The message then moves from a coityntmanother
such that: (1) at each forwarding step, the probability thatmessage reaches the
destination node is increased, (2) as soon as it reaches rawaity, the message
is disseminated in an epidemic manner within the community.

A key characteristic of E3PR is th#@, ¢ = unionCy,d), the probability
that at least one node in communi@y will encounter the destination nodk is
computed in a privacy preserving manner, that is withoueéaéug the individual
probabilities of the nodes in the communitynionC,,d) is therefore denoted as
private_union(Cy,d) in Figure5.1

The E3PR protocol for privacy preserving prediction-baseding in MDTNs
is specified in Figuré.2 The computation oprivate union(C,,d) is performed
using a decentralized protocol for privately computing t@iméon of a set of prob-
abilities in a delay tolerant network without revealing ihedividual values, i.e.,
MDTN-Private-Union further described in Sectiér.

The probabilityprivate_union(C,, d) is computed periodically in the commu-
nity independently from the routing protocol. Hence, théydmpact it has on
the performance of the routing protocol is related to thetfress of the computed
probabilities. Therefore, the complexity of the MDTN-Ryig-Union protocol has
no direct impact on the performance of the routing protocol.
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Protocol: MDTN-E3PR

Participants: Nodea and nodeb, wherea ¢ C, andb ¢ C,.

Input: (1) m, a message carried by node(2) d, the destination node of message(3)
Ca, the set of all nodes in the community of noale(4) Cy. (5) Re, ¢ = union(Cy,d), the
probability that at least one node in commur@ywill encounter node. (6) g, g.
Output: Messagenis delivered to nodeif b=d, orb € Cy, orRg, g > P, g

Setup: Nodea has a messaga whose destination is nodeé Nodeb does not have
messagen.

Events and Associated Actions:

nodea encounters a node

1: if b=dthen
2:  nodeasends messageto nodeb
3: else
4: if be Cythen
5: nodea sends a copy of messageo nodeb
6: else
7: if P,.d > Pe,.d then
8: nodea sends a copy of messageo nodeb
9: end if
10:  endif
11: end if

Figure 5.2: Protocol: MDTN-E3PR

5.3.2 Security Analysis: Correctness

In order to increase the message delivery probability, tmentional prediction-
based routing strategy forwards message copies to the mddels have a higher
probability of encountering the destination node than tin@ent message carrier
does. We consider our protocol E3PR to be correct if it adsdhie same effect as
the conventional prediction-based routing strategy.

In E3PR, a nodain communityC,; sends messageto an encountering node
b in another communitey, if Po, g > P, 4, i.€., if the nodes in communit@, have
a higher probability of encountering the destination nddlean the nodes in com-
munity C, do (lines 7 and 8). Upon receiving messagenodeb disseminates
messagean inside its communityC, in a flooding manner (lines 4 and 5). Ac-
cording to the definition of community in Sectién2, the nodes which frequently
co-exist in a common location comprise a community. Theeefarhigh proba-
bility exists of successful message delivery from any noda community to any
other node in the same community. With this in mind, messageaches all nodes
in communityCy, with a high probability. Since the nodes in commur@iyhave a
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higher probability of encountering nodethan the nodes in communi@g do, that
is Ps, .d > Pe, 4, the protocol achieves a higher delivery probability bywfarding
a copy of message to nodeb.

5.3.3 Security Analysis: Privacy

In E3PR, a nodea only reveals the probability that at least one node in its-com
munity C; will encounter a given node to an outsider node. This prdibatis
computed within the community in a privacy preserving mauséing the MDTN-
Private-Union protocol, thus individual probabilities ehcountering the given
node also remain confidential from the nodes inside the camtgnu

One unavoidable side-effect of the protocol is that the eshrg learns that
nodea’s probability (i.e.,P,q) of encountering the destination nodés no higher
thanPc, 4. Additionally, assume that nodgeachieves the maximum probability of
encountering the destination nodén its communityC. Therefore, the adversary
also learns that the maximum probability of encounterindetbis no higher than
Pe..d- The reader may refer to Sectiém for the security analysis of the protocol
MDTN-Private-Union.

5.4 Privacy Preserving Computation of Union

5.4.1 Protocol Description

Consider a communit€ = {aj,ay,...,a,}, wheren = |C|. Let R-4 be the prob-
ability that at least one node in communi@ywill encounter a given nodd. In

this section, we present a protocol for computing such gitiba P 4 in a privacy
preserving manner. L&} 4 denote the event that a node&ncounters node, and
€4 denote the opposite event efy. Let P(e;q) (denoted ad,q in short) be
the probability that everg, 4 will happen. Therefore, the probabilifg 4 can be
expressed as Equatio. ().

Pca = PUli€x.4)

= 1- PEUin_l%,d)
= 1-P(NL1&q)
= 1-ML,P(Eaad) 1)

= 1-[Li(1—P(eyq))
= 1-M,(1-PRyg)

Each node in communit§ submits its individual probability of encountering
noded, which is considered as a private information, to the prato@fter the
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computation of the protocol, each node learns the prolbaltiy without disclos-
ing its private information to other nodes. The protocolgedfied in Figures.3.

The protocol is initiated by the leader node of the commu@ityT he leader
node floods arinit message (Figur.3 protocol initiation: line 3) to all nodes
in communityC. Hereafter, we only concern about the nodes in commubity
After receiving theinit message, a node can send thénit message to any en-
countering node which has not received it yet (INIT: linesnd 8). After that,
nodea exchanges random numbers with each of the Krslistinct encountered
nodes (INIT: lines 10 and 11K is a constant and its value is known to all nodes.
Nodeathen mixes its (initially 0, = 1— P, 4) with the sent and received random
numbers (INIT: line 12). After encountering the fikstdistinct encountered nodes,
nodea sends the mixed private value to the leader node (INIT: lidg When it
encounters the leader node. The leader node maintains agbraidthe received
mixed private values (PARTIAL: line 2). When the leader nodeeives all the
mixed private values from the nodes in commuritythe leader node computes
the final result and floods it in its community (PARTIAL: lineahd 5). The final
result is the probability that at least one node in commu@ityill encounter node
d.

5.4.2 Protocol Setting

An interesting question is the relationship between thebmrmof nodes in a com-
munity and the constarK, that is, what the value of the constaftshould be.
Recall the stated requirement with regard to the commuiity i Section5.2
we consider a communit@ to comprise of at least three nodes. ire= |C| > 3.
Moreover, according to the mechanism of our protocol, a retdiie most can
exchange random numbers with all other nodes in its commumtierefore, the
domain of the constari should beg2,n), i.e., 2<K < n.

In addition, wherK = 2, whatever the valua is, thesen nodes can always
make a pair. Thereford can always be set as 2. Wher<X < n, according to
the mechanism of our protocol, each node should exchangemanumbers with
K distinct nodes in its community. Hence, there aikerandom numbers generated
in each execution of our protocol. Thesk random numbers should be divisible
by K+ 1. Thatisn(K+1—1) = n(K+ 1) —nis divisible byK + 1. Therefore, the
value of the constari{ should meet the following requiremem®(K + 1) = 0.
An easy understanding example is that ew€ry 1 nodes construct a clique.

Summarizing, the value of the constafshould meet the following two re-
quirements: 1) X K <nand 2)K =2 orn%(K + 1) =0.
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Protocol: MDTN-Private-Union

Participants: Nodes in a community denoted by the §2tOne node irC is the leader
node denoted bl

Input: Each nodes has a private inpul 4, that is the probability that noda will en-
counter nodel.

Output: The nodesiirC learnoc = 1 —[yecPa-

Setup: (I,g) uniquely identifies an instance of the protocol, whgiie an integerK is a
constant such that2 K < nandn%(K + 1) = 0, wheren = |C| . Nodes are not ordered,
that is,a denotes any given node @ ¢ is a sufficiently small number (i.e., 18), which
does not affect the accuracy of the computation.

Events and Associated Actions:

leader nodel initiates the protocol
1: R+
2. 0c«+1
3: | floods{INIT,I,g) to all nodes irC

nodea; € C receives(INIT ,1,0)
1: O'io «—1-— Pl,d
2: if 0® = 0then

3 ol«e

4: end if

5: for j«+ 1 to Kdo

6: & encounters node; € C

7. if aj has notreceivedNIT I, g) then
8: a; sends(INIT,I,g) to a;

9: endif

10: @& sends a random positive numbgrto a;

11: & receives a random positive numbgrfrom a;
12: O'ij — oij’l X %
13: end for

14: & sendsPARTIAL,l,g,0X) toll

leader nodel receives(PARTIAL ,1,g,dX) from &
: R« Ru{a}
ac < ¢ x o
if R=Cthen

oc+ 1—0oc

| floods(FINAL,I,g,ac) to all nodes irC
end if

ouahrhwhR

Figure 5.3: Protocol: MDTN-Private-Union

84

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf
© [J. Miao], [2013], INSA de Lyon, tous droits réservés



5.4.3 Security Analysis: Correctness

The first challenge for the protocol is that the nodes a nodeentounter are
not known beforehand in MDTNs. To address this challenge ptiotocol allows
a nodeg; € C to encounter any othdf nodes inC (INIT: lines 5 and 6). The
encountered nodes by nodeare given ag;, wherej € {1,2,... ,K}.

Each nodey € C exchanges random numbers (i.e., the sending random num-
berrj; and the receiving random numbsgy) with each of the firsK encountered
nodea; (INIT: lines 10 and 11). Node; multiplies itsg; with the ratio of random
numbersr;; andrj;, whereas nod@; multiplies its g; with the ratio of random
numbers j; andr;; (INIT: line 12). When the leader node computes= [, aX,
wheren = |C| (PARTIAL: line 2), the productg is the required valug]'; oio be-
cause the product gf; 1%, % X :T'J' is 1 (PARTIAL: line 2).

Moreover, consider a special case thatdiﬁeof nodeg; is 0. In such a case,
the oK is 0, whereas the exchanged random numbers are positiveceHehen
nodea; sends itszaiK to the leader node, the leader node can be aware thm;othe
of nodeg; is 0. In other words, the private information of nodeis disclosed.
In order to protect the private information for such kind odes. we modify the
original o° to be a small positive constaatif the original a? is 0 (INIT: lines 2 —
3).

The result ofoc (PARTIAL: line 2) will be influenced due to such modifica-
tion. In order to investigate the impact of the modificatiantbe original result,
consider there ars, where 0< s < n, nodes whose originairO are 0. Letoc is
the result without the modification. Let. be the result with the modification. The
value ofa;. is e 0f. If s=0, 0. = ac; otherwise, the value afic is then
0, anda — oc = d.. However, the value of is so small that can be neglected.
Hence, the value afi; — oc = o can be neglected.

The second set of related challenges of mobile delay tdleratvork envi-
ronments are as follows: connectivity is intermittent, ssgges may arrive after
long and variable delays, and message transmission islasymes. Moreover,
the MDTN-Private-Union protocol is based on community, iwtthe community
structure may change in the computation process of the gobtd~or instance,
some nodes in a community may leave the community, afterctdelr node initi-
ates the computation of the protocol and before the computatfinished. There-
fore, according to whether the community structure is ckdngr not during the
computation of the protocol, we analyze the elements of tbeopol that address
this set of challenges in the following two cases.

In the case that the community structure does not changeeircdmputa-
tion process, the following two elements of the protocolradd the above set of
challenges: (1) Thait message reaches all nodes in commu@ityith high prob-
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ability and thus they all participate in the protocol. Ttssbiecause that the nodes
which frequently co-exist in a common location comprise mgwnity. There-
fore, a high probability exists of successful message eglifrom any node in a
community to any other node in the same community. (2) If eerspd: C that has
received thenit message encounters a nagjec C that has not yet received the
init message thea sends a copy of the messageajdo initiate it to the protocol
(INIT: lines 7 and 8). Nodes consider an encounter succkessiy if they ex-
change all messages (i.e., a sending number and a receivwinigen) according to
the specification during their period of contact. Otherwibey ignore any partial
messages sent and received.

In the case that the community structure changes in the ctatiqu process,
the above set of challenges are addressed by the followamgesit of the proto-
col: the protocol is invoked periodically in a community @mkndently from the
routing protocol. Thus, even if the computation of MDTN»Rite-Union cannot be
finished due to the change of the community structure, thesiodthat community
can still use the previous results of the protocol to guiderttessage forwarding
police.

5.4.4 Security Analysis: Privacy

Without loss of generality, let's consider a noge= C. In an ideal protocol, the
node would submit its private valuigy to a TTP. The TTP is considered trustwor-
thy, therefore it would not disclose the private valRg of nodeg; to any other
party. It would only reveal the output of the protocol, whishthe union of the
private values received from all the nodes in commug@ity

In the MDTN-Private-Union protocol, nodg discloses the following infor-
mation: (1) a random positive humber to each of khaodes that it encounters
after receiving thénit message (INIT: line 10); (2) the val@g to the leader node
[ (INIT: line 14).

For the random positive numberg, where 1< j <K, since these numbers
are independent d# 4, the encountered nodes do not learn any information about
Rd.

With regard too = aio X Vi, wherey = ﬂﬁ‘zlrij/rji, let's assume that the
interval of the random numbers is large compared to thevaterf P, 4 and that the
random positive numbers are distributed uniformly. Thiplies that the interval
of y is also large and that it is distributed uniformly. Thus, #uversary can learn
no information abouP, 4 from oX.

The adversary can leaR g if and only if it learnsy in addition tog. To
learn y;, the adversary must learn all valugs andrji. This is possible only if
all K nodesa; that encountered nodg are dishonest and collude to reveal all of
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their individualri; andrj; values and consequently the valueyt The g can
be learned by the adversary, if the leader node is dishomestaludes with the
adversary (i.e., th& dishonest nodes).

After understanding the context where the private value arferg; can be
disclosed due to the collusion of dishonest nodes, an stiagequestion is the
probability that such event happens. Bgtdenote the probability that the private
value of a nodeg; is disclosed by the collusion of dishonest nodes. According
to the above analysis, we can see tRat= Prob{leader nodé is dishones}t x
Prob{K encounters are dishong¢stHence P, depends on the number of nodes in
communityC, the value oK, and the number of dishonest nodes in commugity
In order to identifyPy, we assume that the number of dishonest nodes excluding
nodeg; is known and denoted as, where (< m<n-—1.

Let's assume that each node excluding nadin C has the same chance to
be dishonest. Henc®rob{leader nodé is dishonest can be expressed as Equa-
tion (5.2).

Prob{leader nodé is dishonest = n—ml (5.2)

Moreover, due to the random mobility model, we can probaklueane that
the encounters are random and cannot be scripted by thesadyerence,

_ 0, ifO<m<K
Prob{K encounters are dishonést ¢ ¢« fK<m<n_1

K
Cn—l

(5.3)

Combining 6.2) and 6.3), the probabilityP; can then be expressed as Equa-
tion (5.4).

nTmlx(%7 ifK<m<n-1 (54)
n—1

0, if0<m<K
|

The impact oimandK on the probability that the privacy of nodes is disclosed
is illustrated in Figures.4. It can bee seen that (B) decreases d§ increases; (2)
Po increases am increases. Moreover, we observe tieatis high whenm is
chosen a big number.

In addition, one unavoidable side-effect of the protocdhest the adversary
learns that nodey’s probability (i.e.,R 4) of encountering the destination node
d is not higher tharP: 4, sincePcq = P(UU2_1€,4) > P.g, Wheren=[C|, 1<
i <n. Furthermore, assume that nodeachieves the maximum probability of
encountering the destination nodén its communityC. Therefore, the adversary
also learns that the maximum probability of encounterindatbis not higher than
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Figure 5.4: The impact ah andk on the privacy, whera = 31

Pc.d- However, the adversary can learn whether nadis the one who has the
maximum probability of encountering node no better than a random guess with
probability 1/(n—m). Moreover, the adversary can learn the exact value of the
maximum probability of encountering node no better than a random guess with
probability —1-Py.

As in the ideal protocol, the output of the protocol is theaimof the private
values of all nodes i€. The MDTN-Private-Union protocol thus does not reveal
any more information about the private valBg of nodeg; than the ideal protocol
if the following assumptions hold true: (1) the interval betrandom numbers
rij andrj is large compared to the interval Bfy and the random numbers are
distributed uniformly, and (2) at least one of tienodes that encountered noae
and the leader node is honest.

5.4.5 Performance Analysis: Running Time

In this section, we first develop an analytical model of thening time of E3PR.
We then simulate the analytical model by numerical results.
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Analytical Model

The running time of our protocol is defined as the time sineel¢ader node ini-
tiates the protocol until all nodes receive the result of pratocol. Consider a
communityC = {&|1 <i <M+ 1}. According to the mechanism of E3PR, the
running time is spent in four sub-processes: (1) the leaoiée floodgnit message
to all other nodes; (2) each node spré/sandom values, each of which can be
considered a message, to the fitalistinct nodes; (3) each node directly sends the
mixed value to the leader node; and (4) the leader node flbed$nal result to all
other nodes. The time spent in each sub-process is chazadtdry the message
dissemination manner. L&; denote the delivery delay in the flooding manner.
Let DL be the delivery delay of noda by sprayingK messages. LdDy be the
delivery delay of direct delivery. In addition, since sutngesses (1) and (4) uti-
lize the same manner to disseminate messages, the timenoediso these two
sub-processes are the same.

Lett; <t, <...<tw.1 be the time when each node receivesitliemessage.

t; is the time when the leader notlénitiates the protocol. Let;, where 1< i <

M + 1, be the time duration that each naglespends to sprall random values to
K distinct nodes. The earlier a node receivasiamessage, the more nodes that it
can spray itK random values. In other words, it spends less time to sptaf al
its K random values, that ig < 1, wherei < j.

Lett! =t + 7 + Tem, Where 2<i < M + 1, be the time when a community
memberg; sends its mixed private value to the leader node. Hdbe_ét'S <... <
tie.1- In other words, the time when the leader nddgtarts to flood the finial
result inside communityC depends on the last node (denoteddgy) receiving
theinit message. Consequently, the running time of our protocddtimated by
considering the node lastly receiving timt message. The time consumed by our
protocol can be expressed as Equabdh

D3pr = 2D + DM 4+ Dy (5.5)

Since the time spent in sub-process (3) is equal to the imeating time of
a node pair, we focus on investigating the time spent in sobgsses (1), (2) and
(4). We model the message dissemination in sub-proces@j8nd (4) by a one-
dimensional Continuous Time Markov Chain (CTMC) with stétgt)), where
n(t) represents the number of community members with a givenagess sub-
processes (1) and (4), or community members have been decedirby a given
node in sub-process (2), by tiheThe state transition is illustrated in Figuseb.
There areN transient states and 1 absorbing state. The transition thhenosurrent
state to another different state is characterized byréresition ratebetween these
two states, which measures how quickly the state tranditappens. According to
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Figure 5.5: The continuous time Markov model for modeling ¢ieneral message
dissemination in E3PR . Staték) to (N) areN transition states and stat + 1)
is the absorbing state.

Figure5.5 we can obtain the generator mat@xwith dimensionN 4+ 1 as Equa-

tion 5.6.
T R
- (T8 50

where sub-matriX is anN x N matrix with elemenf; j, (1 <i, j < N) mean-
ing the transition rate from transient stdi¢ to transient stat¢j). RisaN x 1
matrix with elemenR; \ 1 means the transition rate from transient stateo the
absorbing stat¢N + 1). The left0 matrix is a 1x N vector with all element 0
meaning zero transition rates from the absorbing statatsient states. The right
0 matrix includes only a single element O representing thainegsum of the left
0 vector. According to the different manners of dissemirgatimessages, we obtain
the transition ratey ; from state(i) to state(j) as follows.

i) Flooding Messages. In such a cabe= M. In the flooding process, each
of the nodes with a given message replicates the messagestanntering node
without the message. Consider the current state is in 8iatiem, that is, there are
n nodes including the leader node with the messageMirdl — n nodes without
the message. When one of the nodes without the message &rscaimode with
the message, the system state turns to $tatel). The transition rate from state
(n) to state(n+1) is (M +1—n)nA, since there ard + 1 —n nodes that can
receive the message fromnodes in the rate ok. When the last node receives
the message, the system turns to sthte- 1), (i.e., the absorbing state), and the
transition rate iMA. LetT; andR; denote the matriX andR in Q, respectively.
Let Te{(j)|(i)} andRs{(N + 1)|(i)} be the tradition rate from statg) to state
(j) and from statdi) to the absorbing state, respectively. Therefore, the ®oo-z
transition rates in the Markov chain can be expressed astiaguma?.

T{(n+1)|(N)} =M+1—n)pA,ne[1,M—1]

Ri{(N+1)|(nNN} =MA,ifn=M

Te{ (MM} = =Te{(n+D[(M} = Re{(N+1)[(n)},
ne[l,M]

i) Spraying Messages. In such a cabe= K —1. From the viewpoint of

(5.7)
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the nodeay .1 lastly receiving thanit message, only noday 1 can forward its
random values to the remainiry available nodes. Consider the current state is
in state(n)n<k-1), that is, there are distinct nodes in the remainin§ nodes
which have received random values from nogdandK — n nodes have not received
random values from nod®,, 1. When nodey, 1 has not sent alk random values
and encounters one of the remaining nodes without randames&lom nodey, . 1,
the system state turns to stdte+ 1). The transition rate from stat@) to state
(n+1) is (K—n)A, since there ar& —n community members only which can
receive the remaining random values from negg 1 in the rate ofA. When the
K-th random value is sent by no@g. 1, the system turns to staf&l + 1), (i.e.,
the absorbing state), and the transition raté.id.et T andRg denote the matrix
T andR in Q, respectively. Lefs{(])|(i)} andRs{(K)|(i)} be the tradition rate
from state(i) to state(j) and from statgi) to the absorbing state, respectively.
Therefore, the non-zero transition rates in the Markov rtlcain be expressed as
Equation5.8.

T{(n+1)|(n)} =(K—n)A,ne [L,K—-2]
R{(K)[(M} =4, ifn=K—1
T{(MI(n} = =Ts{(n+1)[(n)} = R{ (K)[(n)},
ne[1,K-1]
According to the transition matriX ¢ s, we can derive the message delivery
delay, dented by Ry, as the following expressiorb, 67]:

(5.8)

Dy =e (—T;(ls)) N (5.9)

wheree is a 1x N vector denoting the initial state probability vecter
[1,0,...,0], and | is aN x 1 all-one vector, that id,= [1,1,...,1]T.

Numerical Results

In this section, we give numerical results of the runningetimased on the analytical
model. The simulations are conducted under a widely utllizebility model in
MDTNSs called Random WayPoint (RWP3J]. From the perspective of the whole
network space, the mobility characteristics of RWP havenls®wn to be very
different from human movement in real-life scenarios beréstudies48, 45, 10].
However, by virtue of its simplicity and mathematical tigmtity, which in turn
enable to theoretically analyze the performance boundsP RMvidely utilized
by the existing community-based mobility mode#s[ 112 to imitate the node
mobility inside a community.

In RWP, each node is initially specified a random destinaiithin a given
area, and it then moves towards the destination with a giweads When it reaches
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Figure 5.6: Simulation Results of the running time of E3PRhvai given contact
rateA =251 hl.

the destination, it stays there for a certain period of timee,(a pause time). When
the pause time expires, it randomly chooses a new destinadiod repeats the
above process. In order to avoid the impact of the settingaoke time on the
routing performance, there is no pause time in the simulatas done bydo, 68].

We utilize the similar simulation settings as B4 69, 68], in which a stan-
dard RWP $2] mobility scenario is considered. The parameters in ourenigal
evaluation include the contact rate the number of nodelsl + 1 in a community,
and the value oK. The contact rata is obtained according to the study of Groen-
evelt et al. in B7]. Specifically, the contact rate of nodes under RWP mobility is
(8wrv)/mL?, wherew = 1.3683 is a constant, is the transmission range,is the
speed of noded, is the size of the network. In our numerical simulation, thae p
rameters are set as follows:= 2.51 h~* with r = 20m, v= 10 m/s, and_ = 1000
m. The number of nodes and the valuekofire set as variable parameters for the
investigation.

The numerical results are illustrated in Fig&®. From the results, we can
see that running time of the protocol decreases, as the mohbedes in a commu-
nity increases. The greater number of nodes provide morertppties of relaying
flooded message and participate in sharing random values ¢iwen number of
nodes, the greater value Kf the longer the running time is. It results from that
the node last receiving thait message spends more time to sprayKhe&ndom
values to the remaining distinct nodes.
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5.5 Experimental Evaluation

We present in this section the performance evaluation oRESW start by present-
ing the simulation settings and the mobility model we havedus section$.5.1
and 5.5.2 respectively. We then introduce the routing protocolsireiavhich
we compare the performance of E3PR and the performancecse@ig used in
sectionsb.5.3and 5.5.4 respectively. Finally, we present the results of our ex-
periments in SectioB.5.5 As none of the non-naive algorithms against which we
compare E3PR are privacy preserving, the objective of grfopmance evaluation

is to assess the cost of introducing privacy preservatiochar@sms in the routing
process.

5.5.1 Simulation Settings

We have implemented E3PR as a module of the OpportunistiwdtketEnviron-
ment simulator (ONE)gJ7]. We summarized the simulation parameters that we
used.

We have used a simulation area of 2000500 nf. This area is equally
divided into 12 regions as shown in Figus€e/. In each region we initially deploy
a varying number of nodes (from ten to fifty). Each node carsidhe region in
which it has been deployed as Itscal region According to the mobility model
we used, further described below, a node is more likely tib itgslocal region than
other places. Nodes associated to a region constitute a aoitymThis simulation
scenario is very similar to the one used in PRoPHHE].[

The communication between nodes is performed using thetd@itre proto-
col since modern mobile devices are commonly equipped \kith technology.
Bluetooth has been often used in the evaluation of DTN padsocFor instance,
the reality mining mobility traces2[7], which have been used for the evaluation
of many protocols, e.g., Habi7§], have been collected with mobile phones using
Bluetooth. According to the specification of Bluetooth vens2.0 [57], the trans-
mission range and bandwidth are set as 10 m and 2 Mb/s, resbgct-urther-
more, the speed of nodes is set to 1.34 m/s, since this is aage/Buman walking
speed p9]. Each experiment we run approximately lasts for thirteeark (simu-
lation time) among which one hour is a warm up period duringctvinmo message
is generated. After this period, every thirty seconds, @eannode sends a mes-
sage to random destination node. We have considered onbagees for which the
source and the destination belong to different communities
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Figure 5.7: Community Model

Table 5.1: Parameter settings

Parameter Name Value
Simulation area 2000 x 15007
Transmission range 10m
Simulation duration 13 hours + TTL
Warm-up period 1 hour
Message generation rate 1 message per 30 seconds
Number of communities 12

Number of nodes in a communityfrom 10 to 50
Node speed 1.34 m/s

pi 0.8

pr 0.2

5.5.2 Mobility Model

In our evaluation, we adopt the community-based mobilitgei@roposed in]12],
which has been widely utilized for the evaluation of comntyHiiased routing pro-
tocols [L14, 25]. In this mobility model, each community is associated wath
geographical area. The movement of nedehich belongs to the community;
consists of a sequence lofcal androamingepochs. A local epoch is a random
direction movement restricted inside the area associatddthhe communityGC;.

A roaming epoch is a random direction movement inside th@eenetwork. If
the previous epoch of a nodevas a local one, the next epoch is a local one with
probability p;, or a roaming epoch with probability-1 p;. Similarly, if the pre-
vious epoch of nodé was a roaming one, the next epoch is a roaming one with
probability pr, or a local one with probability & p;. In our simulations, we adopt
the same values fqn andp; as in [70], i.e., p;=0.8 andp,=0.2.
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5.5.3 Routing Protocols

We have compared the performance of E3PR against the folippriotocols:

Epidemic: in this protocol, a node forwards a copy of each unexpired-mes
sage it holds to every node it encounters, which does ncadfrbave a copy of
the message. Epidemic routing achieves the upper boundelieéry ratio and
delivery cost, and achieves the lower bound of deliverynieyge

Direct: in this protocol, the source node only forwards the messaghet
destination node. Contrary to Epidemic, Direct routingieeh the lower bounds of
delivery ratio and delivery cost, and achieves the uppentai delivery latency.

PROPHET: in this protocol, a node forwards a copy of a message it holds
to a node it encounters, only if the latter has a higher pridibabf encountering
the destination node of the message. The parameters of dbecpk are set as
described inTQ]. PROPHET is a well known prediction-based routing protoco

Bubble: this protocol utilizes social information about nodes,tsas their
centrality and the community to which they belong. Thereta kinds of cen-
trality in this protocol: local centrality and global ceality. The local (global)
centrality value of a node indicates the number of its comityumembers (nodes)
that it encountered in time windows. In this protocol, a nagess forwarded based
on the values of the values of the global centrality of twooemtering nodes, until
it reaches a node in the same community as the destinatiom nifter that, the
message is forwarded based on the values of the local dgntrafwo encounter-
ing nodes, until it either reaches the destination node pirex. In our simulations,
considering the TTLs of messages, the size of a time wind®&tiso 1 hour. The
centrality value of a node is accumulated in all time windowkreover, Bubble
is a well known community-based routing protocol.

3PR: in this protocol, message forwarding decision is made byparing
information about communities of nodes instead of indigidundes. Specifically,
it compares the maximum probability that a node in the comitywf a poten-
tial intermediate node will encounter the destination notlee parameters of the
protocol are set as described #2].

We have compared the performance of E3PR against this segjafthims
for the following reasons. First, Epidemic and Direct areenfused to show the
upper and the lower bound in terms of performance, that cardmhed in a given
environment. Then, as E3PR is a prediction-, communitgtasgorithm, we
used PROPHET and Bubble as the representative algorithnidaategories of
prediction-based and community-based algorithms, réispéc
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Figure 5.8: Delivery ratio wrt the increasing TTL of message

5.5.4 Performance Metrics

To evaluate E3PR we used three well known metrics: the dgliatio, the delivery
cost and the delivery latency defined as follows.
Delivery ratio: is the proportion of messages that have been delivered out of
the total unigue messages created.
Delivery cost: is the total number of messages transmitted in the simulatio
To normalize this, we divide it by the total number of uniquessages created.
Delivery latency: is the average time needed to finish transmitting messages
to their destinations.

5.5.5 Performance Results

We performed two experiments. First, we compared the pedoce of E3PR

against the protocols introduced above, with respect talbloge three performance
metrics. We then analyze the impact of the community sizénerperformance of

E3PR.

Performance Comparison of Routing Protocols

Figure5.8 shows the delivery ratio of the compared protocols as a foncif the
Time-To-Live (TTL) of the generated messages. As expeépitiemic and Direct
achieve the best and worse delivery ratio, respectivelyalfiovalues of TTL. We
also observe that E3PR achieves a better delivery ratio RiroPHET and 3PR
when the TTL is less then 2 hours, and achieves a similaretglisatio to that of
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Figure 5.9: Delivery cost wrt the increasing TTL of messages

PRoPHET and 3PR when the TTL is greater than 2 hours. FiraBPR has a
much higher delivery ratio than Bubble. The difference leswthe performance
of the two protocols gets up to 70.29% for a TTL of 2 hours. Tikidecause
E3PR floods a message inside the communities which are onathefpom the
community of its source node to the community of its destimahode.

Figure5.9, shows the delivery cost of the compared routing protochtsex-
pected, Epidemic and Direct have the highest and lowestaitglcost, respectively,
whatever the value of TTL. Compared to the others, Bubblaheas delivery cost,
which remains stable when the TTL increases. The delivesyaidE3PR is higher
than that of Bubble and 3PR, but much lower than the one of PIEGP

Figure 5.10 shows the delivery latency of the compared routing protcol
Epidemic has the lowest delivery latency, whatever the THurther, E3PR follows
the same trend as Epidemic with higher latencies (around i@c2rr). 3PR and
PRoOPHET achieve a little higher delivery latency than E3P# performance of
Bubble and Direct increases linearly with the increase efTtfiL.

Influence of the Number of Nodes in a Community

In order to investigate the impact of the number of nodes oheammunity on
the routing performance of our protocol, we run an experiniemwhich we vary
the number of nodes in each community from 10 to 50.

Figure5.11g3 5.11band5.11cshow the impact of the increasing community
size on the delivery ratio, the delivery cost and the dejidatency, respectively.
Results show that the larger the communities, the highed#iigery ratio and
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Figure 5.10: Delivery latency wrt the increasing TTL of nmeagss.

cost and the lower the delivery latency. Since E3PR floods ssage inside the
community of the message carriers, the delivery cost isereas the communities
become larger. However, more message copies increase lierderobability
and reduce the delivery latency.

Impact of the Settings of the Mobility Model

In this section, we investigate the impact of the settingthefadopted mobility
model on the routing performance of E3PR. We run an expetiimewhich we
vary the value ofp from 0.5 to 0.9 with step by 0.1 and set the valueppfas
1-p.

First, we look at the impact of the settings of the adoptedihtyinodel on
the delivery ratio. As shown in Figurg12, we can observe that E3PR achieves
similar results with different settings qfi and p;. The performance of delivery
ratio increases as the increment of the valug afthen the TTL is not greater than
3 hours. The performance of delivery ratio with differerttisgs is the same, when
the TTL is greater than 3 hours. Since E3PR floods messagds smmsommunity,
under the pre-condition that messages can be transferredgpopommunities, the
higher probability that a node stays inside its communkig higher probability
that the node gets a message flooded inside its community.

Next, we compare the delivery cost of E3PR with differentisgs of the
adopted mobility model. From the results illustrated indfab.13 we can observe
that the performance of delivery cost increases as the dlpe increases when
the TTL is not greater than 3 hours. When the TTL is greaten haours, the
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Figure 5.14: The impact of the settings of the mobility modielthe delivery la-
tency of E3PR

performance of delivery cost decreases as the incremeheofdlue ofp,. This
is because that the higher probability that a node staydariss community, the
higher probability that the node gets a message floodedsiitsidommunity. In our
case, for a given message, most of nodes on the routing athtifre community
of its source node to the community of its destination nodeget a copy of the
message within 3 hours. Therefore, when the TTL is greatam thhours, the
delivery cost increases slowly for the simulations withthigalues ofp,. This is
consistent with the results of the delivery ratio.

At last, we investigate the results of delivery latency c3RIR) with different
settings of the adopted mobility model. As shown in Fighrg4 we can see that
the delivery latency decreases as the incremept.dfor each setting, the delivery
latency increases as the TTL increases, when the TTL is kess 3 hours; the
delivery latency keeps the same as the TTL increase, wheFilthés greater than
3 hours. For the case that the TTL is less than 3 hours, theagesshat need more
time can be delivered as the TTL increases. As for the caséehd TL is greater
than 3 hours, the latency keeps the same, since the messagiedizered within 3
hours. Note that this is consistent with the results of tHeely ratio.

5.6 Chapter Review

In this chapter, we presented E3PR, the first privacy-pvesgmprediction-based
routing protocol for mobile delay tolerant networks. E3RRes advantage of the
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mobility patterns of nodes to route messages, yet pres#regwivacy of nodes by
hiding their individual mobility patterns. The protocolgres that the nodes in a
community compute the probability that at least one of théesoin the commu-
nity will encounter a destination node. We presented a pobtihvat computes this
union in mobile delay tolerant networks in such a manner tthatindividual pri-
vate values are not revealed even to the nodes inside the gorymMNe evaluated
E3PR both theoretically, with correctness and privacy ys®sd, and practically,
through extensive simulations. Our simulations on a wedlldshed community-
based mobility model, demonstrate that E3PR has compagpablermance to ex-
isting prediction-based protocols, while preserving thegey of nodes.
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Chapter

Perspective—Selfishness of Nodes in
MDTN Routing

6.1 Introduction

Inthe literature, considerable efforts have been donedbwiéh routing in MDTNSs.
Most of the existing routing protocols in MDTNs explicitlyr anplicitly assume
that the nodes in a network are willing to relay messages tloere. Unfortu-
nately, reality is different. Indeed, as it has been preslipulemonstrated in the
literature B9, collaborative systems are subject to rational behaatso( called
selfish behavior). MDTNs are particularly suited for exaeding such behavior
due to the resource constraints of mobile devices (e.gefdyamemory and band-
width) [101]. The main contribution of the ongoing work in this chapteta survey
the existing related research works that overcome the issnedes’ selfishness.

The remainder of this chapter is organized as follows. Wedlessify selfish
behaviors, and summarize the impact of selfish behaviorewaimg performance
in Section6.2 We then investigate different strategies for preventeifsh behav-
ior in Section6.3. This is followed by an experiment to compare the perforreanc
of different strategies in Sectio®.4. Finally, we conclude this chapter in Sec-
tion 6.5

6.2 Selfishness

In this section, we first develop a unified view of the clasatfn of selfish be-
haviors. We then discuss the methodologies utilized fogstigating the influence
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of selfish behaviors on the performance of routing protodeisally, we highlight
the performance degradation caused by selfish behaviors.

6.2.1 Classification of Selfish Behavior

Recent years have seen considerable research works auigltbssissue of selfish
behavior in DTNs $8, 127, 73]. Traditionally, most works consider selfish behav-
ior as the unwillingness of a single node to relay the messagall other nodes
in order to conserve its limited resources. Neverthelessple in real life (i.e.,
the carriers of mobile devices) generally do not act alon,ténd to belong to
communities 49]. In an alternative type of selfishness, a node that belongs t
community is willing to relay messages for the nodes withiem $ame community
but refuses to relay messages for the nodes outside its coitymitor this reason,
selfish behavior can be classified into two categoriadividual selfishnesand
social selfishnesig5].

Moreover, in the literature investigating the impact offisél behavior on
routing performance9b, 54], authors generally consider the following two types
of selfish actions:non-forwarding of messagemsd dropping of messagesdNon-
forwarding of messages means that a node refuses to relaagessfor the nodes
towards which it is selfish. Dropping of messages means thatle agrees to relay
messages for the nodes towards which it is selfish, but itsdiiop messages after
receiving them.

From the above description, we can see that there are twsifataions of
selfish behavior from different aspects. In this chapterdeselop a unified view
of the classification of selfish behavior. We term the two etspef the classifi-
cation ascollusionandnon-cooperation From the viewpoint of collusion, selfish
behavior can be classified into two categories: individwdfishness and social
selfishness. From the viewpoint of non-cooperation, selfediavior can be clas-
sified into two categories as well: non-forwarding of messagnd dropping of
messages. The reader is requested to refer to Fiydrr an illustration of the
unified view of the classification. To the best of our knowledtigs is the first
work to develop this unified view of the classification of ssifbehavior.

6.2.2 The Methodologies of Investigating the Impact of SelfisBehav-
ior

Since Panagakis et a3] first presented their study on the performance degrada-
tion caused by selfish behavior in DTNs, researchers hawerskignificant inter-
est in this field. To evaluate the impact of selfish behaviothenperformance of
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Figure 6.1: Classification of selfish behavior in DTNs

existing routing protocols, some works utilize theordtamaalysis models, such as
Continuous Time Markov Chains (CTMC), whereas othersagtiiimulations.

To the best of our knowledge, CTMC is first exploited by Kampbulos
et al. 4] to demonstrate the impact of selfish behavior in DTNs. Lated-
ies [67, 66, 69, 68] explored CTMC to show the influence of selfish nodes on
routing performance in the contexts of social selfishnesssttained energy and
multicast routing. CTMC provides a theoretical approaataitalyzing selfish be-
havior in DTNs.

However, CTMC can only be utilized to model the routing psscef simple
routing protocols, such as Epidemitl]7] or Spray and Wait111]. These routing
protocols are generally considered to be inefficient in figad80]. In addition,
studies based on CTMC do not evaluate the performance obtliag protocols
in terms of delivery ratio, which is traditionally consi@elrto be the most important
performance metric in DTNs. Therefore, authors58,[69, 22] utilize simulation
methods to investigate the influence of selfish behavior endtiting performance.

6.2.3 The Impact of Selfish Behavior

Existing research work$B, 69, 58, 22] based on theoretical analysis and experi-
mental simulations reveal the following two charactecsof the impact of selfish
behavior on the routing performance. Firstly, the routirgf@rmance (i.e., de-
livery ratio, delivery cost and delivery latency) is sesbudegraded, if a major
portion of the nodes in the network is selfish. For instartoe delivery ratio in the
presence of selfish nodes can be as low as 20% compared toavhia¢ @chieved
under full cooperation08. Secondly, the impact on the routing performance is
related to the non-cooperative action of selfish behavier, (hon-forwarding of
messages and dropping of messages). Specifically, theibebéwmon-forwarding
messages reduces the delivery cost, while the behavioropipirg of messages
increases the delivery cost. However, both of them decitbaseelivery ratio, and
prolong the delivery latency, even if messages are evéytielivered.
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6.3 Strategies for Preventing Selfish Behavior

In order to reduce the impact of selfish behavior on routindopeance, a num-
ber of studies focus on stimulating selfish nodes to be cabger The exist-
ing incentive strategies are traditionally classified itticee categorieslp, 21]:
barter-based 16, 15, 121], credit-based 21, 93, 127, 73, 126 and reputation-
based 7, 118 26, 120, 73, 64]. In the following subsections, we will introduce
the representative strategies in each category and sumenthgir common prob-
lems.

6.3.1 Barter-based Strategies

The simplest strategies are barter-based or pair-wisedrifat (TFT) strategiedlp,
15, 121]. The mechanism is that two encountering nodes exchangedine
amount of messages. 14§, 15], the authors divide the messages into two cate-
gories: primary messages and secondary messages. Fonagoe the messages
in which it is interested (e.g., the messages destined)faret primary messages.
Other messages are secondary messages. When two nodesteneagh other,
they first exchange the description about the messages stdteeir buffers. Based
on the analysis of the description, each node determinestal list of the desired
messages from the other node, and sorts the messages irobpteference (i.e,
the priority of primary messages is higher than that of sdapnmessages). For
the sake of simplicity, let us assume that the size of mesdagbe same. Finally,
each node refines the list by keeping the Kopmessages in its initial list, wheke

is the minimum size of two initial lists.

From the above depiction of message selection under tlategir, we can
see that it is entirely up to the nodes to determine the dksiressages. Thus,
a node may adopt selfish behavior towards the secondary gesssa order to
conserve its limited resources. However, exchanging therslary messages is
also beneficial, since they can be used to exchange the primessages in the
future. In other words, each message has a potential vahiehvws employed to
prevent selfish behavior. Moreover, the authorsli® L21] consider the message
selection process as a two-person game, and utilize a NastitiEgm [87] to
increase the message delivery ratio.

After the message selection process, two encountered regdsnge the
messages in the lists one by one (i.e., if a node has sent ageets the other
node, it would not send another message, until it receivesssage from the lat-
ter). In such a manner, even if the connection is disruptathguhe exchange
process, the maximum difference of the number of exchangesbages between
two nodes is one. Consequently, the fairness of messagamyeltan be ensured
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by exchanging approximately the same amount of messagesdietwo encoun-
tering nodes.

However, the requirement for exchanging the same amountessages is
a two-edged sword. It can degrade the routing performanamatically in the
case that one of the two encountering nodes has fewer mass&ge instance,
let's consider that there are two encountering nodes, caltgle A and B. Node
A contains a message whose destination is node B. Howeeege ih no message
in the buffer of node B at the moment. In such a case, the messawnot be
delivered to node B. Furthermore, if node A is the source efniessage, the
performance in terms of delivery ratio is even worse thahdbhkieved by utilizing
Direct Delivery [L15] which is generally considered to achieve the lower boumd fo
the delivery ratio in DTNSs.

6.3.2 Credit-based Strategies

Credit-based strategies are proposed to avoid the distdyem of barter-based
strategies. This kind of strategy stimulates nodes to b@emobive by utilizing
the concept of virtual credit, which is utilized to pay for sage forwarding. The
mechanism is that if a node cooperates to forward a messagéhfrs, it receives
a certain amount of credit as a reward that it can later etiiiz its own benefit.

Based on which node is charged with the message forwardiegcriedit-
based strategies can be further sub-divided into two m¢#ié]s1l) Message Purse
Model and 2)Message Trade Modelln message purse moddlq7, 73, 21], the
source node of a message pays credits to the intermedia¢s mddch participate
in delivering the message to the destination. In the medsade model93], mes-
sages are considered as valuable goods. The receiver gats ¢o the sender of
a message in each hop-by-hop transmission until the messagfees the destina-
tion, which finally pays for the message forwarding. Sin@gburce nodes do not
pay for the message forwarding, the message trade moddigscintly vulnerable
to the source nodes flooding the network. For this reasont afidise credit-based
works utilize the message purse model.

In the strategies that belong to the message purse modebiti@on assump-
tion is the existence of a Virtual Bank (VB), or Credit Cleaca Service (CCS).
The VB covers the space that the mobile nodes can reach, arimbe@nnected by
any nodes in the network. The responsibility of the VB is targe the source node
of a message and reward the intermediate nodes which patgdn delivering the
message to the destination.

The strategies/[3, 21, 127] belonging to the message purse model are suitable
for different routing protocols. In73], the proposed strategy is designed for the
single-copy routing protocols (e.g., Direct Delivery andstEContact $0]) under
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which only one message copy exists in the routing procegtoidgih single-copy
routing protocols consume the least resources, the ropgnfprmances in terms
of delivery ratio and delivery latency are generally too ltwbe applicable in
practice [L14). Therefore, more routing protocols (e.g., Epidemic andag@and
Wait) are multi-copy based. I2], 127], the proposed strategies are targeted to
multi-copy based routing protocols in DTNs. 1477, Zhu et al. include the
solution of cheating actions (i.e., credit forgery attacidular tontine attack and
submission refusal attack) adopted by the selfish nodes tomize their benefits.
Detailed information about these cheating actions is gindgt27).

From the above discussion, we can see that the process gfirdhand re-
warding is invoked at the side of the VB, when (1) a messagadsessfully de-
livered to the destination and (2) there are intermediagesgarticipating in the
routing process. Let's consider a scenario where a majdiopoof the nodes is
selfish and each node has enough credits to request the mdesagrding ser-
vice from an encountering node in a contact. In such a casesaage can only
be delivered when the source node directly encounter thieneddsn node. In ad-
dition, before the message reaches the destination noelerenits of the source
node are reusable to request the message forwarding semheeefore, a selfish
node cannot be aware of the necessity of cooperation witkr sthdes. Due to
the above two reasons, the credit-based strategies cdifio@raly stimulate the
selfish nodes to be cooperative, when a major portion of tdesi selfish.

6.3.3 Reputation-based Strategies

We first explain the concept of reputation before discussiregreputation-based
strategies: “Reputation of an agent is a perception reggridé behavior norms,
which is held by other agents, based on experiences andvaliser of its past
actions” [71]. In the scope of investigating selfish behavior, the rejutavalue
of a node indicates other nodes’ perception about the catiperof the node.
For instance, if the reputation value of a node is low, it nsetrat the node is
considered to be selfish by other nodes. If the reputatiameval a node is high, it
means that the node is considered to be cooperative by atldesn

The mechanism of this kind of strategy is that a message gekby a given
node is forwarded only if the node has forwarded messagg®ating from others,
i.e., has a good reputation. Therefore, the observationtahe behavior of other
nodes plays a significant role in this kind of strategy. Basedhe feasibility
of observation by other nodes, we further divide the exgssirategies into two
models: 1)detection-based modahd 2)non-detection model

In the detection-based model, each node monitors the whef/the inter-
mediary nodes. In120, 64, 7], the authors propose different methods to detect
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selfish behavior in DTNs. 20, each intermediate node receives a receipt after
forwarding a message to another node. The receipt is a pboot $he cooperation

of the intermediate node. The cooperation of an encougterade is assessed by
Beta distribution, which is parameterized by the numbermofperative and selfish
actions taken by the node. However, the strategy cannoept@ollusion cheat-
ing, which means that some nodes together cheat other nodeddr to increase
their reputation. Detailed information about this chegtéattion is given in127).
Similar to [120], the behavior of intermediary nodes is proved by the retfra
receipt. The difference is that a receiver floods the re@efptad of sending the re-
ceipt to the sender. I17], selfish behavior is detected in a different way: the sender
(including the source and intermediate nodes) of a messagjeskthe records of
the encountered nodes and the forwarding records whiclaicotite identifier of
the message, the destination of the message and the fonganaie. When two
nodes encounter each other, they check the forwardingde@ord received mes-
sages since last encounter time, in order to detect the catdmenodes and selfish
nodes.

However, due to the unique features of DTNs (e.g., the lackmoénd-to-
end continuous path and the high variation in network cdonk), the detection
of selfish behavior is considered to be difficult by some awgthdhe alternatives
belonging to reputation-based strategies are not basekeodetection of selfish
nodes g6, 73]. In [26], Dini et al. decrease the reputation of all nodes periodi-
cally, and only increase the reputation of the intermediaiges who participate in
the successful message delivery. Similara6]]the proposed strategy 7] de-
creases the reputation of all nodes periodically. The wiffees between them are
twofold. First, it involves credit-based incentive sttéo reward the intermedi-
ate nodes which participate in the successful messageedeli@econd, no matter
whether the message delivery succeeds or not, all cooperaides can get good
reputation values by sending the proofs of collaboratiom térusted Authority
(TA), which is responsible for credit and reputation clemea

From the above description, we can see that reputatiordbstsategies can
work even if a major portion of the nodes takes the selfish \iehaf dropping
messages. However, this kind of strategy mistakenly censitthe collaboration of
intermediate nodes as selfish behavior, if the reason aatrsefailure of message
delivery is the message expiration other than the selfislavieh of intermedi-
ate nodes. This is unfair to the cooperative nodes. Furthiernit results in the
decrement of the delivery probability of the messages @gdeerby this kind of
cooperative node, since they are mistakenly consideredlfishsnodes by other
nodes. Moreover, since the reputation-based strateglgscback whether an in-
termediate node forwards the message to other nodes ott wafriot tackle the
selfish behavior of non-forwarding messages.
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6.4 Experimental Analysis of Existing Strategies for Pre-
venting Selfish Behavior

In this section, we first introduce representative strategn the categories dis-
cussed above. We then present the experiment settingsotitieg algorithm and

performance metrics are subsequently depicted. Finaklycempare the perfor-
mance of the different strategies for preventing selfistaligin.

6.4.1 Compared Strategies for Preventing Selfish Behavior

In the following experiments, we compare the performancerefenting selfish
behavior of the following strategies against a basic rgupinotocol (i.e., Binary
Spray and Wait), calledon-strategywhich does not cope with the selfish behavior
of nodes. The detailed settings of the selected strategpedepicted in Tablé.1

Barter: When two nodes encounter each other, they exchange the szoneta
of messagesih.

MobiCent: Due to the selected routing algorithm, which will be present
later, is multi-copy based, we choose the MobiCent as theeseptative strategy
in the category of credit-based. 181], the charging and rewarding processes are
performed at the side of Virtual Bank (VB), when a messagessiyidelivered to
the destination. A constant credit is charged from the agicofithe source node
in VB. The charged credit is equally divided, and distriloute the intermediate
nodes in the message delivery path as a reward.

IRONMAN: Compared to barter-based and credit-based strategied\-IRO
MAN [ 7] includes the detection of selfish behavior. Therefores #alected as the
representative strategy in reputation-based strategylepeted in Chaptes.3.3
when two nodes encounter each other, they firstly check tinafding records and
the received messages, in order to detect the selfish notiestwd encountering
nodes then update the opinion about others’ behavior with ether.

6.4.2 Simulation Settings

In order to evaluate the performance of different stratefpe preventing selfish
behavior, we utilize a widely utilized mobility model in MINS called Random
WayPoint (RWP) $2] in the Opportunistic Network Environment (ONE) simu-
lator [56] to conduct the experiment. In RWP, each node is initiallgcsfied a
random destination within a given area, and it then movestdsvthe destination
with a given speed. When it reaches the destination, it steyse for a certain pe-
riod of time (i.e., a pause time). When the pause time expiresndomly chooses
a new destination, and repeats the above process. In ordeoit the impact of
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the setting of pause time on the routing performance, tisene ipause time in the
simulations asgq]. In addition, we specify a warm-up period (0.5 hour) asliff[
to uniformly distribute the initial position of nodes.

In this experiment, we consider 50 nodes in each simulafiorsimulate the
social relationships, we equally divide the nodes into twaugs. Two nodes that
belong to the same group are considered to have a sociabrslaip; otherwise,
the nodes are considered not to have a social relationshipndpthe simulation,
a message with a random source and destination is genenaed % seconds.
Since the message generation process lasts for 12 hous atlee8640 messages
generated in each simulation. The detailed settings of ithelation are listed

in Table6.2
Table 6.1: Simulation Parameters for Strategies
Strategy Name | Parameter Name Value
MobiCent Initial Credit for Each Node 1
Payment for Each Message 1
IRONMAN Initial Trust for Each Node | 0.5
Trust Increment 0.5
Trust Decrement 0.5
Threshold 0.49
Table 6.2: Simulation parameters
Parameter Name Value
Simulation Area 500 m x 500 m
Simulation Length 13.5 hours
Mobility Model Random WayPoint (RWP
Number of Mobile Nodes 50
Number of Groups 2
Number of Nodes in Each Group25
Transmission Range 10m
Node Speed 1m/s
Warm-up Period 0.5 hour
Duration of Message Generation12 hours
Message Generation Rate 1 message per 5 seconds
Time-To-Live (TTL) 1 hour
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6.4.3 Routing Algorithms

Based on the above settings, we conducted our experimdmawiefficient multi-
copy routing algorithm in MDTNSs, called Binary Spray and Wdill]. The Bi-
nary Spray and Wait routing algorithm provides a platformtfe selected strate-
gies. The routing process is elaborated below.

Binary Spray and Wait: In [111], each message is associated with an at-
tribute L, which indicates the maximum copies of the message that sagesar-
rier can make. For each message, there are two phemeyphase andvait phase.

In the spray phase (i.el, > 1), a message carrier hands over half of its message
copies to an encountering node without the message. In thehase, the mes-
sage can only be forwarded to the destination node. In therempnt,L is set to

5.

6.4.4 Performance Metrics

We use the following metrics to assess the impact of selfishwer in DTNs:
Delivery Ratio: The proportion of messages that have been delivered out of
the total uniqgue messages created.
Delivery Cost: The total number of messages (including duplicates) trans-
mitted in the simulation. To normalize this, we divide it bhyettotal number of
unique messages created.

6.4.5 Simulation Results

In Figure6.2(a), the performance of the strategies for preventing dnogpmes-
sages is shown. When there is no selfish node, the perfornwdiriden-strategy,
MobiCent and IRONMAN is the same, since the cooperative s@i@ays coop-
erate with other nodes. However, the performance of Bastlewer than those of
other strategies, due to the requirement of exchangingahes smount of mes-
sages. As the percentage of selfish nodes increases, tohenpante of all strate-
gies is degraded. The performance of IRONMAN and MobiCerlvwsys better
than that of Non-strategy. The performance of Barter exc#eat of Non-strategy,
when the percentage of selfish nodes is about 60%. The perficenof IRON-
MAN is much better than those of other strategies even if atlas are selfish,
since it can detect the dropping of messages of a selfish node.

Figure6.2(b) illustrates the performance of the strategies for prérmg non-
forwarding messages. The performance of all strategie®dses, as the percent-
age of selfish nodes increases. The performance of Mobi€ahways better than
other strategies. MobiCent can stimulate selfish nodes toobperative, as the
number of the messages generated by selfish nodes incréRE2¢MAN always
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Figure 6.2: The routing performance in terms of deliveryorainder individual
selfishness. The selfish actions of dropping and non-foimgehessages are il-
lustrated in (a) and (b) respectively.

achieves the same performance as Non-strategy, sincenibtceatect the selfish
behavior of non-forwarding of messages. The performan@&ader only exceeds
than that of Non-strategy, when the percentage of selfisesizdabout 82%.

In Figure 6.3, the delivery ratio of the four strategies under the socit s
ishness is investigated. From the figures, we can see thidieadtrategies cannot
work well under social selfishness. Specially, the perforceaof Barter is even
worse than that of Non-strategy, due to the requirement oiaxging the same
amount of messages. For the selfish behavior of non-formgrofi messages, the
performance of MobiCent is much better than those of othratesiies, when the
selfish nodes are 75% percentage.

From the above analysis of the simulation results, we caths¢gfor individ-
ual selfishness, the reputation-based strategies carmanirthe selfish behavior
of non-forwarding of messages. For social selfishnessg ikato strategy that can
efficiently prevent the selfish behavior of dropping of mgssa and credit-based
strategies can prevent the selfish behavior of non-forwgrdf messages. The per-
formance of barter-based strategies is always worse ttarofltredit-based and
reputation-based strategies.

In this ongoing investigation, we do not study the deliveogtcof these in-
centive stratigies, since the underling Spray-and-Waiting protocol restricts the
number of message copies to a constant.
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6.4.6 Comparison of Strategies

According to the above simulation results, we utilize thygmes of circles to indi-
cate the performance of the selected strategies compatiethat of Non-strategy:

(1) @ indicates that the performance of a given strategy is aiWbayter than that

of Non-strategy; (2)» indicates that the performance of a given strategy is better
than that of Non-strategy, only when the percentage of hatfisles is high; and
(3) O indicates that the performance of a given strategy alwagsateexceed that

of Non-strategy. The performance of the representatiaegjy in each category

is listed in Tableb.3.

(b) Non-forwarding

Table 6.3: Performance comparison of the selected stestegi

Strategy Individual selfishness Social selfishness
Dropping | Non-forwarding | Dropping | Non-forwarding
Barter D d O O
MobiCent (] [ ] O d
IRONMAN ® @) O O
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6.5 Chapter Review

In this chapter, we first classified the selfish behavior in BTRNhe existing strate-
gies for preventing selfish behavior are traditionally siesd into three categories:
Barter-based, credit-based and reputation-based. Wecudstly analyzed the
mechanisms explored in the existing strategies. Furthempeinted out the prob-
lems in each category. At last, we conducted an experimanvéstigate the per-
formance of the representative strategies in each categbeyresults of our exper-
iment illustrate that (1) the performance of Barter-badeategies is impaired by
the requirement of exchanging the same amount of mess&)esp(itation-based
strategies cannot deal with non-forwarding selfishness ie&ironment in which
the nodes have a high probability of being selfish to otheeap(B) almost of the
existing strategies cannot efficiently prevent social sieffess.
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Chapter

Conclusions and Future Work

This chapter first concludes this thesis by summarizinggbieds addressed and the
contributions made in this thesis. We then discuss thedusearch directions.

7.1 Conclusions

The integration of wireless, short-range communicatiopabdlities in personal
mobile devices forms novel networks, in which nodes canctiir&aommunicate
when they come within the radio range of each other withoyt zne-installed
network infrastructure. Due to the mobility of nodes and lthréted resources of
mobile devices, the connectivity in these networks may termnittently disrupted
for arelative long period of time. Therefore, such novelurks are called mobile
delay tolerant networks.

Routing is one of the fundamental challenges in mobile déisrant net-
works, since a complete routing path between two nodes tisattey communicate
cannot be guaranteed. In the literature, a large body ofresevork has been
done to deal with routing in these networks. However, theseksvhave intro-
duced some new open issues. In this thesis, we identifiedduting issues and a
privacy issue which are caused by existing protocols in tealelay tolerant net-
works, and proposed a solution for each of them. Our reseanafnibutions in this
thesis are summarized in the following sections.

7.1.1 An Adaptive Routing Protocol

In the literature, a large number of protocols have beenqgseg for routing in
mobile delay tolerant networks. Epidemic can achieve thbdst delivery ratio at
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the cost of a huge resource consumption. This is inconveakthe resources in
mobile devices are generally limited. In order to betteragd®mintermediary nodes
and thus reduce the routing overhead, the research conyrfoniised on using
human mobility patterns to design efficient routing protecan order to better
understand human mobility, various studies that have celeand analyzed real
mobility traces have been conducteédb[83, 10]. These studies have shown that:
(1) human mobility is influenced by social relationships} $8ch social relation-
ships are relatively stable over time. According to thesseolations, a number
of social properties characterizing the mobility patteoisiodes have thus been
defined.

Building on these social properties, routing protocalg, [L19, 78, 46, 48]
have been proposed in the literature. However, these mist@ssume that all
messages can be correctly steered to their destinatiomvéralying a single social
property. This assumption is easily be violated due to tmetyeand dynamics of
human social properties in real-life environment.

To resolve the above issue, we proposed an adaptive routotgcpl that
can dynamically adapt to the nodes’ social properties atéhg specific time and
location. To this end, the proposed protocol dynamicalrie the properties of
the nodes based on their historical contacts. The forwgrdacisions are then
made by comparing utility values, which normalize and aggte social properties.
Thus, each time when an intermediate node is encounteredanalst appropriate
property is exploited to make forwarding decisions. Thdwation results showed
that our protocol can achieve a better delivery ratio tharethisting state-of-the-art
routing protocols that rely on a single mobility property.

7.1.2 A Delay and Cost Balancing Routing Protocol

In the literature, a number of routing protocols have beap@sed in MDTNS.
Nevertheless, most of them are inefficient to achieve a gatahbe between the
delivery delay and the delivery cost. As an example, floodliaged routing proto-
cols [117], which refers to those protocols that rely on an unlimitechber of mes-
sage copies to route a message, cause a large number ofaatoressage copies,
which obfuscates the (limited) resources of mobile devigggota-based routing
protocols 111, 89, 113, allocate the same amount of message copies for messages
with different Time-To-Lives (TTLs). The rigidity of the teer approaches makes
them often inefficient, as a fixed number of message copiewtanit all the rout-
ing situations. As a result, the dynamic allocation of mgeszopies according to
the urgency of messages is still an open issue in MDTNSs.

To resolve the above issue, we presented a novel routingqmian MDTNSs,
called Community-based Adaptive Spray (CAS) routing proto It contains a
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sub-protocol, which is utilized to identify the communitiywsture of nodes in a
network and the gateway nodes connecting two communitiesut protocol, to
route a message towards a given destination node, the soluecenessage uses
the collected community topology to precompute the mudf-tpath traversing
the minimal number of communities through their gatewayeasoand that has the
highest delivery probability. Furthermore, once the nogitprocess is engaged,
our routing protocol allocates the minimum number of messagpies at each hop
while achieving a given delivery probability according e remaining TTL of the
message. The evaluation results demonstrated that thaeptean achieve a good
balance between message delivery delay and delivery @yapared with most of
the existing routing protocols in the literature.

7.1.3 A Privacy-Preserving Routing Protocol

The contacts between nodes in MDTNs have been revealed totlhandom but
follow patterns which are repetitive to a certain exters, [70]. Therefore, the
encounter probability of nodes, which can be inferred frbm ¢ontact history of
nodes, is widely utilized in the design of efficient routingocols. Such routing
protocols are known as prediction-based routing protocblese protocols were
shown to perform better than other protocols when noded@xkéell known mo-
bility patterns [0]. However, prediction-based routing protocols implicélssume
that nodes accept to reveal their mobility patterns to otfegles. Unfortunately,
such an assumption is not realistic, since this informat&m be used to infer pri-
vate information about then3§].

To resolve the above issue, we presented a novel routingqmian MDTNSs,
called Efficient Privacy Preserving Prediction-based RoutE3PR) protocol. The
proposed protocol can preserve the mobility pattern of theem from being dis-
closed by exploiting the mobility patterns of the commuastrather than individual
patterns. The evaluation results demonstrate that thegobtan obtain compa-
rable routing performance to existing prediction-basemtqmols while preserving
the mobility pattern of nodes.

7.2 Future Work

In order to realize the wide-scale deployment of MDTNs, meogk needs to be
accomplished. Our future research plan will focus on thiefohg issues:

Firstly, the issue of social selfishness is still an opergassiowever, a MDTN
inherently depends on the cooperation of nodes to enablencmigation between
two nodes that wish to communicate with each other but areobtle radio
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range of each other. However, nodes tend to behave selfisielytadthe limited
resources of mobile devices. Selfishness of nodes thusdtiealbasic conditions
of a MDTN, and in turn seriously influences the performanceasting routing
protocols. According to the investigation in Chapérwe can see that there is
no efficient incentive strategy to prevent the social seifisls. Thus, we plan to
develop an incentive strategy to prevent social selfishness

Secondly, several social properties, such as centralilycammunity, have
been defined and widely utilized in the design of efficienttiray protocols. The
performance of these routing protocols has been shown tmpeoved by using
these social properties. Most of existing protocols asstimaethese properties
do not vary frequently. For instance, a node that belongsctmamunity does not
frequently change its community. However, this needs toatemated. To the best
of our knowledge, no research efforts have been done in ttrgstobn. Thus, we
plan to investigate the evolution of these properties baseetal mobility traces.
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