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Dr. Sonia Ben Mokhtar INSA Lyon Co-directeur de thèse
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Abstract

Mobile Delay Tolerant Networks (MDTNs) are wireless mobilenetworks in
which a complete routing path between two nodes that wish to communicate can-
not be guaranteed. A number of networking scenarios have been categorized as
MDTNs, such as wildlife tracking sensor networks, vehicular ad hoc networks,
pocket switched networks, etc.

The network asynchrony, coupled with the limited resourcesof mobile devices
(e.g., sensors, smart phones, tablets) make message dissemination (also called rout-
ing) one of the fundamental challenges in MDTNs. In the literature, a large body
of work has been done to deal with routing in MDTNs. However, most of the exist-
ing routing protocols are based on at least one of the following three assumptions:
(1) all messages can be routed by relying on a single mobilityproperty (e.g., the
belonging or not to communities); (2) all messages can be routed using a single
message allocation strategy (e.g., a fixed number of copies is used for all mes-
sages) (3) users are willing to disclose their mobility information and relationships
to others in order to improve the quality of the routing.

We argue that the above three assumptions are not realistic because: (1) users
can exhibit various social behaviors and consequently various mobility proper-
ties (e.g., they can have regular movements during week-days and exhibit non-
predictable movements during week-ends); (2) some messages might need more
or less copies to be delivered according to the localizationof the source and the
destination and to the urgency of the message; and (3) users mobility data can
disclose sensitive information about the users.

In this thesis, we relieve MDTN routing from the above three restrictive as-
sumptions.

Firstly, we propose an adaptive routing protocol for mobiledelay tolerant net-
works. The proposed protocol can dynamically learn the social properties of nodes
based on their mobility patterns, and exploit the most appropriate routing strategy
each time an intermediate node is encountered. Simulationsperformed on real mo-
bility traces show that our protocol achieves a better delivery ratio than existing
state-of-the-art routing protocols that rely on a single mobility property.

Secondly, we present a delay and cost balancing protocol forefficient routing
in mobile delay tolerant networks. The presented protocol reasons on the remaining
time-to-live of a message to dynamically allocate the minimum number of copies
that are necessary to achieve a given delivery probability.Evaluation results show
that the protocol can achieve a good balance between messagedelivery delay and
delivery cost, compared with most of the existing routing protocols in the literature.
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Lastly, we propose an efficient privacy preserving prediction-based routing
protocol for mobile delay tolerant networks. This protocolpreserves the mobility
patterns of a node from being disclosed by exploiting the mobility pattern of com-
munities that node belongs to. Evaluation results demonstrate that this protocol
can obtain comparable routing performance to prediction-based protocols while
preserving the mobility pattern of nodes.

Keywords: Delay Tolerant Networks, Routing, Privacy, Mobility
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Chapter 1
Introduction

1.1 Overview of Mobile Delay Tolerant Networks

In the last decade, mobile wireless networks have achieved arapid development
as the number of mobile devices increases. Simultaneously,we have witnessed
the evolution of communication paradigms in mobile wireless networks. Initially,
nodes (i.e., mobile devices) were communicating with each other by using long-
range wireless technologies, such as GSM [82] and GPRS [6], through a pre-
existing infrastructure. Subsequently, as the deploymentof short-range wireless
technologies (e.g., Bluetooth) in mobile devices has increased, nodes were able
to directly communicate with each other by using their short-range wireless in an
ad hoc manner, in which a pre-existing infrastructure has not been needed any
more. This communication paradigm still depends on the assumption of a contin-
uous end-to-end connectivity of nodes. However, due to the mobility of nodes and
the limited resources of the mobile devices, the connectivity of nodes may suffer
from being frequently disrupted and for a relatively long period of time. In order
to enable communication between nodes in such environments, a novel form of
networks, known as Mobile Delay Tolerant Networks (MDTNs),has emerged to
represent a class of networks where a continuous end-to-endconnectivity may not
be possible.

MDTNs have a broad range of potential applications including scenarios with
high delivery delay and scenarios with frequent disruptions and disconnections:
military battlefields [76], vehicular communications [61], deep space communica-
tions [14].

1
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Figure 1.1: An example of message routing in MDTNs

1.2 Routing in MDTNs

Due to the intermittent connectivity in MDTNs, routing is one of the most fun-
damental problems in these networks. Contrary to Mobile Ad-hoc NETworks
(MANETs) [104], a complete routing path between two nodes that wish to com-
municate cannot be guaranteed in MDTNs [30]. Therefore, the routing protocols
developed for MANETs, such as Dynamic Source Routing (DSR) [77], Ad-hoc
On-demand Distance Vector (AODV) [99], and Optimized Link State Routing
(OLSR) [23], cannot suit the intrinsic characteristics of MDTNs.

To cope with frequent, long-term disconnections, routing in MDTNs is often
performed in a “store-carry-and-forward” (also known as mobility-assisted [112],
or encounter-based [28]) manner, in which a node (i.e., a mobile device) may store
and carry a message for some time before forwarding the message to another node
that comes within its transmission range [116]. The principle of this routing mech-
anism is to construct a complete routing path between the source node and the
destination node of a message with the connections of intermediary nodes.

An example of message routing in a “store-carry-and-forward” manner is il-
lustrated in Figure1.1. The figure shows that an end-to-end path between node
A and nodeC does not exist. At time instantt0, nodeA has a message whose
destination is nodeC. At time instantt1 (which is later thant0), because of their
mobility, nodesA andB move within the transmission range of each other. NodeA
then forwards its message to nodeB. At time instantt2 (which is later thant1), the
network topology is changed, nodesB andC are now in the transmission range of
each other. The message is consequently forwarded from nodeB to nodeC.

2
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1.3 Research Issues in MDTNs

In this section, we present two key research challenges withregard to message
dissemination in mobile delay tolerant networks. These challenges motivate the
work presented in this thesis.

1.3.1 Routing Issues in MDTNs

What the above “store-carry-and-forward” mechanism illustrates is that the com-
munication between nodes in MDTNs, apart from utilizing a wireless network in-
terface, also should take advantage of the nodes’ mobility.

In order to better understand nodes’ mobility (i.e., human mobility), various
studies that collect and analyze real mobility traces have been conducted [35, 83,
10]. These studies have shown that: (1) the movement of humans in real-life is
not random, but exhibits repetition in a certain extent; (2)human mobility is in-
fluenced by their social relationships. According to these observations, a number
of social properties characterizing the mobility patternsof nodes have thus been
defined. Among these properties,centralitycharacterizes the frequency of encoun-
ters a node has;regularity characterizes the probability that given encounters are
repeated over time; andcommunitycharacterizes a group of nodes that encounter
frequently and regularly [128, 119].

Building on these social properties, a number of routing algorithms [47, 119,
78, 46, 48] have been proposed in the literature. However, these approaches exploit
a single social property and generally evaluate their approach using mobility traces
in which that property dominates. This assumption is very limitative as in reality
various social behaviors can co-exist in a given environment.

Indeed, a node may have a central position in the network and be completely
isolated in different time slots; it may exhibit a regular ora completely irregular
mobility pattern depending on the time of the day/specific days of the week; it can
be in/out a community during specific periods of time. In other words, most of
the existing approaches cannot accommodate the actual dynamics of human social
properties.

On the other hand, most of the existing routing protocols [117, 89, 111] in
MDTNs utilize the same strategy to allocate message copies.The strategy of repli-
cating messages utilized by these protocols is to either flood a message in the net-
work [117] or allocate the same amount of copies for all messages [89, 111]. How-
ever, flooding messages causes a large number of redundant message copies, which
issues in congestion and influences the successful message delivery. Moreover, al-
locating the same amount of copies for all messages cannot meet the requirements
of messages with different Time-To-Lives (TTLs). For instance, compared with a
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message with a long TTL, a message with a short TTL generally needs a greater
amount of copies to ensure to be delivered. Consequently, these routing protocols
are inefficient to allocate message copies for messages withdifferent TTLs.

Summarizing, the existing routing protocols suffer from the following two
major problems: (1) using a single social property to guide message forwarding
among nodes in a network, and cannot cope with the dynamics ofsocial behaviors.
(2) using the same strategy to allocate message copies for messages, and cannot
deal with heterogeneous message TTLs.

1.3.2 Privacy Issue in MDTNs

Routing in MDTNs inherently depends on the participation ofintermediary nodes.
In order to better choose intermediary nodes, a number of routing protocols [70,
25, 78] utilize the encounter probability of nodes, which is derived from the history
of nodes’ encounters, to determine the routing decisions [123, 125]. Such routing
protocols are known as prediction-based routing [123, 125]. It has been shown
that these protocols perform better than other protocols when nodes exhibit well
known mobility patterns. However, these prediction-basedrouting protocols im-
plicitly assume that nodes accept to reveal their mobility patterns to other nodes.
Unfortunately, such an assumption is not realistic, since this information can be
used to infer private information, as demonstrated by Gambset al. [33]. The fear
that the private information is disclosed to other nodes hinders MDTNs from being
largely deployed.

Summarizing, the existing prediction-based routing protocols suffer from the
following problem: disclosing the private information of nodes in the message
routing process.

1.4 Contributions

This thesis makes several contributions addressing the research issues outlined
above. The basic features and novelties of the proposed routing algorithms are
the following:

• We propose an adaptive routing protocol, in which we dynamically learn the
social properties of nodes based on their mobility patterns, and exploit these
properties to make forwarding decisions each time an intermediate node is
encountered. As a result of the adaptation to the dynamics ofthe social prop-
erties of nodes, we get the advantage of a higher delivery ratio then existing
state-of-the-art routing protocols that rely on a single mobility property.
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• We propose a delay and cost balancing routing protocol [80], in which we
reason on the remaining time-to-live of a message to dynamically distribute
the minimum number of copies that are necessary to achieve a given delivery
probability. Since the number of message copies are dynamically controlled
based on the remaining time-to-live of a message, we achievea good balance
between message delivery delay and delivery cost, comparedwith most of
the existing routing protocols in the literature.

• We propose a privacy-preserving prediction-based routingprotocol [42], in
which we exploit the mobility patterns of the communities nodes belong
to. By using the community structure of nodes, we preserve the mobility
pattern of individual nodes while obtaining comparable routing performance
to existing prediction-based protocols.

• We investigate strategies for preventing selfish behavior in mobile delay tol-
erant networks [81]. First, we propose a classification of selfish behavior.
Second, we review the different strategies proposed for preventing selfish
behavior in MDTNs. Lastly, we conduct experiments to compare the perfor-
mance of these strategies for preventing different types ofselfish behavior.

1.5 Publications

The work presented in this thesis has resulted in the following publications in in-
ternational journals and conferences:

International Journal Papers

[J1] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, Kangbin Yim,
“An investigation on the unwillingness of nodes to participate in mobile delay
tolerant network routing,”International Journal of Information Management,
vol.33, no.2, 2013.

International Conference Papers

[C1] Omar Hasan,Jingwei Miao, Sonia Ben Mokhtar, Lionel Brunie, “A pri-
vacy preserving prediction-based routing protocol for mobile delay tolerant
networks,”In: Proceedings of IEEE International Conference on Advanced
Information Networking and Applications (AINA). IEEE, 2013, pp. 1–8.

[C2] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, “A self-
regulating protocol for efficient routing in mobile delay tolerant networks,”
In: Proceedings of IEEE International Conference on Digital Ecosystems
Technologies (DEST). IEEE, 2012, pp. 1–6.
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[C3] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, Kang-
bin Yim, “An analysis of strategies for preventing selfish behavior in mobile
delay tolerant networks,”In: Proceedings of IEEE International Conference
on Innovative Mobile and Internet Services in Ubiquitous Computing (IMIS).
IEEE, 2012, pp. 208–215.

[C4] Jingwei Miao, Omar Hasan, Sonia Ben Mokhtar, Lionel Brunie, “An adap-
tive routing algorithm for mobile delay tolerant networks,” In: Proceedings
of IEEE International Symposium on Wireless Personal Multimedia Commu-
nications (WPMC). IEEE, 2011, pp. 1–5.

[C5] Jingwei Miao, Omar Hasan, Lionel Brunie, “Leveraging node centrality and
regularity for efficient routing in mobile peer-to-peer networks,” In: Proceed-
ings of International Conference on Data Management in Gridand Peer-to-
Peer Systems, pp. 83–94, 2011.

1.6 Thesis Outline

This thesis is organized as follows. In Chapter2, we the state of the art related to
the topics covered in the thesis. In Chapter3, we present an adaptive routing proto-
col for MDTNs, which can dynamically adapt to the user’s social properties at the
very specific time and locations. In Chapter4, we present a self-regulating routing
protocol, which can dynamically allocate more or less message copies according to
the urgency of a message. In Chapter5, we present an efficient privacy preserving
prediction-based routing protocol for MDTNs, which can achieve a comparable
performance to the existing prediction-based routing protocols while preserving
the privacy of nodes. In Chapter6, we present an analysis of strategies for prevent-
ing selfish behavior in MDTNs, which is another reason that hinders users from
participating in message routing. Finally, we summarize the main contributions of
this thesis and point out some future directions in Chapter7.
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Chapter 2
Background

2.1 Short-range Communication Technologies

The increasing pervasiveness of mobile devices with short-range networking capa-
bility offers novel communication opportunities. Nodes can directly communicate
when they come within the radio range of each other with no need for any pre-
installed networking infrastructure. In this section, we give an overview of two
kinds of the most predominant short-range wireless communication technologies
used in MDTNs: Bluetooth and WiFi, which are widely deployedin most of mo-
bile devices (e.g., laptops, smart phones, and tablets).

2.1.1 Bluetooth

Bluetooth was first proposed by Ericsson in 1994 as a wirelessalternative to RS-
232 [110] data cables. It has become the standard that aims to enable commu-
nication between devices over short distances. Nowadays, Bluetooth is widely
deployed in mobile devices, such as personal digital assistants, mobile phones,
laptops, or digital cameras. Bluetooth operates on the 2.45GHz frequency band.
It can operate in three power classes (see Table2.1) with different communication
ranges.

Moreover, different versions of the Bluetooth protocol have been implemented,
which differ in their data transmission rate. The detailed information of data trans-
mission rate in each version of Bluetooth protocol is illustrated in Table2.2.

In the case of MDTNs, Bluetooth generally operates on class 2with version
2.0 due to the following reasons: (1) class 2 model provides an acceptable ratio
range (∼ 10 m) for communication between nodes; (2) class 2 model can save the
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Table 2.1: Power classes of Bluetooth

Class Maximum permitted power Range (m)
(mW) (dBm)

Class 1 100 20 ∼ 100
Class 2 2.5 4 ∼ 10
Class 3 1 0 ∼ 1

Table 2.2: Data transmission rate for each version of Bluetooth protocol

Version Data rate Maximum application throughput
Version 1.1 & 1.2 1 Mbit/s 0.7 Mbit/s

Version 2.0 3 Mbit/s 2.1 Mbit/s
Version 3.0 24 Mbit/s

battery which is limited in mobile devices; (3) version 2.0 can provide a good data
transmission rate for communication.

2.1.2 802.11 WiFi

802.11 was first proposed by the Institute of Electrical and Electronics Engineers
(IEEE) [91] in 1997 as the first wireless networking standard. Nowadays, 802.11
has evolved into a class of specifications which have been created by IEEE for
wireless local area networks (WLANs), such as 802.11 a/b/g/n. These specifi-
cations focus on the physical layer and the MAC (medium access) layer of the
Open Systems Interconnection (OSI) model. The 802.11 family comprises several
standards with different characteristics according to transmission speed and used
frequency band. As an example, 802.11a (54 Mbit/s, 5 GHz) 802.11b (11 Mbit/s,
2.4 GHz) or 802.11g (54 Mbit/s, 2.4 GHz).

The term Wireless Fidelity (WiFi or Wi-Fi) was first used by USPatent and
Trademark Office (USPTO) [97] in 1999. It then was used by Wi-Fi Alliance [1] to
represent any WLAN products that are based on the IEEE 802.11standards. Since
most of the modern WLANs are based on these standards, the term Wi-Fi is used
as a synonym for WLAN.

The most widely used protocols in the 802.11 family are the 802.11 (b/g/n).
These protocols can form two types of networks: infrastructure-less networks, and
infrastructure networks. In an infrastructure-less network, nodes can directly com-
municate with each other; while in an infrastructure network, the communication
between two nodes is performed via an access point. Generally speaking, an access
point is a fixed station, often connected to the Internet, that acts as a communica-
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tion hub between two devices that want to communicate with each other. Thus,
each message from a node to another is relayed through the access point. This ap-
proach has two advantages. First, the wireless network coverage is extended. For
two nodes to communicate, they do not need to be in communication range with
each other, just in communication range with the access point. Second, an access
point can help mobile nodes save power by buffering frames atthe access point for
the mobile node. The node itself stays in power-save mode most of the time and
just wakes up to receive buffered frames if available.

Communication range differs between the specific standards. For example,
802.11b spans about 150 meters (outdoors) and 802.11g only 25 meters. Both
ranges are suitable for the mobile delay tolerant network environments.

2.2 Infrastructure-less Networks: MANETs vs MDTNs

According to whether an end-to-end routing path between twonodes that wish to
communicate can be guaranteed or not, infrastructure-lessnetworks can be clas-
sified into two categories: mobile ad hoc networks and mobiledelay tolerant net-
works.

2.2.1 Mobile Ad-hoc NETworks

Mobile Ad-hoc NETworks (MANETs) are self-configuring infrastructure-less net-
works, in which nodes (i.e., mobile devices) are connected via a short-range wire-
less interface [44]. Nodes in MANETs are free to move and organize themselves
arbitrarily. As a result, the network topology may change unpredictably and fre-
quently.

Even though the network topology in MANETs may arbitrarily and frequently
change, routing in MANETs is still based on the model of connectivity, that is,
they assume that there is an end-to-end routing path betweentwo nodes that wish
to communicate. Depending on the number of nodes in their routing path, routing
in MANETs can be divided into two types: one-hop routing and multi-hop routing.
In one-hop routing, message is transferred from a node to another node at the time
it comes in the transmission range of the former; while, in the multi-hop routing,
intermediate nodes are utilized to connect two nodes that wish to communicate and
are not directly in the transmission range of each other. It is worth noting that a
contemporaneous end-to-end path is established via the intermediate nodes. An
example of routing in MANETs is illustrated in Figure2.1.
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Figure 2.1: An example of routing in MANETs

Figure 2.2: An example of message exchange in “store-carry-and-forward” mech-
anism

2.2.2 Mobile Delay Tolerant Networks

Routing in MANETs is based on the assumption that a complete routing path be-
tween two nodes that wish to communicate can be guaranteed. However, such as-
sumption may be violated due to the mobility of the nodes and the limited resources
of the mobile devices. Consider such a case where end-to-enddelays can be of
several minutes, or even hours, which is much longer than protocols such as TCP
can handle, or where a completely connected end-to-end paththrough the network
rarely, or never, exists between two nodes wishing to communicate. Such commu-
nication networks are commonly classified as Delay TolerantNetworks (DTNs).

The key difference between DTNs and MANETs is that a contemporaneous
routing path between two nodes that wish to communicate cannot be guaranteed
in DTNs, but the union of network snapshots over time can present an end-to-end
routing path. An example of routing in DTNs is illustrated inFigure2.2.

The forms that a DTN show can be classified into two modes [98]: infrastructure-
less model or infrastructure-based model. In the former model, nodes can commu-
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nicate when they come within the communication range of eachother; while, in
the latter model, nodes can communicate via an infrastructure. In the literature, the
term Mobile Delay Tolerant Networks (MDTNs) are utilized toexpress the former
kind of DTNs. This is the kind of DTNs considered in this thesis.

2.3 Mobility Models

As discussed in Chapter1.2, routing in MDTNs takes advantage of nodes’ mobil-
ity, which is represented by the termmobility model. Generally speaking, mobil-
ity models are divided into two categories [72]: synthetic models and real-world
traces [86]. In a synthetic model, the nodes’ mobility is generated by amathe-
matical model, while in a real-world trace, the nodes’ mobility is collected from
a trace of human movements in a real-life scenario. In the following sections, we
introduce the most widely utilized mobility models in the literature.

2.3.1 Synthetic Mobility Models

Random WayPoint Mobility Model

The Random WayPoint (RWP) mobility model was first presentedby Johnson et
al. in [52]. In this model, each node is initially assigned a random position (called
waypoint) within a given area. At the same time, each node is specified a random
waypoint as its destination, and it then moves towards the destination with a ran-
dom speed. The speed is chosen according to a uniform distribution in [vmin,vmax],
wherevmin andvmax are the minimum and maximum speed of nodes respectively.
When the node reaches the destination, it stays there for a certain period of time,
called pause time. When the pause time expires, it randomly chooses a new way-
point as the destination, and repeats the above process.

However, according to the study in [88, 63], it has been observed that the
stationary distribution of the location of a node, sampled at random time instants,
is more concentrated near the center of the simulation area.Density waves in
the average number of neighbors thus are produced by the RWP mobility model.
A density wave is the clustering of nodes in one part of the simulation area. In
order to avoid the initialization problem of RWP, Camp et al.[18] introduced the
following three solutions: (1) save the position of nodes after a simulation that has
executed long enough to be past this initial high variability, and use this position
file as the initial position of nodes in the future simulations; (2) initially distribute
nodes in a manner that maps to a distribution more common to the model; (3)
discard the initial 1000sof simulation time produced by the RWP mobility model
in each simulation. The third solution is widely utilized [81].
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Random Direction Mobility Model

The Random Direction (RD) mobility model [103] was introduced for modeling
users movement within cellular systems [43, 39]. The RD mobility model is de-
fined as follow. As in the RWP model, each node is initially assigned a random
position, which is uniformly distributed within a simulation area. Each node then
chooses a directionϕ uniformly distributed in[0,2π]. It also chooses a speed
according to the uniform distribution in[vmin,vmax], wherevmin andvmax are the
minimum and maximum speed of nodes respectively. It then moves in the direc-
tion ϕ until it reaches the borders of the simulation area. When a boundary of the
simulation area is reached, it stays there for a certain period of time (i.e., a pause
time). When the pause time expires, it randomly chooses a newdirection uniformly
distributed in[0,π] and a random speed. It then repeats the above process.

Many variants of the RD mobility model have been proposed. Webriefly
introduce three variants of the RD mobility model, which arewidely used. The first
variant of the RD mobility model was presented by Royer et al.[103]. In [103],
each node is also assigned a travel duration before it startsto move with a random
speed in a random direction. It then stops and changes its direction if the assigned
travel duration expires before it reaches the borders of thesimulation area. In such
a case, a new direction is uniformly chosen in[0,2π]. The second variant of the
RD mobility model was presented by Haas [40]. In [40], when a node reaches a
boundary of the simulation area, it instantaneously re-enter into the simulation area
from the opposite boundary. I then continues to move with theprevious speed and
in the previous direction. The third variant of the RD mobility model was presented
by Bettstetter [5]. In [5], when a node reaches a boundary of the simulation area,
it bounces off and continues to move with the previous speed in a new direction,
which isπ−ϕ .

Unlike the RWP mobility model, the stationary distributionof the nodes’ po-
sitions, which is sampled at random time instants, has a uniform distribution.

Community-based Mobility Model

Recent studies [10, 53, 45] on the spatial characteristics of human mobility based
on real world traces demonstrate that nodes (i.e., humans) in real-life tend to visit
some locations more frequently than others. For instance, Kim et al. in [59] con-
ducted the investigation of the spatial characteristics ofhuman mobility by ana-
lyzing the mobility traces of students in the campus of Dartmouth College. The
investigation shows that students spend most of their school time at several spe-
cific locations in the campus such as the cafeteria, the library, and the study halls.
Moreover, this investigation also demonstrates that humanmovement is driven by
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Figure 2.3: Community-based Mobility Model

social relationships. For instance, the engineering students tend to stay in the en-
gineering hall most of their time, while the students in computer science visit the
computer science hall most often [25]. These observations are consistent with the
research works in [10, 84].

Building on the above observations, Spyropoulos et al. in [112] presented a
community-based mobility model. It has been widely utilized to evaluate the rout-
ing performance of community-based routing protocols [114, 25], since it is moti-
vated by the traces from real world and proved to better resemble human movement
in real-life [114].

In this mobility model, each node is associated with a geographical area as its
local region. The local region of a node is the region it always prefers to visit. De-
pending on whether a node moves inside its local region or not, the movement of
a node can be defined to consist of a sequence oflocal androamingepochs. More
specifically, a local epoch of a node is a random direction movement restricted
inside its local region, while a roaming epoch of the node is arandom direction
movement inside the entire network. If the previous epoch ofa node was a local
one, the next epoch is a local one with probabilitypl , or a roaming epoch with
probability 1− pl . Similarly, if the previous epoch of the node was a roaming one,
the next epoch is a roaming one with probabilitypr , or a local one with probability
1− pr . The state transition between local and roaming epochs is shown in Fig-
ure2.3. The nodes whose local regions are the same consist of a community, due
to the above observations.

2.3.2 Real World Traces

Reality Mining Trace

The Reality Mining trace [27] was collected by the Reality Mining project group
from MIT Media Labs. It is an experimental study involving about 97 people
for the duration of 9 months. Each person was given a Nokia 6600 cell phone
with a software that continuously logs data about the location and contacts of the
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cell phone. The logged data from all the cell phones total around 350K hours of
monitoring time and fit into a database of 1GB size.

Cambridge Trace

The cambridge trace [106] was collected by Scott et al. in Cambridge university.
This trace includes the contacts about 36 people for 3 days. Each people was asked
to carry the mobile devices (i.e., iMotes) with them at all times for the duration
of the experiment. In addition, a number of stationary nodeswere deployed in
various locations that we expected many people to visit suchas grocery stores,
pubs, market places, and shopping centers in and around the city of Cambridge,
UK. A stationary iMote was also placed at the reception of theComputer Lab, in
which most of the experiment participants are students.

2.4 Routing in MDTNs

2.4.1 Classification of Routing Protocols

In the literature, a variety of routing protocols have been proposed in MDTNs.
The existing routing protocols can be classified from different aspects [125, 19].
In the following paragraphs, the existing routing protocols in DTNs are classified
with respect to their strategies of controlling message copies and their strategies of
making the forwarding decision.

According to the number of destination nodes of a message, routing proto-
cols can be classified into three categories: unicast routing, multicast routing, and
broadcast routing. In unicast routing, there is a single destination for each mes-
sage. In multicast routing, there is a group of destination nodes for each message.
In broadcast routing, all the nodes in the network are the destination nodes for each
message.

Moreover, depending on whether a message is partitioned into multiple frag-
ment packets by the source node or not, the existing routing protocols can be di-
vided into two categories: coding-based or coding-free. The technology of mes-
sage coding is generally utilized to achieve the following two goals: protecting the
routed messages and routing big data. For instance, Jansen and Beverly in [51]
proposed a coding-base privacy-preserving strategy, in which each message is par-
titioned into multiple packets which are separately routedto the destination node
via multiple independent paths.

Depending on the number of message copies utilized in the routing process,
protocols can be classified into two categories [115, 114, 28, 31]: single-copy and
multi-copy. In single-copy routing protocols, only a single copy for each message
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Figure 2.4: Classification of routing protocols in DTNs

exists in the network at any instant; while in multi-copy routing protocols, mul-
tiple copies of a message can be distributed into the network. Moreover, based
on whether the number of message copies of a message is limited or not, multi-
copy routing protocols can be further divided into flooding-based [117] and quota-
based [89, 111]. Flooding-based routing protocols forward a copy of each message
to as many nodes as possible, whereas quota-based routing protocols intentionally
limit the number of message copies.

In addition, according to whether the forwarding decision is based on the
knowledge derived from the nodes’ encounters or not, protocols can as well be
classified into two categories: knowledge-free and knowledge-based. Knowledge-
free routing protocols make forwarding decision without relying on the nodes’ ca-
pacity of delivering a message to the destination node, while knowledge-based
routing protocols utilize some knowledge, such as encounter probability of nodes
and community structure, to make the forwarding decision.

Figure2.4 shows a classification of existing routing protocols based on the
above aspects. It is worth noting that a routing protocol maybe classified into
multiple categories according to different aspects.

2.4.2 State of the Art in Routing Protocols

The contributions of this thesis on the routing issues involve the following two
aspects: (1) how to make the forwarding decision, and (2) howto allocate message
copies. Therefore, we introduce the work related to the above two aspects in the
following sections.
Direct Delivery [38]
In Direct Delivery routing, the source node of a message keepsthe message in its
buffer until it encounters the destination node or the Time-To-Live (TTL) of the
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message expires.
It is worth noting that Direct Delivery is traditionally considered to achieve

the lowest delivery probability and consume the fewest costin terms of the number
of message copies.
First Contact [38]
In First Contact routing, after receiving (or generating) amessage, a node forwards
the message to the first node that it encounters, and then deletes the message. Such
forwarding process is repeated until the message is delivered to the destination
node or the TTL of the message expires.
Seek and Focus [115]
In Seek and Focus routing, at the beginning, a message is randomly forwarded to
an encountering node which does not yet hold the message until it reaches a node
with a high enough utility. The concept of utility indicateshow efficiently a node
can deliver the message to the destination. Afterwards, themessage is forwarded
based on the utility of the encountering nodes until it reaches the destination or the
TTL of the message expires. Note that only one copy for each message exists in
the routing process.
Two-Hop Forwarding [ 38]
Grossglauser and Tse [38] presented a simple routing protocol named Two-Hop
Forwarding. In Two-Hop Forwarding, messages are relayed through only one in-
termediate node, that is, the number of hops of message forwarding is limited to
two hops. More specifically, the source node of a message randomly sends the
message to an encountering node without the message. This latter then keeps the
received message until it encounters the destination node or the TTL of the message
expires.
Epidemic Routing [117]
In Epidemic routing, the messages in the network diffuse similarly to viruses by
pairwise encounters of nodes. Specifically, when two nodes encounter each other,
each of them complements the missing messages according to the messages in the
other’s buffer. A node is “infected” if it accepts and relaysa message.

Note that Epidemic is traditionally considered to achieve the highest delivery
probability and consume the most cost in terms of the number of message copies.
Gossiping [41]
Haas et al. in [41] presented a randomized flooding routing protocol, named Gos-
siping routing. Unlike the message propagation in Epidemic, in Gossiping, a mes-
sage is replicated to an encountering node without the message with some prob-
ability p < 1. Therefore, it is also known as Probabilistic routing. Moreover,
compared to Epidemic routing, Gossiping routing can reducethe delivery cost but
with potentially lower delivery ratio and higher delivery latency.
(p,q)-Epidemic Routing [79]
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Matsuda and Takine [79] presented a routing protocol, named(p,q)-Epidemic
Routing, on the basis of the randomized flooding routing. In(p,q)-Epidemic
routing, messages are forwarded in a probabilistic manner,with p (respectively
q) being the probability of a relay node (respectively sourcenode) transmitting a
message to another node when they meet. It is also demonstrated that, according
to the different settings regardingp andq, several previous algorithms are special
cases of(p,q)-Epidemic Routing, such as Direct Delivery (p= 0, q= 0), Proba-
bilistic routing (0< p= q< 1), Two-Hop forwarding (p= 0, q= 1), and Epidemic
routing (p= 1, q= 1).
Spray and Wait (SW) [111]
Spyropoulos et al. [111] presented a quota-based routing protocol, named Spray
and Wait (SW). In Spray and Wait (SW), each message is associated with some
forwarding tokens, which indicate message copies. Each message has two phases:
the spray phase and the wait phase. A message is in the spray phase, if there is more
than one forwarding token left. During the spray phase, the forwarding tokens of a
message can be sprayed to an encountering node without the message. If there is
only one forwarding token left, the message is in the wait phase. During the wait
phase, a message can only be forwarded to the designation node.

The author presented two versions of Spray and Wait: Source Spray and Wait
(SSW) and Binary Spray and Wait (BSW). In SSW, when the sourcenode of a
message encounters a node without the message, it forwards acopy of the mes-
sage with one forwarding token to the encountering node. In BSW, when a node
carrying a message in the spray phase encounters another node without the mes-
sage, the node forwards a copy of the message with half forwarding tokens to the
encountering node, and keep the message with the remaining forwarding tokens.
Encounter Based Routing (EBR) [89]
Nelson et al. in [89] presented a quota-based routing protocol, named EBR. Sim-
ilar to SW, the source node of a message in EBR disseminates a predetermined
number of forwarding tokens for each message. The difference between EBR and
SW is that the number of message copies forwarded to an encountering node is
dynamically computed based on a windowed degree centrality, that is, the number
of nodes that encountered the node in a given period of time. More specifically, in
EBR, the percentage of message copies forwarded from a node to an encountering
node is proportional to the ratio of the centrality value of the encountering node
and that of the node. Therefore, compared with SW routing, EBR is more efficient
by spraying the copies of a message to better intermediate nodes which have a high
capability of delivering the message to the destination node.
Spray and Focus (SF) [113]
Spyropoulos et al. in [113] presented a quota-based routing protocol, named Spray
and Focus (SF). Similar to SW, depending on the number of forwarding tokens
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associated to a message, each message has two phases: the spray phase and the
focus phase. The meaning of the spray phase and the focus phase is the same as
that in SW. SF has a more complex second phase than SW. Specifically, in the
focus phase, a message is forwarded from a node with lower utility value to a node
with higher utility value. Therefore, SF exploits all the advantages of quota-based
routing, but is also able to identify appropriate forwarding opportunities that could
deliver the message faster.
SAURP [28]
Elwhishi et al. in [28] introduced a quota-based routing protocol, called Self Adap-
tive Utility-based Routing Protocol (SAURP). As the same asother quota-based
routing protocols [111, 89, 113], SAURP also allocates a predetermined number
of forwarding tokens for each message, at the time the message is generated by a
source node. SAURP similarly to SF allows the message with only one forwarding
token left to be forwarded to better intermediary nodes. SAURP differs with SF
in the computation of the number of message copies forwardedto an encountering
node. In SAURP, the percentage of message copies forwarded from a node to an
encountering node is proportional to the ratio of the average inter-contact time with
the destination of the encountering node and that of the node. Note that the average
inter-contact time is similar to the encounter probability. For instance, a short av-
erage inter-contact time between two nodes indicate a high encounter probability.
Multiperiod Spray and Wait (MSW) [ 12]
Bulut et al. [12] presented a Multiperiod Spray and Wait (MSW) routing protocol
for delay tolerant networks. MSW aims to minimize the average copy count used
per message until the delivery while maintaining the predefined message delivery
rate by the given deadline. In CEMS, the number of copies for each message is
allocated in multiperiod. At the beginning of each period, some number of addi-
tional copies of a message are allocated to the source node. MSW computes the
number of additional copies of the message, depending on theurgency of achieving
the delivery rate by the given deadline for that message. Theallocation process of
message copies is repeated until the message is delivered tothe destination node or
the TTL of the message expires.
PRoPHET [70]
Similar to Gossiping routing, Lindgren et al. in [70] presented a Probabilistic
ROuting Protocol using History of Encounters and Transitivity (PROPHET). PROPHET
takes advantage of the encounter probability of nodes to guide the message for-
warding. When two nodes encounter each other, they exchangea delivery proba-
bility vector, which contains the encounter probability ofeach known node of them.
The encounter probability is computed based on previous encounters of nodes and
is subject to an ageing factor. Based on the direct encounterprobability, the de-
livery probabilities of nodes which have never directly encountered each other can
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be computed. Following the vector exchange, a message is forwarded from the
node with the lower delivery probability to the node with thehigher delivery prob-
ability. The forwarding process is repeated until the message is forwarded to the
destination node or the TTL of the message expires.
MaxProp [13]
Burgess et al. in [13] introduced a flooding-based routing protocol, named Max-
Prop. Similar to Epidemic routing, when two nodes encounter, each of them tries to
complement the missing messages according to the messages in the others buffer.
Unlike Epidemic routing, the message forwarding decision depends on the proba-
bility that the two nodes will encounter soon the destination. The encounter prob-
ability is utilized as well to determine which messages should be deleted when a
node’s buffer space is almost full.
RANK [ 47]
In RANK, the main concept is that each node maintains a windowed degree cen-
trality value, which indicates how many nodes it can encounter in a given period
of time. The centrality of nodes is then employed to guide themessage forward-
ing. More specifically, a message is forwarded from the node with lower centrality
value to the node with higher centrality value until it reaches the destination node
or the TTL of the message expires.
SBR [29]
Fabbri and Verdone in [29] presented a Sociability-Based Routing (SBR) scheme
for DTNs. SBR can be considered as an extension of RANK. SBR differs with
RANK in the calculation of the centrality value of nodes. In SBR, the computation
of the centrality value of nodes does not only include the direct encounters be-
tween nodes but also the multiple hops indirect encounters between nodes through
intermediate nodes.
LABEL [ 46]
In LABEL, it is assumed that each node possesses a label indicating its commu-
nity. The label of the nodes (i.e., the community structure)is then utilized to guide
the message forwarding. Specifically, a source node keeps a message until it en-
counters the destination or a node in the same community as the destination node.
After wards, the message is flooded inside the community of the destination node
until the TTL of the message expires. Therefore, LABEL can beconsidered as a
combination of Direct Delivery and Epidemic.
BUBBLE [ 48]
Hui et al. in [48] presented a community-based protocol that utilizes social in-
formation about nodes, such as their centrality and the community to which they
belong. In this protocol, a message is forwarded based on theglobal rankings of
two encountering nodes, until it reaches a node in the same community as the des-
tination node. After that, the message is forwarded based onthe local rankings of
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two encountering nodes, until it either reaches the destination node or the TTL of
the message expires.
IFR [ 66]
In IFR, a message is forwarded from a node with lower centrality value to a node
with higher centrality value until it reaches the destination node or a node in the
same community of the destination node. After that, the message is flooded in-
side the community of the destination node until the TTL of the message expires.
Therefore, IFR can be considered as a combination of RANK andEpidemic.
Clustering Routing [25]
Dang and Wu in [25] introduced a community-based routing protocol, named Clus-
tering routing. The encounter information of nodes is synchronized and processed
to identify the community structure and the gateway nodes. Agateway node con-
necting its community to another community is the node that has the highest prob-
ability of encountering any node in the latter community. Inthis protocol, Direct
routing is employed to route a message to a gateway node or thedestination node
if the message is in the destination nodes community.
Habit [ 78]
Mashhadi et al. in [78] presented a regularity-based routing protocol, called Habit.
In Habit, each node maintains a regularity table, which records the encounter prob-
ability of a pair of two nodes in time slots. When a source nodegenerates a mes-
sage, it looks up the local regularity table to find the optimal routing path along
which it can achieve the best delivery probability before the TTL of the message
expires. The message is then forwarded based on the pre-determined routing path.
Note that Habit is a single-copy routing protocol.
3R [119]
Vu et al. in [119] proposed a regularity-based routing protocol, named 3R. In 3R,
when a message carrier (i.e, a node) encounters another node, each of them cal-
culates the cumulative probability of encountering the destination node in the time
slots covering the remaining TTL of the message. The messageis then forwarded
to the encountering node if it has a higher probability of encountering the destina-
tion node. Such forwarding process is repeated until the message is delivered to
the destination or the TTL of the message expires.
SimBet [24]
Daly and Haahr in [24] proposed a routing protocol based on social network anal-
ysis, named SimBet. SimBet utilizes similarity and centrality at the same time.
In the context of SimBet, similarity is defined as the ratio ofcommon neighbors
between individuals in social networks. It is thus similar to the concept of commu-
nity. In SimBet, message forwarding is guided by a utility value, which is the sum
of the values of centrality and similarity multiplied by their weights. The utility
value of a node indicates its capacity of delivering a message to a destination node.
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Friendship-Based Routing (FBR) [11]
In [11], Bulut and Szymanski presented the Friendship-Based Routing (FBR) pro-
tocol for delay tolerant networks. FBR takes advantage of community and regular-
ity to guide the message forwarding. In the context of FBR, the friendship between
nodes indicates the frequency and duration of the connectivity between nodes. The
friendship between nodes is thus utilized to detect community structure of nodes
and guide message forwarding. Moreover, unlike the previous works [48, 46]
where a single community structure maintained by each node,in [11], Bulut and
Szymanski considers that the community structure of nodes evolves periodically.
Therefore, each node maintains a community structure for a given time slots ac-
cording to the history of its encounters.

After the strength of friendship and community structure ofnodes are com-
puted and constructed, a node carrying a message forwards the message to an en-
countering node, if and only if the encountering node has a stronger friendship
with the destination node and the encountering node’s community structure in the
current time slot contains the destination.

2.4.3 Classification of Routing Protocols

A classification of the above routing protocols is given in Table 2.3 according to
the established criteria and sorted by their year of publication.

2.4.4 Characteristics of Routing Protocols in Each Category

In the above sections, we have introduced and classified the state of the art routing
protocols. In the following sections, we will analyze the advantages and disadvan-
tages of the routing protocols in each category.

In single-copy routing protocols, such as Direct Delivery [115] and First Con-
tact [50], only a single copy for each message exists in the network atany instance.
Therefore, these routing protocols achieve the minimum transmission overhead in
terms of number of message copies. However, due to the inherent characteristic of
frequent and long-term network partitions in MDTNs, these protocols often suffer
from low delivery ratio and long delivery latency [38] even if a message is eventu-
ally delivered to the destination.

In order to improve the routing performance of delivery ratio and delivery
latency, multi-copy protocols distribute multiple copiesfor each message to the
network. Since multi-copy routing protocols can be furtherdivided into flooding-
based and quota-based, we analyze their characteristics respectively.

Flooding-based routing protocols, such as Epidemic [117], achieve the op-
timal routing performance in terms of delivery ratio and delivery latency at the
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Table 2.3: Comparison of routing protocols in MDTNs

Protocol Number of Message Copies Forwarding Decision Year
Epidemic [117] multi-copy Knowledge-free 2000

Direct Delivery [38] single-copy Knowledge-free 2002
First Contact [38] single-copy Knowledge-free 2002

Two-Hop Forwarding [38] multi-copy Knowledge-free 2002
PRoPHET [70] multi-copy Encounter Probability 2003

SW [111] multi-copy Knowledge-free 2005
Gossiping [41] multi-copy Knowledge-free 2006
MaxProp [13] multi-copy Encounter Probability 2006

SF [113] multi-copy utility-based 2007
LABEL [ 46] multi-copy Community 2007

(p, q)-Epidemic [79] multi-copy Knowledge-free 2008
RANK [47] multi-copy Centrality 2008

Seek and Focus [115] single-copy utility-based 2008
EBR [89] multi-copy Centrality 2009
Habit [78] single-copy Regularity 2009

SimBet [24] multi-copy Centrality & Community 2009
Clustering [25] multi-copy Community 2010

MSW [12] multi-copy Knowledge-free 2010
SBR [29] multi-copy Centrality 2011

BUBBLE [48] multi-copy Centrality & Community 2011
IFR [66] multi-copy Centrality & Community 2011
3R [119] multi-copy Regularity 2011

SAURP [28] multi-copy Encounter Probability 2012
FBR [11] single-copy Regularity & Community 2012

cost of huge resource consumption. Unfortunately, the resources (e.g., bandwidth
and memory) in mobile devices are traditionally limited andscarce. In addition,
a massively redundant messages can cause network congestion, which in turn can
severely degrade the routing performance [3, 100].

Quota-based routing protocols [89, 111] can get rid of network congestion
by restricting the number of message copies for each message. Specially, the
same amount of message copies is allocated for all messages in these protocols.
However, allocating the same amount of message copies is a two-edged sword for
quota-based routing protocols. Besides the number of copies for a message, the
successful delivery of a message is also related to its TTL. It is obvious that a mes-
sage with a short TTL needs more copies than that with a long TTL to ensure the
successful delivery. Therefore, quota-based routing protocols generally suffer from
dynamically and reasonably allocating message copies [31].
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Knowledge-free routing protocols, such as Epidemic [117] and Spray-and-
Wait [111], are characterized by their simple routing processes. Thus, the routing
performance of these protocols are easily modeled by mathematics models, such
as Markov Chain and Ordinary Differential Equations. However, these protocols
assume that all nodes have the same capability of visiting every region covered
by the network. However, reality is different. Recent studies [10, 53, 45] on the
spatial characteristics of human mobility from real world traces demonstrate that
humans usually roam in some relatively small regions ratherthan the whole space.
As a result, knowledge-free routing protocols generally suffer from poor routing
performance in real-life scenarios.

Knowledge-based routing protocols exploit the knowledge derived from the
history encounters of nodes, such as mobility pattern and social properties of nodes,
to better choose the intermediary nodes. Owing to the utilization of such knowl-
edge, knowledge-based routing protocols achieve a better routing performance in
terms of delivery ratio or delivery cost, compared with knowledge-free routing pro-
tocols. However, existing knowledge-based routing protocols, such as PRoPHET [70]
and BUBBLE [48], depends on the assumption that the utilized social property is
the most prominent one for all the nodes in a network. However, the most promi-
nent social property may vary during the message dissemination process.

2.5 Privacy Preserving Protocols in MDTNs

In this section, we focus and classify privacy preserving protocols for MDTN rout-
ing according to their specific privacy objectives.

2.5.1 Classification of Privacy Objectives

As mentioned in Chapter1.2, messages in MDTNs are relayed by intermediary
nodes. Apart from selfishness, mobile device carriers can beunwilling to partici-
pate in the routing process due to their concern about privacy. Recent years have
seen considerable research works addressing the issues of privacy in MDTNs. The
protocols in the literature are mainly concerned with preserving the privacy of one
or more of the following sensitive user aspects: (1) identity, (2) location, (3) mes-
sage content, and (4) relationships. We can thus classify the existing privacy pre-
serving protocols according to their privacy objectives. Please refer to Figure2.5
for an illustration of this classification. We discuss each of these privacy objectives
in the following section along with some solutions proposedin the literature for
achieving these objectives.
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Figure 2.5: Categorition of privacy objectives

2.5.2 Strategies for Preserving Privacy

Identity privacy

In the category of identity privacy, the identity of nodes participating in message
delivery is considered as a private information.

Kate et al. [55] presented an anonymous communication architecture for DTNs
using Identity-Based Cryptography (IBC) [107]. This is one of the first anonymous
communication solutions specifically for DTNs. Kate et al. use a construct called
DTN gateways, which are entities assumed to be trusted and tobe aware of user
identities. In the routing process, a DTN gateway replaces the identity of a source
node with a pseudonym unlinkable to the identity. The advantage of the protocol
is that there is not much overhead for routing. However, the protocol relies on the
assumption that trusted DTN gateways are present, which is astrong assumption
for MDTNs.

Le et al. [62] proposed a privacy preserving infrastructure called Privacy-
Enhanced Opportunistic Networks (PEON) based on onion routing [102]. In PEON,
nodes are clustered into groups. Nodes in the same group share public keys. Be-
fore sending a message, a source node determines the routingpath, which contains
a certain number of node groups. The message is then encrypted by the public keys
of the destination node and the determined groups in an inverse order. Thus, each
relay node can only be aware of the next hop (i.e., a node group) in the routing
path and remains unaware of the identity of the source node. Compared to clas-
sic onion routing, the routing performance of PEON in terms of delivery ratio and
delivery latency is enhanced due to the utilization of multicasting inside a group.
However, node groups are randomly clustered, which may result in the inefficient
dissemination of messages inside a group. In addition, the assumption of a Public
Key Infrastructure (PKI) rarely holds in MDTNs [55].

Lu et al. [74] presented a social-based privacy-preserving packet forward-
ing protocol (named SPRING) for Vehicular DTNs. In SPRING, Road Side Units
(RSUs) are assumed to be trusted and uncompromisable. Similar to [122], RSUs
are strategically deployed at some highly-social intersections to temporarily buffer
the messages as relays. Due to the utilization of RSUs, an adversary cannot find out
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the identity of the source and the destination nodes. However, the private informa-
tion of nodes is disclosed, if any RSU in the network is compromised. Additionally,
all RSUs in SPRING are managed by a single management authority, which results
in inflexibility.

Location privacy

In the category of location privacy in MDTNs, the discovery of the user location
by the adversary is considered as the main privacy threat. Inan untrusted network,
the mobile device owners do not want others to know their positions for personal
security reasons [75].

In [75], Lu et al. proposed the Anti-Localization Anonymous Routing (ALAR)
protocol for MDTNs. In ALAR, each message is divided intok segments and each
segment is then encrypted and sent ton different neighbors. Therefore, an ad-
versary may receive several copies of a segment at differenttimes from different
relay nodes. Even if the adversary collects these segments,they cannot localize
the source node with high probability. The disadvantage is that the routing per-
formance is influenced by the setting of the parametersk andn. Specifically, the
routing performance in terms of delivery ratio and deliverylatency is degraded as
the two parameters increase.

Zakhary and Radenkovic [124] presented a location privacy protocol that is
based on the utilization of social information of nodes. In this protocol, each node
maintains a social profile, which includesn profile attributes. The social relation-
ship between nodes are inferred by the matching of profile attributes. For each
message, the forwarding is guided by the obfuscated attributes in the firstk hops.
After that, the message can be routed by any routing protocols. Therefore, an ad-
versary cannot distinguish the location of the source node from the otherk relay
nodes. However, nodes that have strong social relationships are generally consid-
ered to be frequently co-located. Thus, the adversary can still detect the approxi-
mate location of the source node. Moreover, the routing performance is degraded,
due to the extrak forwarding hops.

Message content privacy

Since messages are relayed by intermediary nodes in MDTNs, the content of mes-
sages can be unintentionally disclosed to these nodes in therouting process. Thus,
in the category of message content privacy, the content of messages is considered
as private information.

Jansen and Beverly [51] proposed a Threshold Pivot Scheme (TPS) based on
the technique of secret sharing [92]. In TPS, a message, considered as the secret,
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is divided into multiple shares by the technique of secret sharing. The shares are
delivered to the destination node via multiple independentpaths. The content of a
message is thus protected from individual intermediary nodes. At the destination
node, the message can be reconstructed by the knowledge of any τ shares. The
disadvantage of this protocol is that if an adversary successes n monitoring a sybil
attack, it can create multiple pseudonymous nodes and then intercept sufficient
number of shares.

Shi and Luo [109] proposed an anonymous communication mechanism called
ARDEN based on onion routing [102], multicast dissemination and Attribute-
Based Encryption (ABE) [36]. In ARDEN, before sending a message, the source
node determines a path of disjoint groups, one of which includes the destination
node. The message is then encrypted by the keys of the destination node and the
grouping keys. Compared with the traditional onion routing, the advantage of AR-
DEN is that it encrypts messages with the keys of groups rather than the keys of
individual intermediate nodes. The performance in terms ofdelivery ratio and de-
livery latency can be improved, since all nodes in the same group can participate
in message forwarding. On the other hand, the arbitrary group partitioning man-
ner may result in performance degradation in terms of delivery ratio and delivery
latency.

Relationships privacy

As mentioned in the introduction, the mobility pattern of nodes plays an important
role in the routing process. A number of proposed routing protocols exploit the
encounter probability [25, 70] and social relationship of nodes [25, 48] to guide the
message forwarding decision. However, such information isconsidered as personal
and private [96] thus users may hesitate in participating in such protocols.

Hasan et al. [42] proposed a Privacy Preserving Prediction-based Routing
(3PR) protocol for MDTNs. A prediction-based routing protocol for MDTNs
works by forwarding a message from one intermediate node to another if the latter
has higher probability of encountering the destination node. However, this process
compromises the privacy of the nodes by revealing their mobility patterns. 3PR
forwards messages by comparing information about communities of nodes instead
of individual nodes. Specifically, it compares the maximum probability that a node
in the community of a potential intermediate node will encounter the destination
node. Simulations on a community-based mobility model demonstrate that the
protocol has comparable performance to existing prediction-based protocols.

Parris and Henderson [96] presented the Privacy-enhanced Social-network
Routing protocol. This protocol takes advantage of obfuscated social information
rather than accurate social information to guide the message forwarding. The orig-
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inal social information of a node is obfuscated by the following two approaches:
(1) modifying the friend list, i.e., adding or removing someitems into or from the
friend list, or (2) using a Bloom filter [8] to hash the friend list. The advantage
of the protocol is that the presence of a public key infrastructure is not necessary.
However, message routing may be guided erroneously due to the utilization of ob-
fuscated social information. Moreover, in the case of modifying the friend list of a
source node, an adversary can approximately determine the source node’s friends
by collecting the messages from the source node. In the second approach, the prob-
ability of false positives increases as the Bloom filter becomes more full, due to the
characteristics of Bloom filter.

2.5.3 Analysis of Strategies for Preserving Privacy

Criteria for comparison

The criteria for comparison of the above privacy preservingprotocols are described
in the following sections.

Adversarial models
We identify two adversarial models, which characterize thebehavior of dis-

honest users. The models are: Semi-Honest, and Malicious. Aprivacy preserving
protocol is considered secure under one of these models if itcan show correctness
and meet its privacy requirements under the given model.

Semi-Honest. In the semi-honest model, the users do not deviate from the speci-
fied protocol. In other words, they always execute the protocol according to
the specifications. The adversary abstains from wiretapping and tampering
of the communication channels. However, within these constraints, the ad-
versary passively attempts to learn the inputs of honest users by using inter-
mediate information received during the protocol and any other information
that it can gain through other legitimate means.

Malicious. Malicious users are not bound to conform to the protocol. Users under
a malicious model may deviate from the protocol as and when they deem
necessary. They actively attempt to achieve their objectives. They may par-
ticipate in extra-protocol activities, devise sophisticated strategies, and ex-
hibit arbitrary behavior. A malicious adversary has the following objectives:
1) learn the inputs of honest users, and 2) disrupt the protocol for honest
users. The reasons for disrupting the protocol may range from gaining ille-
gitimate advantage over honest users to completely denyingthe service of
the protocol to honest users.
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Collusion
A dishonest user may act alone or multiple dishonest users may act in agree-

ment to achieve their ulterior motives. When multiple dishonest users work to-
gether, it is referred to as collusion. Privacy preserving protocols either consider
that collusion can take place between users or consider thatcollusion does not take
place.

Security building blocks
The privacy preserving protocols for MDTN routing are generally built using

security building blocks such as Identity-Based Cryptography (IBC) [107], Public
Key Infrastructure (PKI), Onion routing [102], Secret Sharing, Attribute-Based
Encryption (ABE) [36], and Bloom filter [8].

2.5.4 Classification of Strategies for Preserving Privacy

A classification of the above privacy preserving strategiesis given in Table2.4
according to the established criteria.

Table 2.4: Comparison of strategies for preserving privacy

Protocol Privacy Objective Collusion Attack Model Building Blocks
[55] Identity Group Semi-Host IBC

PEON [62]
Identity
Content

Group Semi-Host
Onion Routing

PKI
SPRING [74] Identity Group Semi-Host
ALAR [ 75] Location Individual Semi-Host Secret Sharing

[124] Location Individual Semi-Host
TPS [51] Content Individual Semi-Host Secret Sharing

ARDEN [109]
Identity
Content

Group Semi-Host
Onion Routing

ABE
3PR [42] Relationships Group Semi-Host Secret Sharing

[96] Relationships Individual Semi-Host Bloom Filter

2.6 Chapter Review

In this chapter, we first introduced the wireless technologies used in mobile wire-
less networks and two major forms of mobile wireless networks. We then intro-
duced two types of mobility models that are widely utilized in the evaluation. Af-
terwards, we proposed a classification of the existing routing protocols, briefly
introduced the state of the art routing protocols, and summarized the characteris-
tics of the routing protocols in each category according to the above classification.
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Lastly, we investigated the privacy issues in mobile delay tolerant network. More
specifically, we proposed a classification of the privacy objectives and introduced
the strategies for each of the privacy objectives. We then classified the existing
preserving privacy strategy, according to several building blocks.
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Chapter 3
An Adaptive Routing Protocol for
MDTNs

3.1 Introduction

As discussed in Chapter1.3.1, various studies that collect and analyze real mobility
traces have been conducted [35, 83, 10], in order to better understand human mo-
bility. These studies have shown that: (1) human mobility isinfluenced by social
relationships; (2) such social relationships are relatively stable over time. Accord-
ing to these observations, a number of social properties characterizing the mobility
patterns of nodes have thus been defined. Among these properties,centralitychar-
acterizes the frequency of encounters that a node has;regularity characterizes the
probability that given encounters are repeated over time; andcommunitycharacter-
izes a group of nodes that encounter frequently and regularly [128, 119].

Building on these social properties, a number of routing algorithms [47, 119,
78, 46, 48] have been proposed in the literature. However, most of these routing
protocols assume that all messages can be routed by relying on a single mobility
property (e.g., the belonging or not to communities). This assumption is very lim-
iting, since in reality users can exhibit various social behaviors and consequently,
various mobility properties, in a given environment. For instance, a node may have
a central position in the network or be completely isolated in given time slots, it
may exhibit a regular or a completely irregular mobility pattern during specific
times of the day/specific days of the week, and it can be in/outa community during
specific periods of time. In other words, the exiting approaches cannot accommo-
date the dynamics of human social properties.

In order to accommodate this dynamics, we present the first Adaptive Routing
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Protocol (ARP) for MDTNs that dynamically adapts to the user’s social properties
at the very specific time and location. To this end, our protocol locally monitors
the contacts between nodes. When two nodes encounter each other, each of them
utilizes the protocol to calculate the utility values of delivering a given message to
the destination node, based on different social properties. The forwarding decision
is made based on a comparison of the computed utility.

The remainder of this chapter is organized as follows. In Section 3.2, we
introduce the system model and the information maintained by each node. In
Section3.4, we describe our proposal in detail. The simulations and results are
presented in Section3.5. Finally, we conclude this chapter in Section3.6.

3.2 System Model

We consider a setA of N mobile devices which can freely roam in a physical
environment. Each mobile device is denoted as a node with a unique identifier.
We assume that each node is equipped with a short-range radiointerface (e.g.,
Bluetooth or WiFi) for communication. For the sake of simplicity, we make the
same assumption as in [12, 114, 69, 68] that the transmission range of all nodes is
the same. Nodes are said to encounter (or meet, contact) whenthey come into the
transmission range of each other. Two encountering nodes can directly exchange
messages (i.e., communication) with each other.

We define a communityC as a set of nodes which frequently co-exist and meet
in a common space. Thus, the meeting frequency of nodes in thesame commu-
nity is considered to be much higher than that of nodes in different communities.
We assume that each community has a unique identifier. The setof nodes in a
communityC will be indicated hereafter byC= {a1,a2, . . . ,an}, wheren= |C|.

3.3 Overview of ARP

In this section, we first present the architecture of ARP. We then explain how it
works.

3.3.1 The Architecture of ARP

Our aim is to improve the routing performance by dynamicallyadapting the proto-
col to the social properties of the nodes at the very specific time and location. To
enable this kind of self-adaptive behavior, we need a protocol that supports: (1) the
analysis of the social properties of nodes, (2) the capability of comparing different
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Figure 3.1: Protocol Architecture

social properties, and (3) the management of the priority ofthe messages that are
to be forwarded.

The architecture of ARP is illustrated in Figure3.1. In the following, we
introduce the components of ARP and their functions.

• Contact Analyzer: It records its host’s contacts with other nodes. Based on
the contact history, the contact analyzer can infer the social properties of its
host (e.g., centrality, regularity, and community).

• Buffer Manager: It stores and manages all the messages that are taken by
its host.

• Property Manager: It stores the property values of the lastk nodes that its
host encountered.

• Property Normalizer : It utilizes a utility value, which is a real number in
[0,1], to represent the value of a given social property. Thus, theutility value
of a property indicates its host’s delivery capability through the property.

• Forwarding Decision Maker: Forwarding decision maker decides to for-
ward a message to an encountering node, based on the utility values of the
two encountering nodes. For all the messages which the encountering node
has a better delivery capability, forwarding decision maker sorts them by the
delivery capability in a decreasing order.
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3.3.2 The Workflow of ARP

In this section, we use an example (See Figure3.2) to demonstrate how ARP works.
Without loss of generality, let’s consider two encountering nodes nameda1 anda2.
The example is described from the viewpoint of nodea1 in the following steps:

1. After neighbor discovery service of the radio interfaces, nodea1 can identify
whena2 encounters it; it then adds the contact with nodea2 into the contact
analyzer.

2. Nodea1 searches its buffer and selects all messages whose destination is
nodea2. Nodea1 then sends these messages to nodea2.

3. Nodea1 sends its centrality value, regularity table and communityID to node
a2.

4. Assume that nodea1 still holds other messages whose destination node is
not nodea2. Nodea1 then sends a summary list of these messages in the
format of〈 message ID, destination node ID, expiration time〉 to nodea2.

5. Using this information for the messages in the summary list, nodea2 com-
putes the property values of itself and the lastk encountered nodes for each
message in the summary list, and returns them to nodea1 in the format of〈
message ID, node ID, centrality value, regularity value, community value〉.
Note that the community value is 1, ifa2 is in the same community as the
destination node; otherwise, it is 0.

6. For each message in the summary list, nodea1 merge all the property values
returned from nodea2 with its lastk encounters’ property values. Nodea1

then normalizes the property values of nodesa1 anda2.

7. Based on the normalized property values, nodea1 prepares a list of messages
for which nodea2 has a higher deliver capability. Nodea1 then sorts the
prepared message list in decreasing order of the delivery capability of node
a2. Afterwards, nodea1 forwards the messages in the prepared list to node
a2.

Without loss of generality, in steps 3-7, we only describe how nodea1 de-
termines which messages should be forwarded to nodea2. Actually, nodea2 also
performs similar steps.
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Figure 3.2: An example of the workflow

3.4 Detailed Design of ARP

In this section, we describe the computation of the propertyvalues, and the nor-
malization function.

3.4.1 Calculation of Centrality

As mentioned in the introduction, centrality is a metric that calculates the relative
importance of a node in a network. Hui et al. in [48] presented that the centrality
of nodes in real-life environments is heterogeneously distributed. Moreover, Hui
et al. also pointed out that popular nodes (i.e., nodes with high centrality values)
instead of unpopular nodes should be utilized as relays in the design of efficient
routing strategies.

In the literature, a number of centrality metrics have been proposed, such
as betweenness centrality [32], closeness centrality [105], degree centrality [90].
These centrality metrics are based on graph theory. However, these metrics are not
suitable for a distributed environment, such as DTNs. Hui etal. in [48] presented
that the degree of a node per time slot (e.g., the number of unique nodes encoun-
tered by the node in per 6 hours) is able to approximate the pre-calculated centrality
(e.g., betweenness centrality) quite well. We thus utilizethis approach [48] to cal-
culate the centrality of nodes.

In our protocol, each node (e.g., nodeu) holds an encounter set denoted asξ ,
which records the nodes encountered by nodeu in a given time slot. The encounter
between nodeu and a given nodev in time sloti is expressed as Equation (3.1).
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ζ i
uv =

{

1, if u andv meet in time sloti
0, otherwise

(3.1)

Let ξ ′ be the set of nodes encountered by nodeu in the last time slot. The
number of unique nodes encountered by nodeu in the last time slot is then pre-
sented as Equation (3.2). The superscriptcenindicates the centrality property.

∆Pcen
u = ∑

v∈ξ ′
ζ
′

uv (3.2)

Generally, there are two ways to calculate the centrality ofnodes based on
time slot: S-Window and C-Window. In S-Window manner, the centrality of a node
is the number of unique nodes that it met in the previous time slot. Meanwhile, in
C-Window manner, the centrality of a node is the accumulation of the number
of unique nodes that it met in each of the previous windows. Let Pcen′

u be the
centrality value of node before the previous time slot. The centrality of nodeu is
then expressed as Equation (3.3).

Pcen
u =

{

∆Pcen
u , S-Window

Pcen′
u +∆Pcen

u , C-Window
(3.3)

3.4.2 Calculation of Regularity

As mentioned in the introduction, the regularity of two nodes is defined as the
probability that the two nodes meet each other in a given timeslot over a given
time length. For example, time slots can be considered as 1 hour intervals and the
time length can be considered as a week. When the size of the time slot equals to
the time length, the regularity of two nodes in a time slot becomes to the general
encounter probability, which is widely utilized in DTNs [25, 70]. Assume the
duration of the contact history is 10 weeks. In the contact history, node A has met
node B for 7 times in the time slot from Mon. 0 AM to Mon. 1 AM. In this case,
the regularity between node A and node B from Mon. 0 AM to Mon. 1AM is 0.7.
Each node contains a regularity table that describes the regularity between it and
its fellow nodes in given time slots. The regularity table isconstructed by tuples
which contain the time slot and the regularity. The number ofsuch tuples is the
ratio of the time length (e.g., a week, a month) divided by thesize of the time slot.
An example of regularity table of a node is illustrated in Table 3.1.

The utilized calculation of regularity between nodes is similar to [119]. Let
pi

uv be the regularity between two nodesu andv in a given time sloti, that is the
probability that nodesu andv encounter each other in time sloti. The probability
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Table 3.1: An example of the regularity table of node A; time slot is 1 hour, and
time length is a week

Time slot B C D E

Mon.[0 AM, 1 AM) 0.7 0.6 0.5 0.3
Mon.[1 AM, 2 PM) 0.1 0.2 0.6 0.4
. . . . . . . . . . . . . . .
Sun.[11 PM, 0 AM) 0.1 0.2 0.6 0.4

that nodesu andv encounter each other in thekth time slot and not in the firstk−1
time slots can be presented as Equation (3.4).

Pk
uv = {

k−1

∏
i=1

(1− pi
uv)}p

k
uv (3.4)

Consider a nodeu and a message whose destination is noded and the remain-
ing TTL is T. Let ψ(t) be the time slot to which a given timet belongs. Let
t ′ indicate the current time. Since nodeu may encounter noded in each of the
time slots from the current time slotψ(t ′) to the time slotψ(t ′+T) in which the
TTL of the message expires, we should accumulate the encounter probability be-
tween nodeu andd in each of these time slots. The probability that nodeu will
encounter noded before the TTL of the message expires can thus be expressed as
Equation (3.5). The superscriptreg indicates the regularity property.

Preg
ud =

ψ(t ′+T)

∑
i=ψ(t ′)

Pi
ud (3.5)

3.4.3 Community Calculation

Studies utilizing Social Networks Analysis (SNA) on human mobility from real
world traces have proved that people do not act alone in real life, but tend to be-
long to communities [48, 9, 49]. Since human mobility is driven by social relation-
ships [2, 10], nodes which frequently co-exist in a common location are generally
considered to consist of a community [48, 46, 9, 25]. In addition, since the en-
counter frequency of nodes in the same community is generally considered to be
much higher than that of nodes in different communities, community structure is
widely utilized in the design of routing protocols [48, 9, 25]. Furthermore, these
works also proved that the utilization of the community can improve the routing
performance in terms of delivery ratio and delivery cost [48, 9, 46].
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Hui and Crowcroft in [49] introduced some distributed community detection
methods for DTNs, such as SIMPLE, k-CLIQUE and MODULARITY. The de-
scription of these algorithms is out of the scope of this chapter; the reader is sug-
gested to refer to [49] for further study of community detection. Hui and Crowcroft
also pointed out that k-CLIQUE is a good choice compared withSIMPLE and
MODULARITY, according to the computational complexity andaccuracy. More-
over, Palla et al. in [94] demonstrated that the centralized k-CLIQUE shows stable
results for different types of human contact traces. Thus, in this chapter, we utilize
the distributed k-CLIQUE algorithm to detect communities.

Without loss of generality, consider a nodeu and a communityC. The re-
lationship between nodeu and communityC is then expressed in Equation (3.6).
The superscriptcomindicates the community property.

Pcom
u,C =

{

1, if u∈C
0, otherwise

(3.6)

3.4.4 Normalization Function

The goal of the work in this chapter is to efficiently utilize the social properties
of nodes to steer the message forwarding towards the destination node as fast as
possible. However, the routing decision is made by comparing social properties
with different meaning and domain values. Thus, we should use the relative values
of social properties rather than the absolute values of these properties. To this end,
the value of social properties are normalized by a normalization function.

Let Nu be the set of nodes which are utilized to normalize the property values
of a nodeu. When nodeu encounters a nodev, the set (denoted asN ) of nodes
utilized to normalize their property values is updated as follows.

N = Nu∪Nv (3.7)

Let pu be the value of a property (i.e., centrality or regularity)p of a nodeu.
Let the sample set of the property values of nodes inN beΩp = {pi |1≤ i ≤ n},
wheren= |N |. Let m(p) and∆(p) be the mean value and standard deviation of
the sample setΩp of propertyp, respectively. Letp′u be the normalized value of
the propertyp of nodeu. The normalization function is then expressed in Equa-
tion 3.8 [4].

p′u =











1, if pu−m(p)> 2∆(p)
0, if pu−m(p)<−2∆(p)
0.5+ pu−m(p)

4∆(p) , otherwise
(3.8)
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The formalized property values vary in[0,1], which presents a node’s relative
capability of delivering a given message among a set of nodes. It is called as
centrality utility, regularity utility, etc. A message is then transferred from a node
with a lower utility to a node with a higher utility value.

3.4.5 Decision of Message Forwarding

In this section, we first present the design space of the forwarding decision marker.
We then present how the forwarding decision marker works.

Design Space of Forwarding Decision Marker

The decision of message forwarding in ARP is mainly based on anode’s properties
values which indicate the node’s capability of delivering amessage to the destina-
tion node. The forwarding decision is made based on the maximum difference
between the properties values of two encountering nodes.

Figure3.3shows the design space of the forwarding decision maker in ARP.
The vertical axis represents the regularity of nodes, whichindicates the mobility
pattern of nodes. The two horizontal axes represent the social information. More
specifically, the community structure indicates the relationship between nodes,
while the centrality indicates the node’s importance in thenetwork.

The forwarding decision maker in ARP is a combination of RANK[47],
3R [119] and LABEL [46], each of which uses a single social property of central-
ity, regularity and community to guide the message forwarding. It utilizes LABEL
to identify the community of a destination node if the destination node belongs to
a community. It uses RANK and 3R to forward a message closer and closer to (the
community of) the destination node.

Our protocol is inspired by the protocol presented by Hui et al. [48]. How-
ever, our protocol does not depend the assumption made in [48] that each node
belongs to at least one community. Our protocol thus can suitto more environ-
ments. Moreover, compared with the centrality property, the regularity property is
more accurate to indicate the contacts between a given pair of two nodes. Thus,
our protocol can improve the routing performance of the delivery ratio.

Design of Forwarding Decision Marker

A routing example is depicted in Figure3.4. This figure shows that a source node
s wants to send a message to a noded that belongs to the communityC. Suppose
the distance between two nodes indicates the encounter frequency of them. That is,
the encounter frequency of two nodes which are far from each other is lower than

38

Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf 

© [J. Miao], [2013], INSA de Lyon, tous droits réservés



Figure 3.3: Design space of forwarding decision maker in ARP

Figure 3.4: Illustration of the forwarding decision maker in ARP

39

Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf 

© [J. Miao], [2013], INSA de Lyon, tous droits réservés



that of two nodes which are near to each other. Consequently,when the message is
at the node which is far from the destination node, the value of the regularity prop-
erty between the node and the destination node is low. Thus, in such a case, the
message is forwarded to popular nodes, which have high centrality values. When
the message is close to the destination node, the regularityproperty becomes the
prominent property. The message is then forwarded to the nodes which have a high
regularity property with the destination node, until the message reaches a node that
belongs to the same community as the destination node. Afterentering the destina-
tion node’s community, the forwarding of the message is guided by the property of
centrality or regularity inside the community, since the community property is not
the prominent property among the community members. The forwarding process is
repeated until the message reaches the destination node or the TTL of the message
expires. The pseudo code of the forwarding strategy is illustrated in Figure3.5.

3.5 Performance Evaluation

In this section, we present an evaluation of our adaptive routing protocol by means
of simulations. Specifically, we first introduce the data setutilized to conduct the
simulations. We then present the simulation settings and the performance metrics.
After that, we briefly describe the compared routing protocols. Finally, we compare
the performance of our proposal with the compared routing protocols.

3.5.1 Dataset

The dataset that we utilized to evaluate our protocol is the MIT Reality Mining
dataset [27]. The contacts between nodes (i.e., students) are illustrated in Fig-
ure 3.6. It can be seen that these contacts concentrate in two periods: from the
middle of September 2004 to the middle of December 2004 and from the middle
of January 2005 to the middle of May 2005. The two periods are the academic
semesters, the contacts between nodes are thus relatively stable. In addition, the
contacts in the first period are much more than that in the second period. We
thus selected the period from Sept. 13 2004 to Dec. 06 2004, which contains
49183
90534≈ 54.33% contacts of the whole dataset, to conduct the experiments.

3.5.2 Simulation Settings

The simulations have been conducted on the Opportunistic Network Environment
(ONE) simulator [57] with the MIT Reality Mining dataset refined as explained
afore. The dataset contains the contacts of nodes over 12 weeks. The first 4 weeks
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Protocol: MessageForwarding
Participants: Nodeu and nodev, whereu,v∈ A.
Input: (1) m, a message. (2)d, the destination node of messagem. (3)Cd, the community
of noded. (4) ε, the threshold of maximum difference of properties.
Notation: (1) Pu

cen, the centrality value of nodeu. (2) Pv
cen. (3) Pu

reg, the regularity value of
nodeu. (4) Pv

reg. (5) Pu
com, the community value of nodeu. (6) Pv

com.
Output: Messagem is forwarded to nodev if v= d, or nodev has a higher capability of
delivering the message to the destination node.
Setup: Node u has a messagem whose destination is noded. Nodev does not have
messagem.
Events and Associated Actions:

nodeu encounters a nodev
1: if v= d then
2: nodeu sends messagem to nodev
3: else
4: each node calculates and normalizes its property values, according to Equa-

tion 3.3,3.5,3.6,3.8
5: Pdi f f

cen ← Pv
cen−Pu

cen

6: Pdi f f
reg ← Pv

reg−Pu
reg

7: Pdi f f
com ← Pv

com−Pu
com

8: Pmax←max{Pdi f f
cen ,Pdi f f

reg }

9: if Pdi f f
com ≥ 0 and Pmax≥ ε then

10: nodeu forwards messagem to nodev
11: end if
12: end if

Figure 3.5: MessageForwarding
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Figure 3.6: Number of contacts per day in the whole MIT real ming data set

are selected as a warm-up period to initialize the properties of the nodes, i.e., cen-
trality, regularity and community. In the following 4 weeks, as in [78], a pair of
nodes are randomly selected as the source node and the destination node of a mes-
sage every hour. Therefore, there are 672 messages generated in each simulation.
Each message contains the identifiers of the source and the destination nodes, and
a given TTL. The last 4 weeks are utilized to deliver the messages which are last
generated.

In addition, we analyze the contacts of nodes, in order to detect the regularity
pattern of nodes’ contacts. Figure3.7shows the number of contacts between nodes
per day in the dataset. It can be seen that the contacts of nodes exhibit a high
periodicity. That is, there are about 4 periods in each month. We thus map the
contacts of nodes into a week map to extract the regularity pattern of nodes.

In order to detect the community structure of nodes, we adopted the same
setting as in [48]. Specifically, the community detection is based on the contact
duration of each pair of nodes. The threshold for the contactduration is chosen
as 129600 seconds in the dataset, i.e., the contact durationof each pair of nodes
in a community is greater than the threshold. The threshold was obtained from
assuming 3 lectures per week and a total trace duration of 12 weeks. Research
students in the same office may stay together all day, so theircontact duration
threshold could be very large. For students attending lectures, this estimation can
be reasonable.
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Figure 3.7: Number of contacts per day in the period from Sept. 13, 2004 to Dec.
06, 2005 on MIT Real Mining dataset.

3.5.3 Routing Protocols

Based on the above settings, we conducted our experiment with the following rout-
ing protocols.

RANK: In [47], each node maintains a windowed degree centrality value,
which indicates how many nodes it can encounter in a given period of time. The
centrality of nodes is then employed to guide the forwardingof messages. More
specifically, a message is forwarded from a node with a lower centrality value to
a node with a higher centrality value until it reaches the destination node or the
TTL of the message expires. In the simulation, the C-Window strategy is used to
compute the centrality value of a node. It accumulates the number of unique nodes
that encountered the node in each of the previous time windows. The window size
is set to 4 hours.

3R: In [119], each node maintains a regularity table which records the prob-
ability of encountering each of other nodes in different time slots. The regularity
table is then utilized to calculate the probability that a node will encounter the desti-
nation node within the TTL of a message. Specifically, each message is forwarded
from a node to the destination node or the nodes which have a higher encounter
probability with the destination node.

Label: In [46], it assumes that each node possesses a label indicating its
community. The label of nodes is then used to guide the forwarding of messages.
More specifically, each message is forwarded to the nodes with the same label as
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Figure 3.8: Delivery ratio comparison of the routing protocols

the destination node until it reaches the destination node or the TTL of the message
expires.

3.5.4 Performance Metrics

To evaluate ARP we used two well known metrics: the delivery ratio and the de-
livery cost defined as follows.

Delivery ratio: is the proportion of messages that have been delivered out of
the total unique messages created.

Delivery cost: is the total number of messages transmitted in the simulation.
To normalize this, we divide it by the total number of unique messages created.

3.5.5 Simulation Results

We performed three experiments. First, we compare the performance of ARP
against the protocols introduced above, with respect to thetwo introduced per-
formance metrics. We then analyze the impact of the threshold value on the perfor-
mance of ARP. Finally, we investigate the impact of the size of the encounter set
on the performance of ARP.

Performance comparison of routing protocols

Figure 3.8 shows the delivery ratio of the compared routing protocols.We can
observe that ARP always achieve the best delivery ratio for all values of TTL.
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Figure 3.9: Delivery cost comparison of the routing protocols

LABEL always achieve the worst delivery ratio. This is because the messages
whose destination nodes do not belong to any community can only be delivered by
LABEL when the source nodes directly encounter the destination nodes. We also
observe that the delivery ratio of RANK is very close to that of 3R.

Figure 3.9 shows the delivery cost of the compared routing protocols asa
function of the TTL of the generated messages. We can observethat ARP has
the highest delivery cost, whatever the value of TTL. This isbecause ARP make
multiple properties to make forwarding decision, and the properties of nodes are
diversified. LABEL always achieve the lowest delivery cost.This is because the
messages whose destination nodes do not belong to any community can only be de-
livered by LABEL when the source nodes directly encounter the destination nodes.
We also observe that the delivery cost of 3R is lower than thatof RANK when the
TTL is shorter than 1 week, since the regularity property is more accurate to indi-
cate the contacts between a given pair of two nodes.

In this work, we focus on improving the delivery ratio by adapting to the
dynamics of social properties. In the future, we would restrict the number of copies
for each message to reduce the deliver cost of the protocol.

Demonstrating Routing Protocol Behavior

In this section, we demonstrate the usage of multiple socialproperties to make
the forwarding decisions. To this end, for each property, werecord the number of
forwarding decisions that are made by using the property. Tonormalize this, we
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Figure 3.10: Usage of the social properties in making forwarding decisions

divide it by the total number of forwarding decisions in eachsimulation. In the
following simulations, the TTLs of messages are chosen as 7 days, 14 days, and 21
days.

Figure3.10shows the percentage of the usage of each property to make the
forwarding decisions. It can be seen that most of the forwarding decisions are made
based on the centrality and regularity properties. It is because that the community
property only works when a message carrier encounters a nodebelonging to the
same community as the destination node of the message. Moreover, the percentage
of the usage of centrality property increases as the TTL increases, while the per-
centage of the usage of regularity property decreases as theTTL increases. This
is because the centrality property in this dataset is more heterogeneous than the
regularity property.

Impact of the Threshold Value

In this section, we investigate the impact of the settings ofthe threshold on the
routing performance of ARP. In the following experiments, we vary the value of
the threshold from 0.1 to 0.3 with step by 0.1.

Figure3.11shows the delivery ratio of ARP with different threshold values.
We can observe that ARP achieves a higher delivery ratio witha lower threshold
value when the TTL is less then 12 days. This is because ARP canforwards more
copies of a message to encountered nodes with a lower threshold. The more nodes
taking a copy of a message can in turn result in increasing thedelivery probability
of the message. When the TTL is greater than 12 days, ARP achieves almost the
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Figure 3.11: Delivery ratio comparison of the routing protocols

same delivery ratio with different threshold values.
Figure3.12shows the delivery cost of ARP with different threshold values.

It can be seen that the delivery cost increases as the TTL increases. This is be-
cause message copies of a message can be forwarded to more nodes with a longer
TTL. Moreover, we can observe that the delivery cost increase as the threshold
value decreases. This is because ARP can forwards more copies of a message to
encountered nodes with a lower threshold.

Impact of the Normalization Function

In this section, we investigate the impact of the size of the encounter set, which is
utilized to normalize the property values, on the routing performance of ARP. In
the following experiments, we vary the value of the size of the encounter set from
5 to 15 with step by 5.

Figure3.13(a) and (b) show the delivery ratio and the delivery cost of ARP
with different sizes of the encounter set. We can observe that ARP achieves almost
the same routing performances with different sizes of the encounter set.

3.6 Chapter Review

In this chapter, we presented a novel adaptive routing protocol for mobile delay
tolerant networks, named ARP. ARP can dynamically learn thesocial properties
of nodes based on their mobility patterns, and exploit the most appropriate routing
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Figure 3.12: Delivery cost comparison of the routing protocols
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Figure 3.13: The impact of the settings of the encounter set on the routing perfor-
mance of ARP.
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strategy each time an intermediate node is encountered. Oursimulations based
on a real mobility trace demonstrated that our protocol achieves a better delivery
ratio than existing state-of-the-art routing protocols that rely on a single mobility
property.
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Chapter 4
A Delay and Cost Balancing
Protocol for Efficient Routing in
Mobile Delay Tolerant Networks

4.1 Introduction

In the literature, a number of routing protocols have been proposed in MDTNs.
Nevertheless, most of them are inefficient from the point of view of message repli-
cation. For instance, flooding-based routing protocols [117], which refers to those
protocols that rely on an unlimited number of message copiesto route a mes-
sage, cause a mass of redundant message copies, which obfuscates the (limited)
resources of mobile devices. Quota-based routing protocols [89, 111] instead, al-
locate the same amount of message copies for messages with different Time-To-
Lives (TTLs). The rigidity of the latter approaches makes them often inefficient, as
a fixed number of message copies can not suit all the routing situations. As a result,
the dynamic allocation of message copies according to the urgency of messages is
still an open issue in MDTNs.

To the best of our knowledge, this issue has been addressed only by Bulut et
al. in [12]. However, the protocol presented in [12] assumes that all nodes move
similarly in all the regions of the network. Unfortunately,reality is different. Re-
cent studies [10, 53, 45] on the spatial characteristics of human mobility from real
world traces demonstrate that humans in real-life tend to roam in some relatively
small regions rather than the whole network space. In addition, the allocation of
message copies in [12] relies on the assumption that the source node is aware of
the successful delivery of a message at anytime. However, such assumption rarely
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holds in reality, due to the frequent and long-term network partitions in MDTNs.
In this chapter, we present a delay and cost balancing routing protocol in

MDTNs, called Community-based Adaptive Spray (CAS) routing protocol. The
goal of this protocol is to allocate the minimum number of message copies while
still achieving a high delivery ratio in a practical manner.Our protocol exploits the
community structure of the nodes as it has been demonstratedin the literature that
often nodes belong to such structures [48].

Our protocol decomposes into two major parts. First, a sub-protocol responsi-
ble for gathering mobility information about nodes upon encountering each other.
This sub-protocol aims at learning/synchronizing the topologies of communities in
the network. Second, a sub-protocol responsible for the routing process. Routing
is organized around the notion ofgatewaysbetween communities. Specifically, a
gateway towards a communityC is the node in a given community that has the
highest probability to encounter any node inC. In our protocol, to route a mes-
sage towards a given destination node, the source of a message uses the commu-
nity topology to pre-compute the multi-hop path traversingthe minimal number of
communities through their gateway nodes and that has the highest delivery prob-
ability. Furthermore, once the routing process is engaged,our routing protocol
allocates a given number of message copies at each hop according to the remaining
TTL of the message.

The contributions of the work in this chapter are twofold:

• We propose a novel routing protocol that dynamically allocates message
copies according to the TTL of each message.

• The analysis of our protocol has shown that it is the generalization of many
protocols including Direct [115], Epidemic [117], Spray-and-wait [111], and
some community based routing protocols [25]. By generalization, we mean
that our protocol can dynamically decide to behave like one of these algo-
rithms in order to better suit the current situation.

The remainder of the chapter is organized as follows. In Section 4.2, we
introduce the system model and the information maintained by each node. In Sec-
tion 4.3, we describe our proposal in detail. In Section4.4, we develop and evaluate
an analytical model of our routing protocol, which is utilized to estimate the cover
time of the topology of communities. The simulations and results are presented in
Section4.5. Finally, we conclude this chapter in Section4.6.
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4.2 System Model

In this section, we first present the network model. We then introduce the in-
formation maintained by each node. Finally, we explain how the information is
maintained by each node.

4.2.1 A Delay Tolerant Network Model

In order to make the study more systematic, we start with modeling a delay tolerant
network.
Node. We define a node as a mobile device. We assume that each node isequipped
with a radio interface (e.g., Bluetooth) for short-range communication, and that the
transmission range of all nodes is the same. Two nodes are considered to meet,
if they are in the transmission range of each other. We assumethat a node can
only communicate with one other node at the same time. Two meeting nodes can
exchange messages with each other. We also assume that each node has a unique
identifier.
Community. We define a communityC as a set of nodes which frequently co-
exist and meet in a common space. Recent studies [10, 84] have indeed shown
that human mobility was actually driven by social relationships. Thus, the meeting
frequency of nodes in the same community is considered to be much higher than
that of nodes in different communities. We also assume that each community has
a unique identifier. The set of nodes in a communityC will be indicated hereafter
by C= {u1,u2, . . . ,un}, wheren= |C|. Moreover, we assume that a node can only
belong to one community.
Inter-contact time between two nodes.The inter-contact time (also known as
inter-meeting time) between two nodes is the time interval between two successive
encounters between them.
Mobility Model. Mobility models are generally characterized by the inter-contact
time between two nodes [12, 114]. Karagiannis et al. in [53] demonstrated that
under a large class of mobility scenarios in real life, the inter-contact time follows
a power-law in a finite range, and then exhibits an exponential decay. It is consis-
tent with the suggestion made by Gonzalez et al. in [35] that a power law with an
exponential decay is a very good approximation of human mobility patterns. Addi-
tionally, Chaintreau et al. in [20] pointed out that the exponential decay eliminates
the issue of infinite message forwarding delay. Building on these previous studies,
the inter-contact time of nodes is assumed to be exponentially distributed or have
an exponential tail characterized by a contact rateλ (the inverse of the expected
inter-contact time of any pair of nodes). This is a widely accepted assumption in
MDTNs [12, 114, 69, 37].
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Inter-contact time between a node and a community.The inter-contact time be-
tween a nodeu and a communityC is the time interval between any two successive
contacts between nodeu and any node member of the communityC.
Gateway. A nodew in a communityCi is defined as the gateway connecting to
another communityCj , if nodew’s average inter-contact time with the nodes of the
communityCj is the shortest among the other nodes of its communityCi .
Network. Let the set of all the nodes in the environment be given as thesetV. Let
the set of all communities in the environment beM= {Ci |1≤ i ≤ k,V =

⋃k
i=1Ci},

wherek is the number of communities in the network. Edgesei, j and ej,i exist
between two communitiesCi andCj (where 1≤ i ≤ k, 1≤ j ≤ k, i 6= j), if some
nodes from the two communities have encountered at least once. The weight of
the edgeei, j , denoted asϖw

i, j , is the average inter-contact time of the gatewayw of
communityCi with the nodes of the communityCj . Notice that the gateway from
communityCi to the communityCj is not the same node as the gateway fromCj

toCi , so the community graph is a directed graph. LetE = {ei, j |1≤ i ≤ k,1≤ j ≤
k,andi 6= j}. We will represent the MDTN formed by all the nodes of the network
by their community graphG(M,E).
Message. A message is represented as a tuple〈S,D, I ,C,L,T〉, whereS is the
source node,D is the destination node,I is the intermediate target node, which is
the gateway node connecting the current community to another community (or the
destination node if the message is yet in the community of thedestination node).C
is the identifier of the community connected by the gateway node (or null if the in-
termediate target node is the destination node).L is the number of copies allocated
to route the message to the intermediate target node in the current community,T is
the message TTL.

4.2.2 Information Maintained by a Node

Each node in the network, e.g., nodeu, maintains six types of information: its
node IDu, its community IDCu (the exponent here indicates the fact that this is
the community to whichu belongs), a community table, a gateway table, a contact
table, and a community graph.
Community table. The community table of nodeu holds the node ID and the
community ID of all nodes who have encountered the nodes ofu’s community.
Nodeu also maintains a timestamp which indicates the time when thetable was
last updated.
Gateway table. The gateway table of nodeu contains the following fields for each
known communityCi and for each gatewayw linking Ci to another communityCj :
the community ID ofCi, the node ID of the gatewayw, the community ID ofCj ,
and the average inter-contact time between the gatewayw and the communityCj
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Figure 4.1: Community Graph

given asϖw
i, j . Nodeu also maintains a timestamp which records the last updated

time of this table.
Contact table. The contact table of nodeu maintains the following fields for each
encountered nodev: the node ID ofv, the sum of inter-contact times between
the nodesu andv, denoted asτu,v, the number of encountersσu,v (the latter two
quantities are used to compute the average inter-contact time), the end time of the
last encounterte

u,v, and the start time of the ongoing encountertb
u,v (if there is one).

Community graph. In the community graph of nodeu, each vertex denotes a
known community e.g., communityCi. Each vertex is labeled by a tuple〈|Ci |,ϖCi 〉,
where|Ci| is the number of nodes in communityCi , ϖCi is the average inter-contact
time between the member nodes of the communityCi. The weight of the directed
edgeei j denoted byϖi, j is the average inter-contact time between the gateway in
communityCi and the communityCj . The community graph of nodeu locally
reflects the topology of the communities of the networkas it is known by u, which
is illustrated in Figure4.1.

4.2.3 Maintenance of Information

The maintenance of the above information is driven by events. There are three
kinds of events in the protocol: 1)connect event, 2)disconnect event, and 3)update
event. We assume that nodes in the network honestly synchronize the maintained
information.
Connect Event. It happens at the moment when two nodes enter the transmission
range of each other. When a connect event takes place, two meeting nodes honestly
exchange and update their corresponding values in each fieldof their community
table, community graph, and gateway table, according to thevalue of their times-
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tamps. They also set the timestamps.
Disconnect Event. It happens at the moment when two nodesu andv go out of the
transmission range of each other. Lette

u,v be the end time that nodeu encounters
nodev. Let tb

u,v be the begin time that nodeu encounters nodev of the ongoing
encounter. Thus, the last inter-contact time between nodeu andv is set to∆τu,v =
tb
u,v− te

u,v. The sum of inter-contact time between nodesu andv is τu,v = τ ′u,v +
∆τu,v, whereτ ′u,v is the sum of inter-contact time between nodeu andv before last
encounter. Then, the number of encountersσu,v increases by 1.

Consequently, the average inter-contact time between two nodesu andv is
expressed as follows:

ϖu,v =

{

+∞, σu,v = 1
τu,v

σu,v−1, σu,v > 1 (4.1)

The average inter-contact time between two nodes is the major parameter used by
methods of community detection. Specifically, a node joins (or leaves) a commu-
nity if it is (or not) qualified to be in the community. Since the community detection
is out of the scope of this chapter, the reader is suggested torefer to [49] for further
information.
Moreover, as in [69, 68], we assume that the nodes in the same community have
the same average inter-contact time.ϖCi = ϖu,v, for all nodesu andv in the same
communityCi .
Update Event. The update event is periodically invoked synchronously byall
nodes everyγ time units. LetC

′

j be the set of nodes which belong to a community
Cj and have met nodeu by more than once. Then the average inter-contact time
between nodeu and communityCj is computed as follows.

ϖu
i, j =

∑v∈C
′
j
τu,v

∑v∈C
′
j
(σu,v−1)

(4.2)

If node u achieves an average inter-contact time with communityCj that is
shorter than the one of the current gatewayw (that isϖu

i, j ≤ ϖw
i, j − ε, whereε is

a threshold), then the relevant fields are updated, i.e., thenode ID of the gateway
from Ci to Cj , the inter-contact time and timestamp are updated tou, ϖu

i, j and the
current time respectively.

4.3 Protocol Design

In this section, we first briefly describe the mechanism of CAS. We then present
the design of CAS in detail. Finally, we demonstrate that ourprotocol is the gen-
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Figure 4.2: Routing Protocol Overview

eralization of several existing routing protocols.

4.3.1 Overview of CAS

In this section, we give an overview of our routing protocol.A routing example
is depicted in Figure5.1. This figure shows a number of nodes belonging to three
communitiesC1, C2, andCx. A source nodes that belongs to the communityC1

wants to send a message to a noded that belongs to the communityCx.
In CAS, the routing process is composed of multiple sub-processes. In each

sub-process, a message is routed to an intermediate target node, which is the gate-
way node bridging two communities or the destination node ifthe latter belongs
to the same community as the source node. At the beginning of each sub-process,
the shortest path from the current community to the community of the destination
node is computed according to the community graph. For instance, in Figure5.1,
when the source nodes generates a message, it computes the shortest path from
its communityC1 to the destination node’s communityCx, that is,C1C2Cx. After
that, nodes looks up its gateway table to find the gateway nodew1, which con-
nects its community with the communityC2. The nodew1 is then considered as
the first intermediate target node to reach. At the same time,the minimum num-
ber of message copies needed to route the message to the intermediate target node
is computed, based on the message TTL and a predefined corresponding delivery
ratio. These message copies are sprayed inside the current community in a binary
spraying manner in which a message carrier hands over half ofthe copies it holds
to each node it meets. When the intermediate target node encounters a node in its
connecting community (e.g.,C2 in the case ofw1), it forwards the message to it.
The above process is repeated until the message reaches the destination node or
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expires.

4.3.2 Design of CAS

As explained above, the CAS routing process is divided into multiple sub-processes.
Each sub-process consists of the following two phases: 1) optimization of the num-
ber of message copies to be distributed and 2) message routing.

Optimization of the Number of Message Copies

According to the analysis of the routing performance presented in [111], if L copies
of a message are distributed in the network and the TTL of the message isT,
the expected delivery probability of the message can then becalculated aspd =
1− e−λ LT , whereλ is the contact rate, that is, the inverse of the average inter-
contact time between nodes [12]. Hence, if the expected delivery probabilitypd

is assigned, the relationship between the number of messagecopies and the TTL
can be expressed as Equation4.3. Note that the delivery probability is the delivery
ratio from the viewpoint of all generated messages.

L×T =−
ln(1− pd)

λ
(4.3)

Recall that an MDTN is modeled as a directed graph of communitiesG(M,E)
(Section4.2.1). Let h a path inG(M,E). Let n be the number of communities in
pathh. The weight (denoted aswgt(h)) of pathh is the sum of the weights of the
edges that form the path, which is expressed in Equation4.4. It represents the sum
of the average inter-contact time between the communities in pathh. Note: we
assume that in the community graph that represents a MDTN every community is
reachable (i.e., a non-reachable community constitutes a distinct MDTN).

wgt(h) =

{

∑n−1
i=1 ϖw

i,i+1, if n> 1
0, if n= 1

(4.4)

Further, let us consider two communitiesC1 andC2. Let h(C1,C2) be any
path which originates within communityC1 and ends within communityC2. In a
network, it is possible that more than one such path exists. LetH(C1,C2) be the set
of all possible pathsh(C1,C2). Let h∗(C1,C2) be the shortest path from community
C1 to communityC2.

Assume a nodeu carries a message denoted by〈S,D, I ,C,L,T〉. Let h∗ be the
shortest path from the community of nodeu to the community of the destination
node. Letn be the number of communities in the pathh∗. Let Li denote the
number of message copies distributed in a communityCi. Let w be the gateway
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node connecting communityCi to communityCi+1. Let pd be the expected delivery
probability of the message. Letλ i be the contact rate of nodes in communityCi,
which is the inverse of the average inter-contact timeϖCi of nodes in community
Ci . Then the optimization of delivery cost can be expressed as in Equation4.5-4.7.

min
n

∑
i=1

Li (4.5)

s.t.
n−1

∑
i=1

ϖw
i,i+1+

n

∑
i=1

−ln(1− pd)

λ iLi
≤ T (4.6)

Li ≤ |Ci|, where 1≤ i ≤ n (4.7)

The purpose of the objective function Equation4.5 is to minimize the number of
message copies utilized to route a message. Equation4.6 expresses the fact that
the sum of the time spent to route the message in communities and the sum of the
average inter-contact time between communities should be less than the TTL of
the message. The constraint Equation4.7 expresses the fact that the number of
message copies allowed in a community should be less than thenumber of nodes
in the community.

All Li are positive integers and finite; thus Equation4.5-4.7 defines a classi-
cal integer optimization problem for which a number of heuristics can be applied.
However, in practice, the number of communities in pathh∗, n, and the acceptable
values forLi are small, so an exhaustive search, i.e. the enumeration allthe possi-
ble values forLi , is clearly tractable. For instance, there are about 8 communities
in the MIT reality mining dataset [48], and most of communities contain less than
10 nodes. The pseudo-code of the solution is illustrated in Figure4.3.

Without loss of generality, let’s consider that the algorithm is invoked by a
nodeu. Nodeu has a messagem. The shortest path from the community of node
u to the community of the destination node of messagem is h∗. The algorithm
initially gets the community (denoted byC∗) next to the community of nodesu on
the pathh∗ (Line 1); and sets the number of the nodes in nodeu’ community as
the default value forLu, which indicates the number of message copies of message
m for nodeu (Line 2). The algorithm then enumerates all the possible values for
the number of copies in each community on the pathh∗ (Lines 19 to 31). More
specifically, the algorithm uses the elements in a vectorπ to express the number of
copies of messagem allocated for each community on the pathh∗. The algorithm
initially sets all the elements inπ to be 1. It then starts with the last element
in π (Line 19), and selects all possible values for the last element (Lines 21 to
23). The algorithm then uses the values of the elements inπ to verify whether
(1) the allocated number of message copies can satisfy Equation 4.6; (2) the sum
of these values is smaller than the previous minimal sum, which is initially set as
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the number of nodes on the pathh∗ (Line 15). If so, the algorithm updates the
minimal sum (Line 16) andLu (Line 17). The algorithm then resets the value of
the last element to be 1 (Line 25), and goes to the element before the last element
(Line 26). The above process is repeated until all possible values are enumerated.
Finally, the algorithm returnsC∗ andLu.

There are two heuristic methods to reduce the computation complexity of al-
gorithm OptimalCost: (1) using a smaller sample to test the values forL2, . . . ,Ln.
(2) terminate the computation of the algorithm when the firstcombination of values
in π is found.

Message Routing

In CAS, we distinguish the routing within a community from the routing among
communities. In the former case, the allocated message copies are sprayed inside
the current community in a binary manner, in order to minimize the time to spray
message copies. Specifically, a node hands over half of the number of a message
copies to an encountered node, which is in the same communityand does not have
the message. When the node has just one copy of the message, the message can
only be forwarded to the intermediate target node. As we stated in Section4.2, the
meeting frequency of nodes in the same community is much higher than that of
nodes in different communities. Thus, messages can be delivered to the intermedi-
ate target node with a higher probability.

As for the routing among communities, a gateway node forwards a message
to an encountered node if it belongs to the next community along the shortest path
from the gateway node’s community to the community of the destination node.
After it gets the message, the receiving node re-computes the shortest path from
its community to the community of the destination node, and sets the intermediate
target node as the gateway node bridging the next community,or the destination
node if it is in the same community as the destination node. After that, it calls the
Algorithm OptimizeCostto compute the needed number of message copies utilized
to route the message to the intermediate target node. The complete mechanism of
the routing protocol in CAS is summarized in Figure4.4.

4.3.3 CAS Generalizes Classes of Routing Protocols

Another relevant point about CAS is that it represents the generalization of many
routing protocols, including Direct [115], Spray-and-Wait [111], Epidemic [117],
and Clustering [25]. Depending on the number of communities in the network and
the number of message copies, CAS can dynamically transformto these routing
protocols. LetV be the set of all nodes in a network. LetM be the set of all
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Algorithm: OptimizeCost
Participants: Nodeu.
Input: (1) Dm, the destination node of messagem. (2) T, the TTL of messagem. (3) pd,
a predefined delivery probability of messagem. (4) h∗, the shortest path from nodeu’s
community to nodeDm’s community.
Output: (1) C∗u, the community next to nodeu’s community on the pathh∗. (2) Lu, the
number of copies of messagem carried by nodeu.
Setup: (1) n, the number of communities in pathh∗. (2) ϖsum, the weight of the shortest
pathh∗. (3)Lmin, the minimum number of message copies utilized to route the message. It
is initially set to the sum of the number of nodes in each communities in the pathh∗. (4),
π, 1×n vector, whose elements are 1 (5)λ i , the contact rate of nodes in communityCi ,
where 1≤ i ≤ n.

1: C∗u← h∗[2] {The index of the communityC∗u is 2.}
2: Lu← |h∗[1]|
3: j ← n {The index for the vectorπ.}
4: while j ≥ 1 do
5: Tsum← 0
6: Lsum← 0

{Compute the needed number of message copies for a combination of values inπ.}
7: for i← 1 to n do
8: if π[i]≤ |h∗[i]| then
9: L′i ← π[i]

10: else
11: L′i ← |h

∗[i]|
12: end if
13: Tsum← Tsum+

−ln(1−pd)
λiL′i

14: Lsum← Lsum+L′i
15: end for

{Find the minimal number of message copies.}
16: if Tsum+ϖsum≤ T and Lsum< Lmin then
17: Lmin← Lsum

18: Lu← π[1]
19: end if

{List all possible combination of values inπ}
20: j ← n
21: while j ≥ 1 do
22: if π[ j]< |h∗[ j]| then
23: π[ j]← π[ j]+1
24: break
25: else
26: π[ j]← 1
27: j ← j−1
28: end if
29: end while
30: end while
31: return 〈C∗u,Lu〉

Figure 4.3: Algorithm:OptimizeCost
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Protocol: RouteMessage
Participants: Two encountering nodesu andv.
Input: (1) m, a message carried by nodeu. (2)Dm, the destination node of messagem. (3)
Im, the intermediate target node of messagem. (4) Lu, the number of copies of messagem
for nodeu. (5) Lv. (6) T, the TTL of messagem. (7) pd, a predefined message delivery
probability. (8)C∗u, the community next to nodeu’s community on the shortest path from
nodeu’s community to nodeDm’s community. (9)C∗v .
Output: Messagem is forwarded to nodev, if one of the following conditions is met: (1)
nodev is the destination; (2) nodev is the intermediate target node; (3) nodesu andv are
in the same community, and nodeu has more than one copy of messagem; (4) nodeu is
the gateway node bridging communityC∗u, and nodev is in communityC∗u, and nodeu has
not yet forwarded messagem to another node member of the communityC∗u. Furthermore,
the number of copies of messagem for nodev, Lv, is computed and the intermediate node
on the message route is updated.
Events and Associated Actions:

nodeu initiates the protocol
1: if Cu =Cv then
2: if v= Im then
3: nodeu forwards messagem to nodev.
4: else ifLu > 1 then
5: nodeu forwards half number of copies of messagem to nodev, and keeps the

remaining copies.
6: end if
7: else
8: if v= Dm then
9: nodeu forwards messagem to nodev

10: else if u is the gateway node connectingC∗u and C∗u = Cv and nodeu has not yet
forwarded messagem to another node in the communityC∗u then

11: nodeu forwards messagem to nodev
12: end if
13: end if

upon nodev receives a messagem from node u

1: if Cu 6=Cv and v 6= Dm then
2: 〈C∗v ,Lv〉 ←OptimizeCost(Dm,T, pd)
3: if CDm =Cv then
4: Im←Dm

5: else
6: nodev looks up its gateway table to find the gateway nodew to communityC∗v
7: Im←w
8: end if
9: end if

Figure 4.4: Protocol:RouteMessage
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Figure 4.5: The transformation from CAS to several kinds of routing protocols,
whereL is the number of allocated copies for a message,V is the set of all nodes
in a network,M is the set of all communities in a network.

communities in the network. LetL be the number of allocated copies for a mes-
sage. The transformation from CAS to these routing protocols is then illustrated
in Figure4.5.

- Direct (L = 1, |M|= 1): The source node of a message can only forward the
message to the destination node. Direct is a well known single-copy routing
protocol.

- Spray-and-Wait (1< L < |V|, |M| = 1): Each message is associated with
some forwarding tokens, which indicates message copies. Each message has
two phases: the spray phase and the wait phase. If there is more than one
forwarding token left, the message is in the spray phase. During the spray
phase, the forwarding tokens of a message can be sprayed to anencountered
node without the message. If there is only one forwarding token left, it is in
the wait phase. During the wait phase, a message can only be forwarded to
the designation node. Spray-and-Wait is a representative routing protocol of
quota-based routing.

- Epidemic (L = |V|, |M| = 1): Each node stores its messages in its buffer.
When two nodes meet, each of them complements the missing messages
according to the messages in the other’s buffer. It is therefore flooding-based
in nature.
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- Clustering (|M| > 1): The encounter information of nodes is synchronized
and processed to identify the community structure and the gateway nodes. A
gateway node connecting its community to another communityis the node
that has the highest probability of meeting any node in the latter community.
In this protocol, Direct routing is employed to route a message to a gate-
way node or the destination node if the message is in the destination node’s
community. Clustering routing is a community-based routing.

It is worth pointing out that Epidemic and Direct achieve theupper and lower
bounds of routing performance in terms of delivery ratio anddelivery cost [114,
115] respectively. CAS realizes some kind of trade-off by minimizing the delivery
cost while maintaining a predefined delivery ratio.

4.4 Analysis

In this section, we first develop an analytical model for the cover time of the com-
munity graph. We then evaluate the accuracy of our analytical model by comparing
the theoretical results with the simulation results by using a standard simulator.

4.4.1 Analytical Model

Since our protocol depends on the local community graph to allocate message
copies, it is necessary to estimate the cover time of the community graph when
the maintained information is changed at a node.

Cover Time of Maintained Information

In the following sections, we theoretically analyze the cover time of maintained in-
formation from the following two aspects: 1) intra-community message exchange
and 2) inter-community message exchange.

A. Intra-community message exchange

When the role of a node changes within the network – for instance, when a
node becomes the new gateway node – the information about this change is prop-
agated to all the relevant nodes of the community. This process applies to all the
information that has to be maintained to grant the correct operation of the network.
The cover time of the maintained information inside a community is defined as the
difference from the time of the change at a node to the time when all the other
nodes in the community are aware of the change.
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Figure 4.6: The continuous time Markov chain model for modeling the flooding
process in a community. States(1) to (N) areN transition states and state(N+1)
is the absorbing state.

Let us consider a communityC, which hasN+ 1 nodes. According to the
update mechanism, the modified information (see the case of amessage hereafter)
is disseminated inside the community through flooding. Letn(t) represent the
number of nodes with a given message at timet. We model the flooding process
by a one-dimensional continuous time Markov chain (with state n(t)). States and
transitions of this chain are illustrated in Figure4.6. We can observe that this
Markov chain starts with state(1) – when a message is generated by a node – and
hasN transient states and an absorbing state. When all nodes in the communityC
receive the message, the system enters the absorbing state (the state(N+1)). The
corresponding infinitesimal generator matrixQ, with dimension ofN+1, is shown
in Equation4.8.

Q =

(

D R
0 0

)

. (4.8)

where the sub-matrixD is aN×N matrix with elementDi, j(1≤ i, j ≤N) expresses
the transition rate from transient state(i) to transient state( j). R is aN×1 matrix
with elementRi,N+1 representing the transition rate from transient state(i) to the
absorbing state(N+ 1). The left 0 matrix is a 1×N vector with all elements 0
representing the transition rates from the absorbing stateto transient states. The
right 0 matrix includes only a single element, 0, representing the negative sum of
the left0 vector. Based on the above choice of the message dissemination process,
we obtain the transition rateqi, j from state(i) to state( j) as follows.

In the flooding process, each of the nodes with the message replicates the
message to an encountered node without the message. Assume that the system is
currently in state(n)n≤N, that is, there aren nodes with the message andN+1−n
nodes without the message. When one of the nodes without the message encounters
a node with the message, the system state turns to state(n+1). The transition rate
from state(n) to state(n+1) is λn = (N+1−n)nλ , since there are(N+1−n)
nodes that can receive the message fromn nodes and meetings take place at rate
λ . When the last node receives the message, the system turns tothe absorbing
state (i.e., state(N+1)). Let D{( j)|(i)} be the transition rate from state(i) to state
( j) and letR{(N+1)|(i)} be the transition rate from the state(i) to the absorbing
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state. The non-zero transition rates in the Markov chain canbe expressed as in
Equation4.9.







D{(n+1)|(n)} = (N+1−n)nλ ,n∈ [1,N−1]
R{(N+1)|(n)}= Nλ , if n= N
D{(n)|(n)} =−D{(n+1)|(n)}−R{(N+1)|(n)},n∈ [1,N]

(4.9)

B. Inter-community message exchange

The cover time in the inter-community message exchange is defined as the
difference between the time when the information to be maintained is changed at a
node in a communityCi and the time when all nodes in another given community
(e.g.,Cj ) are aware of the change.

Let us consider two communitiesCi andCj , which haveM + 1 andN+ 1
nodes respectively. Unlike in the single community case, when flooding a message
from one community to another one we need to record the numberof nodes with
the message in each of the two communities. Consequently, asin [67], we use a
two-dimensional continuous time Markov chain to model the flooding process in
two communities.

Moreover, as pointed in [46], the distributions of inter-contact time between
nodes belonging to the same community and nodes belonging todifferent commu-
nities are different. Thus, we setλ intra andλ inter as the contact rate of the nodes
belonging to the same community and different communities respectively.

The Markov chain consists in states which can be indicated by(m(t),n(t)),
wherem(t) (or n(t)) represents the number of nodes with the message in commu-
nity Ci (or Cj ) by time t. The state transition is illustrated in Figure4.7. We can
observe that this Markov chain starts with state(1,0) when a message is generated
by a node in communityCi , and hasF = (M + 1)(N+ 1) transient states. When
all the nodes in communityCj have received the message, the system enters into
the absorbing state, denoted by(x,(N+1)), where 1≤ x≤M+1 (in this case, we
are considering as final state of the propagation to the second community, the state
where all the nodes of the second community have received themessage, irrespec-
tively on the number of nodes of the first community who have been informed).
Similar to what we did for the model of the flooding of a messageinside a single
community, we can obtain a generator matrixQ expressed by Equation4.8.

Here, the sub-matrixD is aF×F matrix,R is aF×1 matrix, the left0 matrix
is a 1×F vector, and the right0 matrix includes a single element 0, which have the
same meanings as in the case of the flooding of a message insidea single commu-
nity. Assume the current state is state(m,n)m≤M,n≤N (that is, the number of nodes
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Figure 4.7: The two-dimensional continuous time Markov chain model for model-
ing the message dissemination within two communities. States(1,0) to (M+1,N)
are(M+1)(N+1) transition states and state(x,N+1) is the absorbing state.

in communityCi andCj with the message ism and n respectively). The trans-
mission rate from state(m,n) to state(m+1,n) is (M+1−m)(mλ intra+nλ inter),
sinceM+1−mnodes without the message can receive the message frommnodes
inside communityCi with rate ofλ intra or from n nodes inside communityCj with
rate ofλ inter. Similarly, the transmission rate from state(m,n) to state(m,n+1)
is (N+ 1− n)(mλ inter + nλ intra), sinceN+ 1− n nodes without the message can
receive the message frommnodes inside communityCi with rate ofλ inter or fromn
nodes inside communityCj with rate ofλ intra. When the last node in communityCj

receives the message, the system turns to the absorbing state (i.e., state(x,N+1)),
and the transition rate ismλ inter +Nλ intra. Thus, the non-zero transition rates in
the Markov chain can be expressed as in Equation4.10.























D{(m+1,n)|(m,n)} = (M+1−m)(mλ intra+nλ inter),m∈ [1,M],n∈ [0,N]
D{(m,n+1)|(m,n)} = (N+1−n)(mλ inter+nλ intra),m∈ [1,M+1],n∈ [0,N−1]
R{(x,N+1)|(m,n)}= (mλ inter +Nλ intra), if m∈ [1,M+1],n= N
D{(m,n)|(m,n)} =−D{(m+1,n)|(m,n)}−D{(m,n+1)|(m,n)}

−R{(x,N+1)|(m,n)},m∈ [1,M+1],n∈ [0,N]
(4.10)
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Computation of the Cover Time

Let F be the dimension of the transition matrixD. Based on the transition matrix
D, we can derive the cover time of the maintained information in the intra- and
in the inter-community case, denoted byDd

(intra) and Dd
(inter) respectively, as the

following expression [54, 67]:

Dd
(·) = e(−D−1

(·) )1 (4.11)

wheree is a 1×F vector denoting the initial state probability vectore= [1,0, . . . ,0],
whereas1 is aF×1 all-one vector, that is,1= [1,1, . . . ,1]T .

4.4.2 Model Validation

In this section, we evaluate the accuracy of our analytical model by comparing its
predictions to the simulation results, which were obtainedby simulating message
dissemination through a standard simulator.

Evaluation Settings

The simulation scenario considers a rectangular area of 2000 m× 1000 m. This
area is equally partitioned into 2 regions, that is, each region is an area of 1000 m×
1000 m. Initially, a given number of nodes are deployed in each region. Each node
considers the region in which it has been deployed as itslocal region. According
to the mobility model, which will be further described below, a node is more likely
to visit its local region than other regions. This leads to the encounter frequency of
nodes deployed in the same region being much higher than the encounter frequency
of nodes deployed in different regions. Consequently, nodes associated to one
region constitute a community.

Let r be the transmission range. Letv be the speed of the nodes. Follow-
ing [68], the parameters are set as follows:r = 20 m, v= 10 m/s. The number of
nodes is set as a variable parameter for the investigation. Let λ intra be the contact
rate of nodes in the same community. Letλ inter be the contact rate of nodes be-
longing to different communities. According to the study in[112], the contact rates
λ intra andλ inter are set to 1.703 h−1 and 0.672 h−1 respectively in the simulation
model.

The simulations, in the simulator ONE (Opportunistic Network Environment
simulator) [57], also include the settings of the message generation parameters.
Every minute, a message is generated with a random node as thesource and all
other nodes in the community as the destinations. Therefore, there are 360 mes-
sages generated in each simulation. Moreover, in order to ensure that each message
can eventually reach all destination nodes, the TTL is set to“never expire”.
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Mobility Model

We adopted the community-based mobility model proposed in [112], which has
been widely used for the evaluation of community-based routing protocols [42, 25].
In this mobility model, each community is associated with a geographical area.
The movement of a node, which belongs to a community, consists of a sequence
of local androamingepochs. A local (or roaming) epoch of a node is a movement
with a given speed towards a random destination inside the area associated with
the community (or the entire network). When the node reachesthe destination, it
stays there for a certain period of time (i.e, a pause time). When the pause time
expires, it starts a new epoch. If the node’s previous epoch was a local one, the
next epoch is a local one with probabilitypl , or a roaming epoch with probability
1− pl . Similarly, if the node’s previous epoch was a roaming one, the next epoch
is a roaming one with probabilitypr , or a local one with probability 1− pr .

In our case, in order to avoid biasing the cover time by the pause time, we set
the pause time in the simulations to zero [69, 81]. Moreover, we assign the same
mobility characteristics to all the nodes in the network, since these characteristics
do not influence the accuracy of the model. Specifically, the values ofpl andpr are
set to 0.8 and 0.2 respectively.

Evaluation Results

Figure4.8aand Figure4.8b show the results obtained for the cover time for the
case of intra-community and inter-community. It can be seenthat the average de-
viation of the theoretical results from the simulated results is small. Specifically,
in the case of intra-community, the minimum, maximum, and average deviations
are 1.13%, 13.50%, and 5.64% respectively; while in the caseof inter-community,
the minimum, maximum, and average deviations are 0.45%, 10.57%, and 4.83%
respectively. This demonstrates the accuracy of our analytical model in the evalu-
ation of the cover time.

4.5 Performance Evaluation

In this section, we present the performance evaluation of CAS. We first introduce
our simulation settings and the mobility model in Sections4.5.1and4.4.2respec-
tively. We then present the routing protocols against whichwe compare the per-
formance of CAS in Section4.5.2followed by the description of the performance
evaluation metrics in Section5.5.4. Finally, we present the simulation results in
Section5.5.5.
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Figure 4.8: Theoretical and simulation result comparison in the case of: (a) intra-
community and (b) inter-community message exchange. The contact rates between
nodes in the same community and different communities areλ intra = 1.703 h−1 and
λ inter = 0.672 h−1 respectively.

4.5.1 Simulation Settings

The simulations have been conducted by the ONE simulator [57]. The simulation
scenario considers a rectangular area of 2000 m× 1500 m. This area is equally
divided into 12 regions each measuring 500 m× 500 m. Initially, twenty nodes
are deployed in each region. Each node considers the region in which it has been
deployed as itslocal region. According to the mobility model (see Section4.4.2),
a node is more likely to visit its local region than other regions. This leads to the
encounter frequency of nodes deployed in the same region being much higher than
that of nodes deployed in different regions. Consequently,nodes associated to one
region constitute a community.

In addition, we assign different mobility characteristicsto the nodes in a re-
gion in order to produce a scenario closer to the reality, where there is heterogeneity
in mobility among nodes. To achieve this, the nodes in a region are divided into
two kinds: low mobility nodes andhigh mobilitynodes. The low mobility nodes
can only roam inside their local regions, while the high mobility nodes may roam
among their local region as well as the entire space. Specifically, the values ofpl

and pr for the low mobility nodes are set to 1 and 0 respectively. Whereas, the
values ofpl andpr for the high mobility nodes are set to 0.5.

Moreover, each node is equipped with a radio interface for short-range com-
munication. The transmission range and bandwidth are set as10 m and 2 Mb/s re-
spectively. This is consistent with contemporary protocols, such as Bluetooth [57].
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Table 4.1: Parameter settings

Parameter Name Value
Simulation area 2000 m× 1500 m
Transmission range 10 m
Simulation duration 13 hours + TTL
Warm-up period 1 hour
Message generation rate 1 message per minute
Number of communities 12
Number of nodes in a community20
Node speed 1.34 m/s
pl (low mobility nodes) 1
pr (low mobility nodes) 0
pl (high mobility nodes) 0.5
pr (high mobility nodes) 0.5
γ 1 hour
pd 0.8

Additionally, the speed of nodes is set to 1.34 m/s, which is an average human
walking speed [57]. Since we find that the routing performance of CAS and the
chosen routing protocols converges after about six hours, we set thirteen hours for
each simulation in order to achieve statistical confidence.Since CAS depends on
the knowledge of the network topology, we specify the first hours as a warm-up pe-
riod to allow the nodes to setup the community graph. During the warm up period,
no message is generated. After this period, every minute, a random node sends a
message to a random destination node. The detailed settingsare listed in Table5.1.

4.5.2 Routing Protocols

Based on the above settings, we have compared the performance of CAS against
the following protocols:

Epidemic: Each node forwards a copy of each unexpired message in its buffer
to any encountered node that does not have a copy of the message.

Direct: The source node of a message can only forward the message to the
destination node.

Binary Spray-and-Wait (BSW): Each message hasL copies. A message
carrier forwards half of the message copies to an encountered node, if itsL> 1 and
the latter does not have the message. The message, which has only one message
copy left, can only be forwarded to the destination.
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Bubble: It utilizes social information about nodes, such as their centrality
and the community to which they belong. In this protocol, a message is forwarded
based on the global rankings of two encountering nodes, until it reaches a node
in the community of the destination node. After that, the message is forwarded
based on the local rankings of two encountering nodes, untilit either reaches the
destination node or expires. In the experiment, the length of time window is set to
1 hour.

4.5.3 Performance Metrics

The goal of CAS is to minimize the number of message copies andwhile maintain-
ing a predefined delivery ratio. Therefore, we have measuredthe following metrics
for the simulations that we have conducted in this work:

Delivery ratio: The proportion of messages that have been delivered out of
the total unique messages created.

Delivery cost: The total number of message transmissions in the simulation.
To normalize this, we divide it by the total number of unique messages created.

4.5.4 Simulation Results

As mentioned in Section4.3.3, CAS includes some basic routing protocols as spe-
cial cases according to the number of communities in the network and the allocated
number of message copies. Therefore, in this section, we compare the routing per-
formance of CAS with the chosen routing protocols in the following two cases:
single-community case and multiple-community case.

Single-community Case

We arbitrarily select one of the twelve regions for this study. The nodes deployed
in this region constitute a community. For the Binary Spray-and-Wait protocol,
each message is initially associated with 4 copies. Thus, atmost 20% nodes can
participate in message routing in Binary Spray-and-Wait.

Figure4.9(a) shows the delivery ratio of the compared routing protocols. We
can observe that, as expected, Epidemic and Direct always achieve the best and
worst delivery ratio respectively, for all values of TTL. Wealso observe that the
delivery ratio of Bubble is very close to that of Binary Spray-and-Wait. Binary
Spray-and-Wait achieves a better delivery ratio than CAS. The maximum and min-
imum difference between CAS and Binary Spray-and-Wait is 7.22% and 0.28%.
The delivery ratio of CAS is always higher than the predefineddelivery ratio (i.e.,
0.8). It is worth noting that CAS achieves the same delivery ratio as Direct when
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Figure 4.9: Comparison of the routing performance of several algorithms in the
single-community case.

the TTL is greater or equal to 5 hours. This is because CAS allocates the same
number of copies for each message as Direct. This indicates that CAS can dynam-
ically transform to Direct.

Figure4.9(b) shows the delivery cost of the compared routing protocols as
a function of the TTL of the generated messages. We observe that Epidemic and
Direct have the highest and lowest delivery cost respectively, whatever the value
of TTL. The delivery cost of Bubble keeps increasing as the TTL increases. The
delivery cost of Binary Spray-and-Wait is lower than that ofBubble and remains
stable as the TTL increases. However, it is very close to the allocated number
(i.e., 4) of copies for each message in Binary Spray-and-Wait. It is worth noting
that unlike other routing protocols, the delivery cost of CAS decreases as the TTL
increases. In particular, CAS achieves the same delivery cost as Direct when the
TTL is greater or equal to 5 hours. This is because CAS can dynamically allocate
copies for a message according to its TTL.

Multiple-community Case

Concerning the multiple-community case, we conducted two experiments to inves-
tigate the impact of the density of high mobility nodes and ofthe mobility model
settings on the routing performance of our protocol.

A. Impact of the Density of High Mobility Nodes

In this section, we investigate the impact of the density of high mobility nodes
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Figure 4.10: Comparison of delivery ratio of several algorithms with different den-
sities of high mobility nodes. 5% and 50% nodes are chosen as the high mobility
nodes in (a) and (b) respectively.

on the routing performance of CAS and the chosen routing protocols. The inves-
tigation is conducted by two experiments, in which the densities of high mobility
nodes are set as 5% and 50% respectively. In order to avoid theimpact of the set-
tings for roaming nodes on the routing performance, the values of pl and pr for
high mobility nodes are set to 0.5. Moreover, for Binary Spray-and-Wait, each
message is initially associated with 24 copies. Since thereare twenty nodes in
each of the twelve regions, at most 10% nodes can participatein message routing
in Binary Spray-and-Wait.

Figs.4.10(a) and (b) show the delivery ratio of the compared routing proto-
cols with different densities of high mobility nodes. As expected, we can observe
that Epidemic and Direct always achieve the best and worst delivery ratio respec-
tively. We also observe that CAS always achieves a much better delivery ratio than
Bubble for all values of TTL. Indeed, the maximum differencebetween the deliv-
ery ratio of CAS and Bubble is about 69.17% and 49.17% in Figs.4.10(a) and (b)
respectively. This is because CAS takes advantage of gateway nodes to steer the
forwarding of the messages whose source and destination nodes belong to differ-
ent communities in the right direction. Figure4.10(a) shows that CAS achieves a
much better delivery ratio than Binary Spray-and-Wait; while Figure4.10(b) shows
that Binary Spray-and-Wait even achieves a little better delivery ratio than CAS.
This results from that the increasing number of roaming nodes raises the oppor-
tunity of message exchange between different communities.This also reflects the
shortcoming of Binary Spray-and-Wait, that is, assuming that nodes have the same
capability of visiting the entire network. Moreover, It is worth noting that the de-
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Figure 4.11: Comparison of delivery cost of several algorithms with different den-
sities of roaming nodes. 5% and 50% nodes are chosen as the roaming nodes in (a)
and (b), respectively.

livery ratio achieved by CAS is a little lower when TTL is 5 hours than that when
TTL is 4 hours. This is because CAS allocates less copies for messages with longer
TTLs.

The performance of the delivery cost of the compared routingprotocols is
illustrated in Figs.4.11(a) and (b). Since the delivery cost of Epidemic increases
much quickly than that of other protocols, we omit the delivery cost of Epidemic
to illustrate the delivery cost of other protocols in detail. We can observe that
Direct always has the lowest delivery cost. Bubble achievesa lower delivery cost
than CAS in Figure4.11(a) and (b). However, as shown in Figure4.10(a), the
delivery ratio of Bubble is unacceptable, while, in Figure4.10(b), the delivery
ratio of Bubble is much lower than CAS. If the predefined delivery ratio of CAS
is set to the deliver ratio achieved by Bubble, the delivery cost of CAS is also
low. Additionally, Binary Spray-and-Wait always consumesthe assigned number
of message copies. Figure4.11(a) shows that the delivery cost of CAS raises as
the TTL increases, when the TTL is less than 3 hours. Since theTTL increase,
the gateway nodes can reach more communities, which invokesthe allocation of
message copies. When the TTL is greater than 3 hours, the delivery cost of CAS
decreases as the TTL increases. This is because CAS allocates less copies for the
messages with longer TTLs. Figure4.11(b) shows that the delivery cost of CAS
decreases as the TTL increases. The increasing number of high mobility nodes
can enhance the successful delivery probability for the messages whose source
and destination nodes belong to different communities, which can terminate the
allocation of message.
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B. Impact of the Settings of the Mobility Model

In this section, we investigate the impact of the settings ofthe chosen mobility
model on the routing performance of CAS. As we stated in Section 4.5.1, a high
mobility node is more likely to visit its local region than other regions. Hence, for
high mobility nodes, we vary the value ofpl from 0.5 to 0.9 with step by 0.1 and
set the value ofpr as 1− pl in the simulations. Moreover, 5% nodes are chosen
as high mobility nodes in order to avoid the impact of the density of high mobility
nodes on the routing performance of CAS.

First we look at the delivery ratio. From the results illustrated in Figure4.12(a),
we can observe that CAS achieves similar results under different settings with re-
spect topl and pr . The settings withpl = 0.5, pr = 0.5 and pl = 0.9, pr = 0.1
always achieve the best and worst delivery ratio respectively, when the TTL is less
than 4 hours. This is because a higher probabilitypr can provide more opportuni-
ties to route messages whose source and destination nodes are in different commu-
nities. When the TTL is greater than 4 hours, the setting withpl = 0.8, pr = 0.2
achieves the best delivery ratio while the setting withpl = 0.6, pr = 0.4 achieves
the worst delivery ratio. As the TTL increases, a higher probability pl can in-
deed make the gateway nodes collect more messages whose source and destination
nodes are in different communities.

Next we compare the delivery cost of CAS with different settings. As shown
in Figure4.12(b), we can observe that CAS achieves similar results under differ-
ent settings with respect topl and pr . When the TTL is greater than 3 hours, the
setting withpl = 0.5, pr = 0.5 has the lowest delivery cost. Indeed, with a higher
probability pr , the gateway nodes collect fewer messages from their community.
Additionally, the gateway nodes can forward the messages whose source and des-
tination nodes belong to different communities earlier to the next communities,
which in turn results in fewer message copies are allocated in the next communi-
ties.

4.6 Chapter Review

In this chapter, we presented CAS, a self-regulating protocol for efficient routing in
mobile delay tolerant networks. CAS can dynamically control the message repli-
cation based on the urgency of messages. We demonstrated that CAS includes
some basic routing protocols as special cases. An analytical model that estimates
the cover time of the local knowledge maintained in CAS was developed and vali-
dated by simulations. Our simulations on a widely used community-based mobility
model, demonstrate that CAS can improve the routing performance compared to
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Figure 4.12: The impact of the settings of the mobility modelon the routing per-
formance of CAS

the quota-based Binary Spray-and-Wait protocol and the community-based Bubble
protocol.
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Chapter 5
An Efficient Privacy Preserving
Prediction-based Routing Protocol
for Mobile Delay Tolerant
Networks

5.1 Introduction

As discussed in chapter1.3.2, a number of routing protocols in MDTNs belong to
the category of prediction-based routing. These algorithms compute the encounter
probability of nodes (i.e., the probability that a given node encounters another node
in the network) by analyzing their logs of encounters in the network. Nodes then
take routing decisions building on the computed encounter probabilities. As pre-
viously discussed, these protocols perform better than other protocols when nodes
exhibit well-known mobility patterns. However, prediction-based routing proto-
cols implicitly assume that nodes accept to reveal their mobility patterns to other
nodes. Unfortunately, such an assumption is not realistic,since this information
can be used to infer private information about them, as demonstrated by Gambs et
al. [33].

To the best of our knowledge, only we in [42] have addressed the privacy is-
sue of prediction-based routing protocols. In [42], message routing is guided by
the maximum probability that nodes in a community will encounter a destination
node. In order to compute the value of such maximum probability, the protocol
in [42] needs to run 2+β (whereβ ≥ 7) times of another protocol (named pri-
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vate sum), which computes the sum of the probability that nodes ina community
will encounter a destination node. In each run of the privatesum protocol,kN
messages are exchanged among the nodes in a community, whereN is the num-
ber of nodes in the community,k is a constant and 2≤ k < N. We present in
this chapter an Efficient Privacy Preserving Prediction-based Routing protocol in
DTNs, named E3PR, which preserves the privacy of the node mobility patterns and
is computationally efficient. Indeed, E3PR has a running time of 1/(β +2) of that
of the protocol presented in [42], whereβ ≥ 7. Similarly to the protocol presented
in [42], E3PR is intended for environments in which nodes belong tocommuni-
ties. Recent studies of real mobility traces have shown thatthis is the case for most
nodes in real settings [48, 10, 25, 9].

For routing a message, E3PR distinguishes the routing inside a community
from the routing between communities. For disseminating a message inside a
community, E3PR relies on the epidemic protocol [117], which by construction
preserves the privacy of nodes and is efficient as communities are small. The main
challenge addressed by E3PR is thus the routing of a message between communi-
ties in a privacy preserving manner. To do so, each node in thenetwork calculates
the probability that at least one of the nodes in its community will encounter the
destination. When two nodes from different communities encounter, instead of
comparing their respective probabilities to encounter thedestination node, they
compare the aforementioned probabilities to determine themessage forwarding
decision. The probability that at least one node in a community encounter a given
node in the network is computed in a privacy preserving manner within the com-
munity using the MDTN-Private-Union protocol, also presented in this chapter.

We evaluate E3PR both theoretically by providing a securityanalysis and
practically through extensive simulations. We have conducted our simulations
based on a well established community-based mobility model[112, 25]. We com-
pare the performance evaluation of E3PR against four state-of-the-art protocols,
i.e., the protocol in [42], epidemic [117], Direct [115], PRoPHET [70], and Bub-
ble [48]. Epidemic and Direct are traditionally considered to achieve the upper
and lower bounds of routing performance. PRoPHET and Bubbleare representa-
tives in prediction-based and social-based routing protocols, respectively. Results
show that E3PR has comparable performance to existing prediction-based proto-
cols while preserving the nodes’ privacy.

The remainder of this chapter is structured as follows. We first present our
system model in Section5.2. We then present the E3PR protocol in Section5.3fol-
lowed by the MDTN-Private-Union protocol presented in Section 5.4. We further
present our performance evaluation in Section5.5and a conclusion in Section5.6.
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5.2 System Model

We assume that nodes belong to communities and that each community has a
unique identifier. A nodel in each community is designated as the leader of the
community. The leader node maintains the list of the nodes inthe community. Let
set of nodes in a communityC = {a1,a2, . . . ,an}, wheren = |C|. We consider a
community to comprise of at least three nodes, that is,n≥ 3.

Let an eventea,d denotes that a nodea encounters a noded. Let P(ea,d) be
the probability that the eventea,d will happen. For simplicity, we omit the symbol
of evente, that is,P(ea,d) ≡ Pa,d. It is worth noting that our work is focused on
the preserving rather than the computing of such probability. Hence, the reader is
referred to [70, 85] for further understanding of the computation of such proba-
bility. We consider the probability that nodea will encounter noded, that isPa,d,
as private information. Routing protocols can utilize suchencounter probability to
guide message forwarding. However, nodes require that their private information
is not revealed to any other node in the network, which includes fellow nodes in a
community.

In this chapter, we consider the semi-honest adversarial model [34]. The
nodes in this model always execute the protocol according tothe specification.
However, adversaries passively attempt to learn the private information of the
nodes by using intermediate information gleaned during theexecution of the pro-
tocol.

5.3 Privacy Preserving Prediction-based Routing

5.3.1 Protocol Description

In this section, we give an overview of E3PR, our Privacy Preserving Prediction-
based Routing protocol. A routing example is depicted in Figure5.1. This figure
shows a number of nodes belonging to three communitiesC1, C2 andCx. A source
nodes that belongs to the communityC1 wants to send a message to a noded that
belongs to the communityCx.

In E3PR, we distinguish the routing inside a community (i.e., intra-community
routing) from the routing between communities (i.e., inter-community routing).
Specifically, when two nodes that belong to the same community encounter each
other, they exchange all the messages they have. On the otherhand, if two nodes
a11 anda21 that belong to different communitiesC1 andC2 respectively encounter
each other, nodea11 forwards a message intended for a destination noded to node
a21, only if the probability that the nodes in communityC2 will encounter the des-
tination noded is higher than the probability that the nodes inC1 will encounter
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Figure 5.1: E3PR Protocol Overview

d. Let PCa,d = union(Ca,d) be the probability that at least one node in community
Ca will encounter the destination noded. In Figure5.1, when nodea11 encoun-
ters nodea21, nodea11 forwards a copy of the message intended ford to nodea21

becausePC2,d > PC1,d.
Summarizing, to route a message from the source nodes to the destination

noded, the message is first disseminated in an epidemic manner inside the com-
munity of the source node. The message then moves from a community to another
such that: (1) at each forwarding step, the probability thatthe message reaches the
destination node is increased, (2) as soon as it reaches a community, the message
is disseminated in an epidemic manner within the community.

A key characteristic of E3PR is thatPCa,d = union(Ca,d), the probability
that at least one node in communityCa will encounter the destination noded, is
computed in a privacy preserving manner, that is without revealing the individual
probabilities of the nodes in the community.union(Ca,d) is therefore denoted as
private union(Ca,d) in Figure5.1.

The E3PR protocol for privacy preserving prediction-basedrouting in MDTNs
is specified in Figure5.2. The computation ofprivate union(Ca,d) is performed
using a decentralized protocol for privately computing theunion of a set of prob-
abilities in a delay tolerant network without revealing theindividual values, i.e.,
MDTN-Private-Union further described in Section5.4.

The probabilityprivate union(Ca,d) is computed periodically in the commu-
nity independently from the routing protocol. Hence, the only impact it has on
the performance of the routing protocol is related to the freshness of the computed
probabilities. Therefore, the complexity of the MDTN-Private-Union protocol has
no direct impact on the performance of the routing protocol.
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Protocol: MDTN-E3PR
Participants: Nodea and nodeb, wherea /∈Cb andb /∈Ca.
Input: (1) m, a message carried by nodea. (2) d, the destination node of messagem. (3)
Ca, the set of all nodes in the community of nodea. (4) Cb. (5) PCa,d = union(Ca,d), the
probability that at least one node in communityCa will encounter noded. (6) PCb,d.
Output: Messagem is delivered to nodeb if b= d, or b∈Ca, or PCb,d > PCa,d.
Setup: Node a has a messagem whose destination is noded. Nodeb does not have
messagem.
Events and Associated Actions:

nodea encounters a nodeb
1: if b= d then
2: nodea sends messagem to nodeb
3: else
4: if b∈Ca then
5: nodea sends a copy of messagem to nodeb
6: else
7: if PCb,d > PCa,d then
8: nodea sends a copy of messagem to nodeb
9: end if

10: end if
11: end if

Figure 5.2: Protocol: MDTN-E3PR

5.3.2 Security Analysis: Correctness

In order to increase the message delivery probability, the conventional prediction-
based routing strategy forwards message copies to the nodeswhich have a higher
probability of encountering the destination node than the current message carrier
does. We consider our protocol E3PR to be correct if it achieves the same effect as
the conventional prediction-based routing strategy.

In E3PR, a nodea in communityCa sends messagem to an encountering node
b in another communityCb if PCb,d > PCa,d, i.e., if the nodes in communityCb have
a higher probability of encountering the destination noded than the nodes in com-
munity Ca do (lines 7 and 8). Upon receiving messagem, nodeb disseminates
messagem inside its communityCa in a flooding manner (lines 4 and 5). Ac-
cording to the definition of community in Section5.2, the nodes which frequently
co-exist in a common location comprise a community. Therefore, a high proba-
bility exists of successful message delivery from any node in a community to any
other node in the same community. With this in mind, messagem reaches all nodes
in communityCb with a high probability. Since the nodes in communityCb have a
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higher probability of encountering noded than the nodes in communityCa do, that
is PCb,d > PCa,d, the protocol achieves a higher delivery probability by forwarding
a copy of messagem to nodeb.

5.3.3 Security Analysis: Privacy

In E3PR, a nodea only reveals the probability that at least one node in its com-
munity Ca will encounter a given node to an outsider node. This probability is
computed within the community in a privacy preserving manner using the MDTN-
Private-Union protocol, thus individual probabilities ofencountering the given
node also remain confidential from the nodes inside the community.

One unavoidable side-effect of the protocol is that the adversary learns that
nodea’s probability (i.e.,Pa,d) of encountering the destination noded is no higher
thanPCa,d. Additionally, assume that nodea achieves the maximum probability of
encountering the destination noded in its communityC. Therefore, the adversary
also learns that the maximum probability of encountering noded is no higher than
PCa,d. The reader may refer to Section5.4 for the security analysis of the protocol
MDTN-Private-Union.

5.4 Privacy Preserving Computation of Union

5.4.1 Protocol Description

Consider a communityC = {a1,a2, . . . ,an}, wheren= |C|. Let PC,d be the prob-
ability that at least one node in communityC will encounter a given noded. In
this section, we present a protocol for computing such probability PC,d in a privacy
preserving manner. Letea,d denote the event that a nodea encounters noded, and
ea,d denote the opposite event ofea,d. Let P(ea,d) (denoted asPa,d in short) be
the probability that eventea,d will happen. Therefore, the probabilityPC,d can be
expressed as Equation (5.1).

PC,d = P(
⋃n

i=1eai ,d)

= 1−P(
⋃n

i=1 eai ,d)
= 1−P(

⋂n
i=1 eai ,d)

= 1−∏n
i=1P(eai ,d)

= 1−∏n
i=1(1−P(eai ,d))

= 1−∏n
i=1(1−Pi,d)

(5.1)

Each node in communityC submits its individual probability of encountering
noded, which is considered as a private information, to the protocol. After the
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computation of the protocol, each node learns the probability PC,d without disclos-
ing its private information to other nodes. The protocol is specified in Figure5.3.

The protocol is initiated by the leader node of the communityC. The leader
node floods aninit message (Figure5.3: protocol initiation: line 3) to all nodes
in communityC. Hereafter, we only concern about the nodes in communityC.
After receiving theinit message, a nodea can send theinit message to any en-
countering node which has not received it yet (INIT: lines 7 and 8). After that,
nodea exchanges random numbers with each of the firstK distinct encountered
nodes (INIT: lines 10 and 11).K is a constant and its value is known to all nodes.
Nodea then mixes itsσa (initially σa = 1−Pa,d) with the sent and received random
numbers (INIT: line 12). After encountering the firstK distinct encountered nodes,
nodea sends the mixed private value to the leader node (INIT: line 14), when it
encounters the leader node. The leader node maintains a product of the received
mixed private values (PARTIAL: line 2). When the leader nodereceives all the
mixed private values from the nodes in communityC, the leader node computes
the final result and floods it in its community (PARTIAL: line 4and 5). The final
result is the probability that at least one node in communityC will encounter node
d.

5.4.2 Protocol Setting

An interesting question is the relationship between the number of nodes in a com-
munity and the constantK, that is, what the value of the constantK should be.
Recall the stated requirement with regard to the community size in Section5.2:
we consider a communityC to comprise of at least three nodes. i.e.,n= |C| ≥ 3.
Moreover, according to the mechanism of our protocol, a nodeat the most can
exchange random numbers with all other nodes in its community. Therefore, the
domain of the constantK should be[2,n), i.e., 2≤ K < n.

In addition, whenK = 2, whatever the valuen is, thesen nodes can always
make a pair. Therefore,K can always be set as 2. When 2< K < n, according to
the mechanism of our protocol, each node should exchange random numbers with
K distinct nodes in its community. Hence, there arenK random numbers generated
in each execution of our protocol. ThesenK random numbers should be divisible
by K+1. That isn(K+1−1) = n(K+1)−n is divisible byK+1. Therefore, the
value of the constantK should meet the following requirement:n%(K + 1) = 0.
An easy understanding example is that everyK+1 nodes construct a clique.

Summarizing, the value of the constantK should meet the following two re-
quirements: 1) 2≤ K < n and 2)K = 2 orn%(K +1) = 0.
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Protocol: MDTN-Private-Union
Participants: Nodes in a community denoted by the setC. One node inC is the leader
node denoted byl .
Input: Each nodeai has a private inputPi,d, that is the probability that nodeai will en-
counter noded.
Output: The nodes inC learnσC = 1−∏ai∈C Pi,d.
Setup: (l ,g) uniquely identifies an instance of the protocol, whereg is an integer.K is a
constant such that 2≤ K < n andn%(K +1) = 0, wheren= |C| . Nodes are not ordered,
that is,ai denotes any given node inC. ε is a sufficiently small number (i.e., 10−5), which
does not affect the accuracy of the computation.
Events and Associated Actions:

leader nodel initiates the protocol
1: R← φ
2: σC← 1
3: l floods〈INIT , l ,g〉 to all nodes inC

nodeai ∈C receives〈INIT , l ,g〉

1: σ0
i ← 1−Pi,d

2: if σ0
i = 0 then

3: σ0
i ← ε

4: end if
5: for j ← 1 to K do
6: ai encounters nodea j ∈C
7: if a j has not received〈INIT , l ,g〉 then
8: ai sends〈INIT , l ,g〉 to a j

9: end if
10: ai sends a random positive numberr i j to a j

11: ai receives a random positive numberr ji from a j

12: σ j
i ← σ j−1

i ×
r i j
r ji

13: end for
14: ai sends〈PARTIAL, l ,g,σK

i 〉 to l

leader nodel receives〈PARTIAL , l ,g,σK
i 〉 from ai

1: R←R∪{ai}
2: σC← σC×σK

i
3: if R=C then
4: σC← 1−σC

5: l floods〈FINAL , l ,g,σC〉 to all nodes inC
6: end if

Figure 5.3: Protocol: MDTN-Private-Union
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5.4.3 Security Analysis: Correctness

The first challenge for the protocol is that the nodes a node will encounter are
not known beforehand in MDTNs. To address this challenge, the protocol allows
a nodeai ∈ C to encounter any otherK nodes inC (INIT: lines 5 and 6). The
encountered nodes by nodeai are given asa j , where j ∈ {1,2, . . . ,K}.

Each nodeai ∈C exchanges random numbers (i.e., the sending random num-
ber r i j and the receiving random numberr ji ) with each of the firstK encountered
nodea j (INIT: lines 10 and 11). Nodeai multiplies itsσi with the ratio of random
numbersr i j and r ji , whereas nodea j multiplies its σ j with the ratio of random
numbersr ji andr i j (INIT: line 12). When the leader node computesσC =∏n

i=1 σK
i ,

wheren= |C| (PARTIAL: line 2), the productσC is the required value∏n
i=1 σ0

i be-
cause the product of∏n

i=1 ∏K
j=1

r i j

r ji
×

r ji

r i j
is 1 (PARTIAL: line 2).

Moreover, consider a special case that theσ0
i of nodeai is 0. In such a case,

the σK
i is 0, whereas the exchanged random numbers are positive. Hence, when

nodeai sends itsσK
i to the leader node, the leader node can be aware that theσ0

i
of nodeai is 0. In other words, the private information of nodeai is disclosed.
In order to protect the private information for such kind of nodes. we modify the
original σ0

i to be a small positive constantε, if the originalσ0
i is 0 (INIT: lines 2 –

3).
The result ofσC (PARTIAL: line 2) will be influenced due to such modifica-

tion. In order to investigate the impact of the modification on the original result,
consider there ares, where 0≤ s≤ n, nodes whose originalσ0 are 0. LetσC is
the result without the modification. Letσ ′C be the result with the modification. The
value ofσ ′C is εs∏n−s

j=1σ0
j . If s= 0, σ ′C = σC; otherwise, the value ofσC is then

0, andσ ′C−σC = σ ′C. However, the value ofε is so small that can be neglected.
Hence, the value ofσ ′C−σC = σ ′C can be neglected.

The second set of related challenges of mobile delay tolerant network envi-
ronments are as follows: connectivity is intermittent, messages may arrive after
long and variable delays, and message transmission is asynchronous. Moreover,
the MDTN-Private-Union protocol is based on community, while the community
structure may change in the computation process of the protocol. For instance,
some nodes in a community may leave the community, after the leader node initi-
ates the computation of the protocol and before the computation is finished. There-
fore, according to whether the community structure is changed or not during the
computation of the protocol, we analyze the elements of the protocol that address
this set of challenges in the following two cases.

In the case that the community structure does not change in the computa-
tion process, the following two elements of the protocol address the above set of
challenges: (1) Theinit message reaches all nodes in communityC with high prob-
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ability and thus they all participate in the protocol. This is because that the nodes
which frequently co-exist in a common location comprise a community. There-
fore, a high probability exists of successful message delivery from any node in a
community to any other node in the same community. (2) If a node ai ∈C that has
received theinit message encounters a nodea j ∈C that has not yet received the
init message thenai sends a copy of the message toa j to initiate it to the protocol
(INIT: lines 7 and 8). Nodes consider an encounter successful only if they ex-
change all messages (i.e., a sending number and a receiving number) according to
the specification during their period of contact. Otherwise, they ignore any partial
messages sent and received.

In the case that the community structure changes in the computation process,
the above set of challenges are addressed by the following element of the proto-
col: the protocol is invoked periodically in a community independently from the
routing protocol. Thus, even if the computation of MDTN-Private-Union cannot be
finished due to the change of the community structure, the nodes in that community
can still use the previous results of the protocol to guide the message forwarding
police.

5.4.4 Security Analysis: Privacy

Without loss of generality, let’s consider a nodeai ∈C. In an ideal protocol, the
node would submit its private valuePi,d to a TTP. The TTP is considered trustwor-
thy, therefore it would not disclose the private valuePi,d of nodeai to any other
party. It would only reveal the output of the protocol, whichis the union of the
private values received from all the nodes in communityC.

In the MDTN-Private-Union protocol, nodeai discloses the following infor-
mation: (1) a random positive number to each of theK nodes that it encounters
after receiving theinit message (INIT: line 10); (2) the valueσK

i to the leader node
l (INIT: line 14).

For the random positive numbersr i j , where 1≤ j ≤ K, since these numbers
are independent ofPi,d, the encountered nodes do not learn any information about
Pi,d.

With regard toσK
i = σ0

i × γi , whereγi = ∏K
j=1 r i j /r ji , let’s assume that the

interval of the random numbers is large compared to the interval of Pi,d and that the
random positive numbers are distributed uniformly. This implies that the interval
of γi is also large and that it is distributed uniformly. Thus, theadversary can learn
no information aboutPi,d from σK

i .
The adversary can learnPi,d if and only if it learnsγi in addition toσK

i . To
learn γi, the adversary must learn all valuesr i j and r ji . This is possible only if
all K nodesa j that encountered nodeai are dishonest and collude to reveal all of
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their individual r i j and r ji values and consequently the value ofγK
i . TheσK

i can
be learned by the adversary, if the leader node is dishonest and colludes with the
adversary (i.e., theK dishonest nodes).

After understanding the context where the private value of node ai can be
disclosed due to the collusion of dishonest nodes, an interesting question is the
probability that such event happens. LetPD denote the probability that the private
value of a nodeai is disclosed by the collusion of dishonest nodes. According
to the above analysis, we can see thatPD = Prob{leader nodel is dishonest}×
Prob{K encounters are dishonest}. Hence,PD depends on the number of nodes in
communityC, the value ofK, and the number of dishonest nodes in communityC.
In order to identifyPD, we assume that the number of dishonest nodes excluding
nodeai is known and denoted asm, where 0≤m≤ n−1.

Let’s assume that each node excluding nodeai in C has the same chance to
be dishonest. Hence,Prob{leader nodel is dishonest} can be expressed as Equa-
tion (5.2).

Prob{leader nodel is dishonest}=
m

n−1
(5.2)

Moreover, due to the random mobility model, we can probably assume that
the encounters are random and cannot be scripted by the adversary. Hence,

Prob{K encounters are dishonest}=

{

0, if 0 ≤m< K
CK

m
CK

n−1
, if K ≤m≤ n−1

(5.3)

Combining (5.2) and (5.3), the probabilityPD can then be expressed as Equa-
tion (5.4).

PD =

{

0, if 0 ≤m< K
m

n−1×
CK

m
CK

n−1
, if K ≤m≤ n−1

(5.4)

The impact ofmandK on the probability that the privacy of nodes is disclosed
is illustrated in Figure5.4. It can bee seen that (1)PD decreases asK increases; (2)
PD increases asm increases. Moreover, we observe thatPD is high whenm is
chosen a big number.

In addition, one unavoidable side-effect of the protocol isthat the adversary
learns that nodeai ’s probability (i.e.,Pi,d) of encountering the destination node
d is not higher thanPC,d, sincePC,d = P(

⋃n
z=1ez,d) ≥ Pi,d, wheren = |C|, 1≤

i ≤ n. Furthermore, assume that nodeai achieves the maximum probability of
encountering the destination noded in its communityC. Therefore, the adversary
also learns that the maximum probability of encountering noded is not higher than
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Figure 5.4: The impact ofm andk on the privacy, wheren= 31

PCa,d. However, the adversary can learn whether nodeai is the one who has the
maximum probability of encountering noded, no better than a random guess with
probability 1/(n−m). Moreover, the adversary can learn the exact value of the
maximum probability of encountering noded, no better than a random guess with
probability 1

n−mPD.
As in the ideal protocol, the output of the protocol is the union of the private

values of all nodes inC. The MDTN-Private-Union protocol thus does not reveal
any more information about the private valuePi,d of nodeai than the ideal protocol
if the following assumptions hold true: (1) the interval of the random numbers
r i j and r ji is large compared to the interval ofPi,d and the random numbers are
distributed uniformly, and (2) at least one of theK nodes that encountered nodeai

and the leader node is honest.

5.4.5 Performance Analysis: Running Time

In this section, we first develop an analytical model of the running time of E3PR.
We then simulate the analytical model by numerical results.
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Analytical Model

The running time of our protocol is defined as the time since the leader node ini-
tiates the protocol until all nodes receive the result of ourprotocol. Consider a
communityC = {ai |1≤ i ≤ M + 1}. According to the mechanism of E3PR, the
running time is spent in four sub-processes: (1) the leader node floodsinit message
to all other nodes; (2) each node spraysK random values, each of which can be
considered a message, to the firstK distinct nodes; (3) each node directly sends the
mixed value to the leader node; and (4) the leader node floods the final result to all
other nodes. The time spent in each sub-process is characterized by the message
dissemination manner. LetD f denote the delivery delay in the flooding manner.
Let Di

s be the delivery delay of nodeai by sprayingK messages. LetDd be the
delivery delay of direct delivery. In addition, since sub-processes (1) and (4) uti-
lize the same manner to disseminate messages, the time consumed in these two
sub-processes are the same.

Let t1≤ t2≤ . . .≤ tM+1 be the time when each node receives theinit message.
t1 is the time when the leader nodel initiates the protocol. Letτi, where 1≤ i ≤
M+1, be the time duration that each nodeai spends to sprayK random values to
K distinct nodes. The earlier a node receives ainit message, the more nodes that it
can spray itsK random values. In other words, it spends less time to spray all of
its K random values, that isτi ≤ τ j , wherei ≤ j.

Let t l
i = ti + τi + τEM, where 2≤ i ≤ M + 1, be the time when a community

memberai sends its mixed private value to the leader node. Hence,t l
2≤ t l

3≤ ·· · ≤
t l
M+1. In other words, the time when the leader nodel starts to flood the finial
result inside communityC depends on the last node (denoted byaM) receiving
the init message. Consequently, the running time of our protocol is estimated by
considering the node lastly receiving theinit message. The time consumed by our
protocol can be expressed as Equation5.5.

D3pr = 2D f +DM+1
s +Dd (5.5)

Since the time spent in sub-process (3) is equal to the inter-meeting time of
a node pair, we focus on investigating the time spent in sub-processes (1), (2) and
(4). We model the message dissemination in sub-process (1),(2) and (4) by a one-
dimensional Continuous Time Markov Chain (CTMC) with state(n(t)), where
n(t) represents the number of community members with a given message in sub-
processes (1) and (4), or community members have been encountered by a given
node in sub-process (2), by timet. The state transition is illustrated in Figure5.5.
There areN transient states and 1 absorbing state. The transition fromthe current
state to another different state is characterized by thetransition ratebetween these
two states, which measures how quickly the state transitionhappens. According to

89

Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf 

© [J. Miao], [2013], INSA de Lyon, tous droits réservés



Figure 5.5: The continuous time Markov model for modeling the general message
dissemination in E3PR . States(1) to (N) areN transition states and state(N+1)
is the absorbing state.

Figure5.5, we can obtain the generator matrixQ with dimensionN+1 as Equa-
tion 5.6.

Q =

(

T R
0 0

)

. (5.6)

where sub-matrixT is anN×N matrix with elementTi, j ,(1≤ i, j ≤N) mean-
ing the transition rate from transient state(i) to transient state( j). R is a N× 1
matrix with elementRi,N+1 means the transition rate from transient state(i) to the
absorbing state(N+ 1). The left 0 matrix is a 1×N vector with all element 0
meaning zero transition rates from the absorbing state to transient states. The right
0 matrix includes only a single element 0 representing the negative sum of the left
0 vector. According to the different manners of disseminating messages, we obtain
the transition rateqi, j from state(i) to state( j) as follows.

i) Flooding Messages. In such a case,N = M. In the flooding process, each
of the nodes with a given message replicates the message to anencountering node
without the message. Consider the current state is in state(n)n≤M , that is, there are
n nodes including the leader node with the message andM+1−n nodes without
the message. When one of the nodes without the message encounters a node with
the message, the system state turns to state(n+1). The transition rate from state
(n) to state(n+ 1) is (M + 1− n)nλ , since there areM + 1− n nodes that can
receive the message fromn nodes in the rate ofλ . When the last node receives
the message, the system turns to state(N+1), (i.e., the absorbing state), and the
transition rate isMλ . Let T f andR f denote the matrixT andR in Q, respectively.
Let Tf{( j)|(i)} and Rf{(N + 1)|(i)} be the tradition rate from state(i) to state
( j) and from state(i) to the absorbing state, respectively. Therefore, the non-zero
transition rates in the Markov chain can be expressed as Equation 5.7.















Tf{(n+1)|(n)} = (M+1−n)nλ ,n∈ [1,M−1]
Rf{(N+1)|(n)} = Mλ , if n= M
Tf{(n)|(n)} =−Tf{(n+1)|(n)}−Rf {(N+1)|(n)},

n∈ [1,M]

(5.7)

ii) Spraying Messages. In such a case,N = K− 1. From the viewpoint of
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the nodeaM+1 lastly receiving theinit message, only nodeaM+1 can forward its
random values to the remainingK available nodes. Consider the current state is
in state(n)(n≤K−1), that is, there aren distinct nodes in the remainingK nodes
which have received random values from nodeu, andK−nnodes have not received
random values from nodeaM+1. When nodeaM+1 has not sent allK random values
and encounters one of the remaining nodes without random values from nodeaM+1,
the system state turns to state(n+ 1). The transition rate from state(n) to state
(n+ 1) is (K − n)λ , since there areK− n community members only which can
receive the remaining random values from nodeaM+1 in the rate ofλ . When the
K-th random value is sent by nodeaM+1, the system turns to state(N+ 1), (i.e.,
the absorbing state), and the transition rate isλ . Let Ts andRs denote the matrix
T andR in Q, respectively. LetTs{( j)|(i)} andRs{(K)|(i)} be the tradition rate
from state(i) to state( j) and from state(i) to the absorbing state, respectively.
Therefore, the non-zero transition rates in the Markov chain can be expressed as
Equation5.8.















Ts{(n+1)|(n)} = (K−n)λ ,n∈ [1,K−2]
Rs{(K)|(n)} = λ , if n= K−1
Ts{(n)|(n)} =−Ts{(n+1)|(n)}−Rs{(K)|(n)},

n∈ [1,K−1]

(5.8)

According to the transition matrixT f (s), we can derive the message delivery
delay, dented by Df (s), as the following expression [54, 67]:

D f (s) = e· (−T−1
f (s)) · I (5.9)

wheree is a 1×N vector denoting the initial state probability vectore=
[1,0, . . . ,0], and I is aN×1 all-one vector, that is,I = [1,1, . . . ,1]T .

Numerical Results

In this section, we give numerical results of the running time based on the analytical
model. The simulations are conducted under a widely utilized mobility model in
MDTNs called Random WayPoint (RWP) [52]. From the perspective of the whole
network space, the mobility characteristics of RWP have been shown to be very
different from human movement in real-life scenarios by recent studies [48, 45, 10].
However, by virtue of its simplicity and mathematical tractability, which in turn
enable to theoretically analyze the performance bounds, RWP is widely utilized
by the existing community-based mobility models [45, 112] to imitate the node
mobility inside a community.

In RWP, each node is initially specified a random destinationwithin a given
area, and it then moves towards the destination with a given speed. When it reaches
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Figure 5.6: Simulation Results of the running time of E3PR with a given contact
rateλ = 2.51 h−1.

the destination, it stays there for a certain period of time (i.e., a pause time). When
the pause time expires, it randomly chooses a new destination, and repeats the
above process. In order to avoid the impact of the setting of pause time on the
routing performance, there is no pause time in the simulations as done by [69, 68].

We utilize the similar simulation settings as in [54, 69, 68], in which a stan-
dard RWP [52] mobility scenario is considered. The parameters in our numerical
evaluation include the contact rateλ , the number of nodesM+1 in a community,
and the value ofK. The contact rateλ is obtained according to the study of Groen-
evelt et al. in [37]. Specifically, the contact rateλ of nodes under RWP mobility is
(8wrv)/πL2, wherew= 1.3683 is a constant,r is the transmission range,v is the
speed of nodes,L is the size of the network. In our numerical simulation, the pa-
rameters are set as follows:λ = 2.51 h−1 with r = 20m, v= 10 m/s, andL = 1000
m. The number of nodes and the value ofK are set as variable parameters for the
investigation.

The numerical results are illustrated in Figure5.6. From the results, we can
see that running time of the protocol decreases, as the number of nodes in a commu-
nity increases. The greater number of nodes provide more opportunities of relaying
flooded message and participate in sharing random values. For a given number of
nodes, the greater value ofK, the longer the running time is. It results from that
the node last receiving theinit message spends more time to spray theK random
values to the remainingK distinct nodes.

92

Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf 

© [J. Miao], [2013], INSA de Lyon, tous droits réservés



5.5 Experimental Evaluation

We present in this section the performance evaluation of E3PR. We start by present-
ing the simulation settings and the mobility model we have used in sections5.5.1
and 5.5.2, respectively. We then introduce the routing protocols against which
we compare the performance of E3PR and the performance metrics we used in
sections5.5.3and 5.5.4, respectively. Finally, we present the results of our ex-
periments in Section5.5.5. As none of the non-naive algorithms against which we
compare E3PR are privacy preserving, the objective of this performance evaluation
is to assess the cost of introducing privacy preservation mechanisms in the routing
process.

5.5.1 Simulation Settings

We have implemented E3PR as a module of the Opportunistic Network Environ-
ment simulator (ONE) [57]. We summarized the simulation parameters that we
used.

We have used a simulation area of 2000× 1500 m2. This area is equally
divided into 12 regions as shown in Figure5.7. In each region we initially deploy
a varying number of nodes (from ten to fifty). Each node considers the region in
which it has been deployed as itslocal region. According to the mobility model
we used, further described below, a node is more likely to visit its local region than
other places. Nodes associated to a region constitute a community. This simulation
scenario is very similar to the one used in PRoPHET [70].

The communication between nodes is performed using the Bluetooth proto-
col since modern mobile devices are commonly equipped with this technology.
Bluetooth has been often used in the evaluation of DTN protocols. For instance,
the reality mining mobility traces [27], which have been used for the evaluation
of many protocols, e.g., Habit [78], have been collected with mobile phones using
Bluetooth. According to the specification of Bluetooth version 2.0 [57], the trans-
mission range and bandwidth are set as 10 m and 2 Mb/s, respectively. Further-
more, the speed of nodes is set to 1.34 m/s, since this is an average human walking
speed [59]. Each experiment we run approximately lasts for thirteen hours (simu-
lation time) among which one hour is a warm up period during which no message
is generated. After this period, every thirty seconds, a random node sends a mes-
sage to random destination node. We have considered only messages for which the
source and the destination belong to different communities.
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Figure 5.7: Community Model

Table 5.1: Parameter settings

Parameter Name Value
Simulation area 2000× 1500m2

Transmission range 10 m
Simulation duration 13 hours + TTL
Warm-up period 1 hour
Message generation rate 1 message per 30 seconds
Number of communities 12
Number of nodes in a communityfrom 10 to 50
Node speed 1.34 m/s
pl 0.8
pr 0.2

5.5.2 Mobility Model

In our evaluation, we adopt the community-based mobility model proposed in [112],
which has been widely utilized for the evaluation of community-based routing pro-
tocols [114, 25]. In this mobility model, each community is associated witha
geographical area. The movement of nodei, which belongs to the communityCi

consists of a sequence oflocal and roamingepochs. A local epoch is a random
direction movement restricted inside the area associated with the communityCi.
A roaming epoch is a random direction movement inside the entire network. If
the previous epoch of a nodei was a local one, the next epoch is a local one with
probability pl , or a roaming epoch with probability 1− pl . Similarly, if the pre-
vious epoch of nodei was a roaming one, the next epoch is a roaming one with
probability pr , or a local one with probability 1− pr . In our simulations, we adopt
the same values forpl andpr as in [70], i.e., pl =0.8 andpr=0.2.
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5.5.3 Routing Protocols

We have compared the performance of E3PR against the following protocols:
Epidemic: in this protocol, a node forwards a copy of each unexpired mes-

sage it holds to every node it encounters, which does not already have a copy of
the message. Epidemic routing achieves the upper bounds of delivery ratio and
delivery cost, and achieves the lower bound of delivery latency.

Direct: in this protocol, the source node only forwards the message to the
destination node. Contrary to Epidemic, Direct routing achieve the lower bounds of
delivery ratio and delivery cost, and achieves the upper bound of delivery latency.

PRoPHET: in this protocol, a node forwards a copy of a message it holds
to a node it encounters, only if the latter has a higher probability of encountering
the destination node of the message. The parameters of the protocol are set as
described in [70]. PRoPHET is a well known prediction-based routing protocol.

Bubble: this protocol utilizes social information about nodes, such as their
centrality and the community to which they belong. There aretwo kinds of cen-
trality in this protocol: local centrality and global centrality. The local (global)
centrality value of a node indicates the number of its community members (nodes)
that it encountered in time windows. In this protocol, a message is forwarded based
on the values of the values of the global centrality of two encountering nodes, until
it reaches a node in the same community as the destination node. After that, the
message is forwarded based on the values of the local centrality of two encounter-
ing nodes, until it either reaches the destination node or expires. In our simulations,
considering the TTLs of messages, the size of a time window isset to 1 hour. The
centrality value of a node is accumulated in all time windows. Moreover, Bubble
is a well known community-based routing protocol.

3PR: in this protocol, message forwarding decision is made by comparing
information about communities of nodes instead of individual nodes. Specifically,
it compares the maximum probability that a node in the community of a poten-
tial intermediate node will encounter the destination node. The parameters of the
protocol are set as described in [42].

We have compared the performance of E3PR against this set of algorithms
for the following reasons. First, Epidemic and Direct are often used to show the
upper and the lower bound in terms of performance, that can bereached in a given
environment. Then, as E3PR is a prediction-, community-based algorithm, we
used PRoPHET and Bubble as the representative algorithms for the categories of
prediction-based and community-based algorithms, respectively.
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Figure 5.8: Delivery ratio wrt the increasing TTL of messages.

5.5.4 Performance Metrics

To evaluate E3PR we used three well known metrics: the delivery ratio, the delivery
cost and the delivery latency defined as follows.

Delivery ratio: is the proportion of messages that have been delivered out of
the total unique messages created.

Delivery cost: is the total number of messages transmitted in the simulation.
To normalize this, we divide it by the total number of unique messages created.

Delivery latency: is the average time needed to finish transmitting messages
to their destinations.

5.5.5 Performance Results

We performed two experiments. First, we compared the performance of E3PR
against the protocols introduced above, with respect to theabove three performance
metrics. We then analyze the impact of the community size on the performance of
E3PR.

Performance Comparison of Routing Protocols

Figure5.8shows the delivery ratio of the compared protocols as a function of the
Time-To-Live (TTL) of the generated messages. As expected,Epidemic and Direct
achieve the best and worse delivery ratio, respectively, for all values of TTL. We
also observe that E3PR achieves a better delivery ratio thanPRoPHET and 3PR
when the TTL is less then 2 hours, and achieves a similar delivery ratio to that of
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Figure 5.9: Delivery cost wrt the increasing TTL of messages.

PRoPHET and 3PR when the TTL is greater than 2 hours. Finally,E3PR has a
much higher delivery ratio than Bubble. The difference between the performance
of the two protocols gets up to 70.29% for a TTL of 2 hours. Thisis because
E3PR floods a message inside the communities which are on the path from the
community of its source node to the community of its destination node.

Figure5.9, shows the delivery cost of the compared routing protocols.As ex-
pected, Epidemic and Direct have the highest and lowest delivery cost, respectively,
whatever the value of TTL. Compared to the others, Bubble hasa low delivery cost,
which remains stable when the TTL increases. The delivery cost of E3PR is higher
than that of Bubble and 3PR, but much lower than the one of PRoPHET.

Figure 5.10 shows the delivery latency of the compared routing protocols.
Epidemic has the lowest delivery latency, whatever the TTL.Further, E3PR follows
the same trend as Epidemic with higher latencies (around 0.29 hour). 3PR and
PRoPHET achieve a little higher delivery latency than E3PR.The performance of
Bubble and Direct increases linearly with the increase of the TTL.

Influence of the Number of Nodes in a Community

In order to investigate the impact of the number of nodes in each community on
the routing performance of our protocol, we run an experiment in which we vary
the number of nodes in each community from 10 to 50.

Figure5.11a, 5.11band5.11cshow the impact of the increasing community
size on the delivery ratio, the delivery cost and the delivery latency, respectively.
Results show that the larger the communities, the higher thedelivery ratio and
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Figure 5.10: Delivery latency wrt the increasing TTL of messages.

cost and the lower the delivery latency. Since E3PR floods a message inside the
community of the message carriers, the delivery cost increase as the communities
become larger. However, more message copies increase the delivery probability
and reduce the delivery latency.

Impact of the Settings of the Mobility Model

In this section, we investigate the impact of the settings ofthe adopted mobility
model on the routing performance of E3PR. We run an experiment in which we
vary the value ofpl from 0.5 to 0.9 with step by 0.1 and set the value ofpr as
1− pl .

First, we look at the impact of the settings of the adopted mobility model on
the delivery ratio. As shown in Figure5.12, we can observe that E3PR achieves
similar results with different settings ofpl and pr . The performance of delivery
ratio increases as the increment of the value ofpl when the TTL is not greater than
3 hours. The performance of delivery ratio with different settings is the same, when
the TTL is greater than 3 hours. Since E3PR floods messages inside a community,
under the pre-condition that messages can be transferred among communities, the
higher probability that a node stays inside its community, the higher probability
that the node gets a message flooded inside its community.

Next, we compare the delivery cost of E3PR with different settings of the
adopted mobility model. From the results illustrated in Figure5.13, we can observe
that the performance of delivery cost increases as the valueof pl increases when
the TTL is not greater than 3 hours. When the TTL is greater than 3 hours, the
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Figure 5.11: (a) delivery ratio, (b) delivery cost, and (c) delivery latency wrt the
increasing size of communities.
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Figure 5.12: The impact of the settings of the mobility modelon the delivery ratio
of E3PR
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Figure 5.13: The impact of the settings of the mobility modelon the delivery cost
of E3PR
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Figure 5.14: The impact of the settings of the mobility modelon the delivery la-
tency of E3PR

performance of delivery cost decreases as the increment of the value ofpl . This
is because that the higher probability that a node stays inside its community, the
higher probability that the node gets a message flooded inside its community. In our
case, for a given message, most of nodes on the routing path from the community
of its source node to the community of its destination node can get a copy of the
message within 3 hours. Therefore, when the TTL is greater than 3 hours, the
delivery cost increases slowly for the simulations with high values ofpl . This is
consistent with the results of the delivery ratio.

At last, we investigate the results of delivery latency of (E3PR) with different
settings of the adopted mobility model. As shown in Figure5.14, we can see that
the delivery latency decreases as the increment ofpl . For each setting, the delivery
latency increases as the TTL increases, when the TTL is less than 3 hours; the
delivery latency keeps the same as the TTL increase, when theTTL is greater than
3 hours. For the case that the TTL is less than 3 hours, the messages that need more
time can be delivered as the TTL increases. As for the case that the TTL is greater
than 3 hours, the latency keeps the same, since the messages are delivered within 3
hours. Note that this is consistent with the results of the delivery ratio.

5.6 Chapter Review

In this chapter, we presented E3PR, the first privacy-preserving prediction-based
routing protocol for mobile delay tolerant networks. E3PR takes advantage of the
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mobility patterns of nodes to route messages, yet preservesthe privacy of nodes by
hiding their individual mobility patterns. The protocol requires that the nodes in a
community compute the probability that at least one of the nodes in the commu-
nity will encounter a destination node. We presented a protocol that computes this
union in mobile delay tolerant networks in such a manner thatthe individual pri-
vate values are not revealed even to the nodes inside the community. We evaluated
E3PR both theoretically, with correctness and privacy analyses, and practically,
through extensive simulations. Our simulations on a well established community-
based mobility model, demonstrate that E3PR has comparableperformance to ex-
isting prediction-based protocols, while preserving the privacy of nodes.
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Chapter 6
Perspective–Selfishness of Nodes in
MDTN Routing

6.1 Introduction

In the literature, considerable efforts have been done to deal with routing in MDTNs.
Most of the existing routing protocols in MDTNs explicitly or implicitly assume
that the nodes in a network are willing to relay messages for others. Unfortu-
nately, reality is different. Indeed, as it has been previously demonstrated in the
literature [69], collaborative systems are subject to rational behavior (also called
selfish behavior). MDTNs are particularly suited for exacerbating such behavior
due to the resource constraints of mobile devices (e.g., battery, memory and band-
width) [101]. The main contribution of the ongoing work in this chapter is to survey
the existing related research works that overcome the issueof nodes’ selfishness.

The remainder of this chapter is organized as follows. We first classify selfish
behaviors, and summarize the impact of selfish behaviors on routing performance
in Section6.2. We then investigate different strategies for preventing selfish behav-
ior in Section6.3. This is followed by an experiment to compare the performance
of different strategies in Section6.4. Finally, we conclude this chapter in Sec-
tion 6.5.

6.2 Selfishness

In this section, we first develop a unified view of the classification of selfish be-
haviors. We then discuss the methodologies utilized for investigating the influence
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of selfish behaviors on the performance of routing protocols. Finally, we highlight
the performance degradation caused by selfish behaviors.

6.2.1 Classification of Selfish Behavior

Recent years have seen considerable research works addressing the issue of selfish
behavior in DTNs [68, 127, 73]. Traditionally, most works consider selfish behav-
ior as the unwillingness of a single node to relay the messages of all other nodes
in order to conserve its limited resources. Nevertheless, people in real life (i.e.,
the carriers of mobile devices) generally do not act alone, but tend to belong to
communities [49]. In an alternative type of selfishness, a node that belongs to a
community is willing to relay messages for the nodes within the same community
but refuses to relay messages for the nodes outside its community. For this reason,
selfish behavior can be classified into two categories:individual selfishnessand
social selfishness[65].

Moreover, in the literature investigating the impact of selfish behavior on
routing performance [95, 54], authors generally consider the following two types
of selfish actions:non-forwarding of messagesanddropping of messages. Non-
forwarding of messages means that a node refuses to relay messages for the nodes
towards which it is selfish. Dropping of messages means that anode agrees to relay
messages for the nodes towards which it is selfish, but it drops the messages after
receiving them.

From the above description, we can see that there are two classifications of
selfish behavior from different aspects. In this chapter, wedevelop a unified view
of the classification of selfish behavior. We term the two aspects of the classifi-
cation ascollusionandnon-cooperation. From the viewpoint of collusion, selfish
behavior can be classified into two categories: individual selfishness and social
selfishness. From the viewpoint of non-cooperation, selfishbehavior can be clas-
sified into two categories as well: non-forwarding of messages and dropping of
messages. The reader is requested to refer to Figure6.1 for an illustration of the
unified view of the classification. To the best of our knowledge, this is the first
work to develop this unified view of the classification of selfish behavior.

6.2.2 The Methodologies of Investigating the Impact of SelfishBehav-
ior

Since Panagakis et al. [95] first presented their study on the performance degrada-
tion caused by selfish behavior in DTNs, researchers have shown significant inter-
est in this field. To evaluate the impact of selfish behavior onthe performance of
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Figure 6.1: Classification of selfish behavior in DTNs

existing routing protocols, some works utilize theoretical analysis models, such as
Continuous Time Markov Chains (CTMC), whereas others utilize simulations.

To the best of our knowledge, CTMC is first exploited by Karaliopoulos
et al. [54] to demonstrate the impact of selfish behavior in DTNs. Laterstud-
ies [67, 66, 69, 68] explored CTMC to show the influence of selfish nodes on
routing performance in the contexts of social selfishness, constrained energy and
multicast routing. CTMC provides a theoretical approach for analyzing selfish be-
havior in DTNs.

However, CTMC can only be utilized to model the routing process of simple
routing protocols, such as Epidemic [117] or Spray and Wait [111]. These routing
protocols are generally considered to be inefficient in practice [80]. In addition,
studies based on CTMC do not evaluate the performance of the routing protocols
in terms of delivery ratio, which is traditionally considered to be the most important
performance metric in DTNs. Therefore, authors in [58, 69, 22] utilize simulation
methods to investigate the influence of selfish behavior on the routing performance.

6.2.3 The Impact of Selfish Behavior

Existing research works [68, 69, 58, 22] based on theoretical analysis and experi-
mental simulations reveal the following two characteristics of the impact of selfish
behavior on the routing performance. Firstly, the routing performance (i.e., de-
livery ratio, delivery cost and delivery latency) is seriously degraded, if a major
portion of the nodes in the network is selfish. For instance, the delivery ratio in the
presence of selfish nodes can be as low as 20% compared to what can be achieved
under full cooperation [108]. Secondly, the impact on the routing performance is
related to the non-cooperative action of selfish behavior (i.e., non-forwarding of
messages and dropping of messages). Specifically, the behavior of non-forwarding
messages reduces the delivery cost, while the behavior of dropping of messages
increases the delivery cost. However, both of them decreasethe delivery ratio, and
prolong the delivery latency, even if messages are eventually delivered.
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6.3 Strategies for Preventing Selfish Behavior

In order to reduce the impact of selfish behavior on routing performance, a num-
ber of studies focus on stimulating selfish nodes to be cooperative. The exist-
ing incentive strategies are traditionally classified intothree categories [16, 21]:
barter-based [16, 15, 121], credit-based [21, 93, 127, 73, 126] and reputation-
based [7, 118, 26, 120, 73, 64]. In the following subsections, we will introduce
the representative strategies in each category and summarize their common prob-
lems.

6.3.1 Barter-based Strategies

The simplest strategies are barter-based or pair-wise Tit-For-Tat (TFT) strategies [16,
15, 121]. The mechanism is that two encountering nodes exchange thesame
amount of messages. In [16, 15], the authors divide the messages into two cate-
gories: primary messages and secondary messages. For a given node, the messages
in which it is interested (e.g., the messages destined for it) are primary messages.
Other messages are secondary messages. When two nodes encounter each other,
they first exchange the description about the messages stored in their buffers. Based
on the analysis of the description, each node determines an initial list of the desired
messages from the other node, and sorts the messages in orderof preference (i.e,
the priority of primary messages is higher than that of secondary messages). For
the sake of simplicity, let us assume that the size of messages is the same. Finally,
each node refines the list by keeping the topK messages in its initial list, whereK
is the minimum size of two initial lists.

From the above depiction of message selection under this strategy, we can
see that it is entirely up to the nodes to determine the desired messages. Thus,
a node may adopt selfish behavior towards the secondary messages, in order to
conserve its limited resources. However, exchanging the secondary messages is
also beneficial, since they can be used to exchange the primary messages in the
future. In other words, each message has a potential value, which is employed to
prevent selfish behavior. Moreover, the authors in [16, 121] consider the message
selection process as a two-person game, and utilize a Nash Equilibrium [87] to
increase the message delivery ratio.

After the message selection process, two encountered nodesexchange the
messages in the lists one by one (i.e., if a node has sent a message to the other
node, it would not send another message, until it receives a message from the lat-
ter). In such a manner, even if the connection is disrupted during the exchange
process, the maximum difference of the number of exchanged messages between
two nodes is one. Consequently, the fairness of message exchange can be ensured
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by exchanging approximately the same amount of messages between two encoun-
tering nodes.

However, the requirement for exchanging the same amount of messages is
a two-edged sword. It can degrade the routing performance dramatically in the
case that one of the two encountering nodes has fewer messages. For instance,
let’s consider that there are two encountering nodes, called node A and B. Node
A contains a message whose destination is node B. However, there is no message
in the buffer of node B at the moment. In such a case, the message cannot be
delivered to node B. Furthermore, if node A is the source of the message, the
performance in terms of delivery ratio is even worse than that achieved by utilizing
Direct Delivery [115] which is generally considered to achieve the lower bound for
the delivery ratio in DTNs.

6.3.2 Credit-based Strategies

Credit-based strategies are proposed to avoid the disadvantages of barter-based
strategies. This kind of strategy stimulates nodes to be cooperative by utilizing
the concept of virtual credit, which is utilized to pay for message forwarding. The
mechanism is that if a node cooperates to forward a message for others, it receives
a certain amount of credit as a reward that it can later utilize for its own benefit.

Based on which node is charged with the message forwarding, the credit-
based strategies can be further sub-divided into two models[17]: 1) Message Purse
Model and 2)Message Trade Model. In message purse model [127, 73, 21], the
source node of a message pays credits to the intermediate nodes which participate
in delivering the message to the destination. In the messagetrade model [93], mes-
sages are considered as valuable goods. The receiver pays credits to the sender of
a message in each hop-by-hop transmission until the messagereaches the destina-
tion, which finally pays for the message forwarding. Since the source nodes do not
pay for the message forwarding, the message trade model is inherently vulnerable
to the source nodes flooding the network. For this reason, most of the credit-based
works utilize the message purse model.

In the strategies that belong to the message purse model, thecommon assump-
tion is the existence of a Virtual Bank (VB), or Credit Clearance Service (CCS).
The VB covers the space that the mobile nodes can reach, and can be connected by
any nodes in the network. The responsibility of the VB is to charge the source node
of a message and reward the intermediate nodes which participate in delivering the
message to the destination.

The strategies [73, 21, 127] belonging to the message purse model are suitable
for different routing protocols. In [73], the proposed strategy is designed for the
single-copy routing protocols (e.g., Direct Delivery and First Contact [50]) under
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which only one message copy exists in the routing process. Although single-copy
routing protocols consume the least resources, the routingperformances in terms
of delivery ratio and delivery latency are generally too lowto be applicable in
practice [114]. Therefore, more routing protocols (e.g., Epidemic and Spray and
Wait) are multi-copy based. In [21, 127], the proposed strategies are targeted to
multi-copy based routing protocols in DTNs. In [127], Zhu et al. include the
solution of cheating actions (i.e., credit forgery attack,nodular tontine attack and
submission refusal attack) adopted by the selfish nodes to maximize their benefits.
Detailed information about these cheating actions is givenin [127].

From the above discussion, we can see that the process of charging and re-
warding is invoked at the side of the VB, when (1) a message is successfully de-
livered to the destination and (2) there are intermediary nodes participating in the
routing process. Let’s consider a scenario where a major portion of the nodes is
selfish and each node has enough credits to request the message forwarding ser-
vice from an encountering node in a contact. In such a case, a message can only
be delivered when the source node directly encounter the destination node. In ad-
dition, before the message reaches the destination node, the credits of the source
node are reusable to request the message forwarding service. Therefore, a selfish
node cannot be aware of the necessity of cooperation with other nodes. Due to
the above two reasons, the credit-based strategies cannot efficiently stimulate the
selfish nodes to be cooperative, when a major portion of the nodes is selfish.

6.3.3 Reputation-based Strategies

We first explain the concept of reputation before discussingthe reputation-based
strategies: “Reputation of an agent is a perception regarding its behavior norms,
which is held by other agents, based on experiences and observation of its past
actions” [71]. In the scope of investigating selfish behavior, the reputation value
of a node indicates other nodes’ perception about the cooperation of the node.
For instance, if the reputation value of a node is low, it means that the node is
considered to be selfish by other nodes. If the reputation value of a node is high, it
means that the node is considered to be cooperative by other nodes.

The mechanism of this kind of strategy is that a message generated by a given
node is forwarded only if the node has forwarded messages originating from others,
i.e., has a good reputation. Therefore, the observation about the behavior of other
nodes plays a significant role in this kind of strategy. Basedon the feasibility
of observation by other nodes, we further divide the existing strategies into two
models: 1)detection-based modeland 2)non-detection model.

In the detection-based model, each node monitors the behavior of the inter-
mediary nodes. In [120, 64, 7], the authors propose different methods to detect

108

Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf 

© [J. Miao], [2013], INSA de Lyon, tous droits réservés



selfish behavior in DTNs. In [120], each intermediate node receives a receipt after
forwarding a message to another node. The receipt is a proof about the cooperation
of the intermediate node. The cooperation of an encountering node is assessed by
Beta distribution, which is parameterized by the number of cooperative and selfish
actions taken by the node. However, the strategy cannot prevent collusion cheat-
ing, which means that some nodes together cheat other nodes in order to increase
their reputation. Detailed information about this cheating action is given in [127].
Similar to [120], the behavior of intermediary nodes is proved by the returnof a
receipt. The difference is that a receiver floods the receiptinstead of sending the re-
ceipt to the sender. In [7], selfish behavior is detected in a different way: the sender
(including the source and intermediate nodes) of a message keeps the records of
the encountered nodes and the forwarding records which contain the identifier of
the message, the destination of the message and the forwarding time. When two
nodes encounter each other, they check the forwarding records and received mes-
sages since last encounter time, in order to detect the cooperative nodes and selfish
nodes.

However, due to the unique features of DTNs (e.g., the lack ofan end-to-
end continuous path and the high variation in network conditions), the detection
of selfish behavior is considered to be difficult by some authors. The alternatives
belonging to reputation-based strategies are not based on the detection of selfish
nodes [26, 73]. In [26], Dini et al. decrease the reputation of all nodes periodi-
cally, and only increase the reputation of the intermediatenodes who participate in
the successful message delivery. Similar to [26], the proposed strategy in [73] de-
creases the reputation of all nodes periodically. The differences between them are
twofold. First, it involves credit-based incentive strategy to reward the intermedi-
ate nodes which participate in the successful message delivery. Second, no matter
whether the message delivery succeeds or not, all cooperative nodes can get good
reputation values by sending the proofs of collaboration toa Trusted Authority
(TA), which is responsible for credit and reputation clearance.

From the above description, we can see that reputation-based strategies can
work even if a major portion of the nodes takes the selfish behavior of dropping
messages. However, this kind of strategy mistakenly considers the collaboration of
intermediate nodes as selfish behavior, if the reason causing the failure of message
delivery is the message expiration other than the selfish behavior of intermedi-
ate nodes. This is unfair to the cooperative nodes. Furthermore, it results in the
decrement of the delivery probability of the messages generated by this kind of
cooperative node, since they are mistakenly considered as selfish nodes by other
nodes. Moreover, since the reputation-based strategies only check whether an in-
termediate node forwards the message to other nodes or not, it cannot tackle the
selfish behavior of non-forwarding messages.

109

Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2013ISAL0023/these.pdf 

© [J. Miao], [2013], INSA de Lyon, tous droits réservés



6.4 Experimental Analysis of Existing Strategies for Pre-
venting Selfish Behavior

In this section, we first introduce representative strategies in the categories dis-
cussed above. We then present the experiment settings. The routing algorithm and
performance metrics are subsequently depicted. Finally, we compare the perfor-
mance of the different strategies for preventing selfish behavior.

6.4.1 Compared Strategies for Preventing Selfish Behavior

In the following experiments, we compare the performance ofpreventing selfish
behavior of the following strategies against a basic routing protocol (i.e., Binary
Spray and Wait), calledNon-strategy, which does not cope with the selfish behavior
of nodes. The detailed settings of the selected strategies are depicted in Table6.1.

Barter: When two nodes encounter each other, they exchange the same amount
of messages [15].

MobiCent: Due to the selected routing algorithm, which will be presented
later, is multi-copy based, we choose the MobiCent as the representative strategy
in the category of credit-based. In [21], the charging and rewarding processes are
performed at the side of Virtual Bank (VB), when a message is firstly delivered to
the destination. A constant credit is charged from the account of the source node
in VB. The charged credit is equally divided, and distributed to the intermediate
nodes in the message delivery path as a reward.

IRONMAN: Compared to barter-based and credit-based strategies, IRON-
MAN [ 7] includes the detection of selfish behavior. Therefore, it is selected as the
representative strategy in reputation-based strategy. Asdepicted in Chapter6.3.3,
when two nodes encounter each other, they firstly check the forwarding records and
the received messages, in order to detect the selfish nodes. The two encountering
nodes then update the opinion about others’ behavior with each other.

6.4.2 Simulation Settings

In order to evaluate the performance of different strategies for preventing selfish
behavior, we utilize a widely utilized mobility model in MDTNs called Random
WayPoint (RWP) [52] in the Opportunistic Network Environment (ONE) simu-
lator [56] to conduct the experiment. In RWP, each node is initially specified a
random destination within a given area, and it then moves towards the destination
with a given speed. When it reaches the destination, it staysthere for a certain pe-
riod of time (i.e., a pause time). When the pause time expires, it randomly chooses
a new destination, and repeats the above process. In order toavoid the impact of
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the setting of pause time on the routing performance, there is no pause time in the
simulations as [60]. In addition, we specify a warm-up period (0.5 hour) as in [18]
to uniformly distribute the initial position of nodes.

In this experiment, we consider 50 nodes in each simulation.To simulate the
social relationships, we equally divide the nodes into two groups. Two nodes that
belong to the same group are considered to have a social relationship; otherwise,
the nodes are considered not to have a social relationship. During the simulation,
a message with a random source and destination is generated every 5 seconds.
Since the message generation process lasts for 12 hours, there are 8640 messages
generated in each simulation. The detailed settings of the simulation are listed
in Table6.2

Table 6.1: Simulation Parameters for Strategies

Strategy Name Parameter Name Value
MobiCent Initial Credit for Each Node 1

Payment for Each Message 1
IRONMAN Initial Trust for Each Node 0.5

Trust Increment 0.5
Trust Decrement 0.5
Threshold 0.49

Table 6.2: Simulation parameters

Parameter Name Value
Simulation Area 500 m x 500 m
Simulation Length 13.5 hours
Mobility Model Random WayPoint (RWP)
Number of Mobile Nodes 50
Number of Groups 2
Number of Nodes in Each Group25
Transmission Range 10 m
Node Speed 1 m/s
Warm-up Period 0.5 hour
Duration of Message Generation12 hours
Message Generation Rate 1 message per 5 seconds
Time-To-Live (TTL) 1 hour
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6.4.3 Routing Algorithms

Based on the above settings, we conducted our experiment with an efficient multi-
copy routing algorithm in MDTNs, called Binary Spray and Wait [111]. The Bi-
nary Spray and Wait routing algorithm provides a platform for the selected strate-
gies. The routing process is elaborated below.

Binary Spray and Wait: In [111], each message is associated with an at-
tributeL, which indicates the maximum copies of the message that a message car-
rier can make. For each message, there are two phases:sprayphase andwait phase.
In the spray phase (i.e.,L > 1), a message carrier hands over half of its message
copies to an encountering node without the message. In the wait phase, the mes-
sage can only be forwarded to the destination node. In the experiment,L is set to
5.

6.4.4 Performance Metrics

We use the following metrics to assess the impact of selfish behavior in DTNs:
Delivery Ratio: The proportion of messages that have been delivered out of

the total unique messages created.
Delivery Cost: The total number of messages (including duplicates) trans-

mitted in the simulation. To normalize this, we divide it by the total number of
unique messages created.

6.4.5 Simulation Results

In Figure6.2(a), the performance of the strategies for preventing dropping mes-
sages is shown. When there is no selfish node, the performanceof Non-strategy,
MobiCent and IRONMAN is the same, since the cooperative nodes always coop-
erate with other nodes. However, the performance of Barter is lower than those of
other strategies, due to the requirement of exchanging the same amount of mes-
sages. As the percentage of selfish nodes increases, the performance of all strate-
gies is degraded. The performance of IRONMAN and MobiCent isalways better
than that of Non-strategy. The performance of Barter exceeds that of Non-strategy,
when the percentage of selfish nodes is about 60%. The performance of IRON-
MAN is much better than those of other strategies even if all nodes are selfish,
since it can detect the dropping of messages of a selfish node.

Figure6.2(b) illustrates the performance of the strategies for preventing non-
forwarding messages. The performance of all strategies decreases, as the percent-
age of selfish nodes increases. The performance of MobiCent is always better than
other strategies. MobiCent can stimulate selfish nodes to becooperative, as the
number of the messages generated by selfish nodes increases.IRONMAN always
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Figure 6.2: The routing performance in terms of delivery ratio under individual
selfishness. The selfish actions of dropping and non-forwarding messages are il-
lustrated in (a) and (b) respectively.

achieves the same performance as Non-strategy, since it cannot detect the selfish
behavior of non-forwarding of messages. The performance ofBarter only exceeds
than that of Non-strategy, when the percentage of selfish nodes is about 82%.

In Figure6.3, the delivery ratio of the four strategies under the social self-
ishness is investigated. From the figures, we can see that allthe strategies cannot
work well under social selfishness. Specially, the performance of Barter is even
worse than that of Non-strategy, due to the requirement of exchanging the same
amount of messages. For the selfish behavior of non-forwarding of messages, the
performance of MobiCent is much better than those of other strategies, when the
selfish nodes are 75% percentage.

From the above analysis of the simulation results, we can seethat, for individ-
ual selfishness, the reputation-based strategies cannot prevent the selfish behavior
of non-forwarding of messages. For social selfishness, there is no strategy that can
efficiently prevent the selfish behavior of dropping of messages, and credit-based
strategies can prevent the selfish behavior of non-forwarding of messages. The per-
formance of barter-based strategies is always worse than that of credit-based and
reputation-based strategies.

In this ongoing investigation, we do not study the delivery cost of these in-
centive stratigies, since the underling Spray-and-Wait routing protocol restricts the
number of message copies to a constant.
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Figure 6.3: The routing performance in terms of delivery ratio under social selfish-
ness. The selfish actions of dropping and non-forwarding messages are illustrated
in (a) and (b) respectively.

6.4.6 Comparison of Strategies

According to the above simulation results, we utilize threetypes of circles to indi-
cate the performance of the selected strategies compared with that of Non-strategy:
(1)  indicates that the performance of a given strategy is alwaysbetter than that
of Non-strategy; (2)H# indicates that the performance of a given strategy is better
than that of Non-strategy, only when the percentage of selfish nodes is high; and
(3)# indicates that the performance of a given strategy always cannot exceed that
of Non-strategy. The performance of the representative strategy in each category
is listed in Table6.3.

Table 6.3: Performance comparison of the selected strategies

Strategy Individual selfishness Social selfishness
Dropping Non-forwarding Dropping Non-forwarding

Barter H# H# # #

MobiCent   # H#

IRONMAN  # # #
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6.5 Chapter Review

In this chapter, we first classified the selfish behavior in DTNs. The existing strate-
gies for preventing selfish behavior are traditionally classified into three categories:
Barter-based, credit-based and reputation-based. We subsequently analyzed the
mechanisms explored in the existing strategies. Further, we pointed out the prob-
lems in each category. At last, we conducted an experiment toinvestigate the per-
formance of the representative strategies in each category. The results of our exper-
iment illustrate that (1) the performance of Barter-based strategies is impaired by
the requirement of exchanging the same amount of messages; (2) reputation-based
strategies cannot deal with non-forwarding selfishness in an environment in which
the nodes have a high probability of being selfish to other nodes; (3) almost of the
existing strategies cannot efficiently prevent social selfishness.
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Chapter 7
Conclusions and Future Work

This chapter first concludes this thesis by summarizing the issues addressed and the
contributions made in this thesis. We then discuss the future research directions.

7.1 Conclusions

The integration of wireless, short-range communication capabilities in personal
mobile devices forms novel networks, in which nodes can directly communicate
when they come within the radio range of each other without any pre-installed
network infrastructure. Due to the mobility of nodes and thelimited resources of
mobile devices, the connectivity in these networks may be intermittently disrupted
for a relative long period of time. Therefore, such novel networks are called mobile
delay tolerant networks.

Routing is one of the fundamental challenges in mobile delaytolerant net-
works, since a complete routing path between two nodes that wish to communicate
cannot be guaranteed. In the literature, a large body of research work has been
done to deal with routing in these networks. However, these works have intro-
duced some new open issues. In this thesis, we identified two routing issues and a
privacy issue which are caused by existing protocols in mobile delay tolerant net-
works, and proposed a solution for each of them. Our researchcontributions in this
thesis are summarized in the following sections.

7.1.1 An Adaptive Routing Protocol

In the literature, a large number of protocols have been proposed for routing in
mobile delay tolerant networks. Epidemic can achieve the highest delivery ratio at
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the cost of a huge resource consumption. This is inconvenient as the resources in
mobile devices are generally limited. In order to better choose intermediary nodes
and thus reduce the routing overhead, the research community focused on using
human mobility patterns to design efficient routing protocols. In order to better
understand human mobility, various studies that have collected and analyzed real
mobility traces have been conducted [35, 83, 10]. These studies have shown that:
(1) human mobility is influenced by social relationships; (2) such social relation-
ships are relatively stable over time. According to these observations, a number
of social properties characterizing the mobility patternsof nodes have thus been
defined.

Building on these social properties, routing protocols [47, 119, 78, 46, 48]
have been proposed in the literature. However, these protocols assume that all
messages can be correctly steered to their destinations by leveraging a single social
property. This assumption is easily be violated due to the variety and dynamics of
human social properties in real-life environment.

To resolve the above issue, we proposed an adaptive routing protocol that
can dynamically adapt to the nodes’ social properties at thevery specific time and
location. To this end, the proposed protocol dynamically learns the properties of
the nodes based on their historical contacts. The forwarding decisions are then
made by comparing utility values, which normalize and aggregate social properties.
Thus, each time when an intermediate node is encountered, the most appropriate
property is exploited to make forwarding decisions. The evaluation results showed
that our protocol can achieve a better delivery ratio than the existing state-of-the-art
routing protocols that rely on a single mobility property.

7.1.2 A Delay and Cost Balancing Routing Protocol

In the literature, a number of routing protocols have been proposed in MDTNs.
Nevertheless, most of them are inefficient to achieve a good balance between the
delivery delay and the delivery cost. As an example, flooding-based routing proto-
cols [117], which refers to those protocols that rely on an unlimited number of mes-
sage copies to route a message, cause a large number of redundant message copies,
which obfuscates the (limited) resources of mobile devices. Quota-based routing
protocols [111, 89, 113], allocate the same amount of message copies for messages
with different Time-To-Lives (TTLs). The rigidity of the latter approaches makes
them often inefficient, as a fixed number of message copies cannot suit all the rout-
ing situations. As a result, the dynamic allocation of message copies according to
the urgency of messages is still an open issue in MDTNs.

To resolve the above issue, we presented a novel routing protocol in MDTNs,
called Community-based Adaptive Spray (CAS) routing protocol. It contains a
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sub-protocol, which is utilized to identify the community structure of nodes in a
network and the gateway nodes connecting two communities. In our protocol, to
route a message towards a given destination node, the sourceof a message uses
the collected community topology to precompute the multi-hop path traversing
the minimal number of communities through their gateway nodes and that has the
highest delivery probability. Furthermore, once the routing process is engaged,
our routing protocol allocates the minimum number of message copies at each hop
while achieving a given delivery probability according to the remaining TTL of the
message. The evaluation results demonstrated that the protocol can achieve a good
balance between message delivery delay and delivery cost, compared with most of
the existing routing protocols in the literature.

7.1.3 A Privacy-Preserving Routing Protocol

The contacts between nodes in MDTNs have been revealed to be not random but
follow patterns which are repetitive to a certain extent [78, 70]. Therefore, the
encounter probability of nodes, which can be inferred from the contact history of
nodes, is widely utilized in the design of efficient routing protocols. Such routing
protocols are known as prediction-based routing protocols. These protocols were
shown to perform better than other protocols when nodes exhibit well known mo-
bility patterns [70]. However, prediction-based routing protocols implicitly assume
that nodes accept to reveal their mobility patterns to othernodes. Unfortunately,
such an assumption is not realistic, since this informationcan be used to infer pri-
vate information about them [33].

To resolve the above issue, we presented a novel routing protocol in MDTNs,
called Efficient Privacy Preserving Prediction-based Routing (E3PR) protocol. The
proposed protocol can preserve the mobility pattern of the nodes from being dis-
closed by exploiting the mobility patterns of the communities rather than individual
patterns. The evaluation results demonstrate that the protocol can obtain compa-
rable routing performance to existing prediction-based protocols while preserving
the mobility pattern of nodes.

7.2 Future Work

In order to realize the wide-scale deployment of MDTNs, morework needs to be
accomplished. Our future research plan will focus on the following issues:

Firstly, the issue of social selfishness is still an open issue. However, a MDTN
inherently depends on the cooperation of nodes to enable communication between
two nodes that wish to communicate with each other but are outof the radio
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range of each other. However, nodes tend to behave selfishly due to the limited
resources of mobile devices. Selfishness of nodes thus breaks the basic conditions
of a MDTN, and in turn seriously influences the performance ofexisting routing
protocols. According to the investigation in Chapter6, we can see that there is
no efficient incentive strategy to prevent the social selfishness. Thus, we plan to
develop an incentive strategy to prevent social selfishness.

Secondly, several social properties, such as centrality and community, have
been defined and widely utilized in the design of efficient routing protocols. The
performance of these routing protocols has been shown to be improved by using
these social properties. Most of existing protocols assumethat these properties
do not vary frequently. For instance, a node that belongs to acommunity does not
frequently change its community. However, this needs to demonstrated. To the best
of our knowledge, no research efforts have been done in this direction. Thus, we
plan to investigate the evolution of these properties basedon real mobility traces.
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