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We present HoldPass, the first system that can authenticate a user while they simply hold their phone. It uses the heart activity
as biometric trait sensed via the hand vibrations in response to the cardiac cycle – a process known as ballistocardiography
(BCG). While heart activity has been used for biometric authentication, sensing it through hand-based ballistocardiography
(Hand-BCG) using standard sensors found on commodity mobile phones is an uncharted territory. Using a combination of
in-depth qualitative analysis and large-scale quantitative analysis involving over 100 volunteers, we paint a detailed picture of
opportunities and challenges. Authentication based on Hand-BCG is shown to be feasible but the signal is weak, uniquely
prone to motion artifacts and does not land itself to the common approach of alignment-based authentication. HoldPass
addresses these challenges by introducing a novel alignment-free authentication scheme that builds on asynchronous signal
slicing and a data-driven algorithm for identifying a reduced set of features for characterizing a user. We implement HoldPass
and evaluate it using a multi-modal approach: a large-case study involving 112 volunteers and targeted studies with a smaller
set of volunteers over a period of several months. The data shows that HoldPass provides an authentication accuracy and
user experience on par with or better than state-of-the-art systems with stronger requirements on hardware and/or user
participation.
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INTRODUCTION

Their name increasingly a misnomer, smartphones are becoming progressively the gateway to even the most
sensitive corners of our personal and professional lives. As a result, providing access only to a legitimate user
is a subject of paramount importance, as underlined by the revelations of the Pegasus Project [61]. The initial
authentication systems based on knowledge factors, including passwords [46] or unlock patterns [44], are sensitive
to smudge attacks and/or man-over-the-shoulder attacks [55]: it suffices for a spoofer to observe the legitimate
user entering the right information for them to be able to reproduce it and access the phone. Relying on inference
Authors’ addresses: Kevin Jiokeng, kevin.jiokeng@toulouse-inp.fr, IRIT/Toulouse INP-ENSEEIHT, University of Toulouse, 2 Rue Charles
Camichel, Toulouse, France, 31000; Gentian Jakllari, gentian.jakllari@toulouse-inp.fr, IRIT/Toulouse INP-ENSEEIHT, University of Toulouse,
2 Rue Charles Camichel, Toulouse, France, 31000; André-Luc Beylot, andre-luc.beylot@toulouse-inp.fr, IRIT/Toulouse INP-ENSEEIHT,
University of Toulouse, 2 Rue Charles Camichel, Toulouse, France, 31000.
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Fig. 1. High-level View of HoldPass — A novel Authentication system using
natural hand vibrations (Hand-BCG signals) captured by commodity mobile
phones’ sensors.

Fig. 2. Experimental Setup

factors, biometrics-based systems provide a more secure authentication as they identify a user based on who they
are instead of what they know. Because they offer simple and quick authentication, fingerprint scanning [52],
face verification [1] and voice recognition [16] have become the most popular biometric modalities on mobile
phones. The number of users relying on these modalities for authentication is rapidly increasing and expected to
reach 66 % by 2024 [47]. However, these methods rely on explicit biometric modalities which are easy to observe.
Recent works have shown they can be circumvented using, for example, 3D masks built with few pictures of
the legitimate user [17, 34], latex fingers from the genuine user fingerprint [21, 56] or a voice recording [14].
Moreover, with the popularization of 3D printing technologies attackers can now produce more sophisticated
forged biometric samples that are very difficult to detect.
To address the circumvention risk, a lot of the research emphasis recently has been placed on biometric
traits that are more difficult to observe and therefore to reproduce by an attacker. Inspired by forensic dentistry,
authentication on teeth alignment is proposed in [30] and occlusion sound in [70]. While marking progress in the
field, smiling or making an occlusion sound may not be something people are willing to do every time they wish
to unlock their phone. Leveraging vein patterns is proposed in [69] but it relies on specialized infrared sensors
not found on commodity mobile phones.
Building off a rich literature showing heart activity can be used for biometric authentication [4, 12, 18, 25, 27, 37,
43], [60] proposes an authentication system based on the Seismocardiogram (SCG) signal, acquired with the phone
placed on the chest. While the system is difficult to circumvent, placing the phone on the chest to unlock the phone
can be awkward for some. Researchers in [41] propose a system based on the Photoplestymogram (PPG) signal,
acquired with a finger placed on the phone camera. However, it does not provide enough distinctive information
about the user, leading to an insufficient accuracy in realistic cross-session authentication scenarios [41].
In this work, we introduce HoldPass, a novel biometric authentication system based on the heart activity that
can recognize a user while they simply hold their phone. While heart and hand seem far apart, HoldPass introduces
a carefully designed architecture capable of acquiring and processing the hand vibrations – measured with the
accelerometer and gyroscope sensors found on commodity mobile phones – in response to the heart activity.
Figure 1 shows a high level view of HoldPass usage scenario. Fundamentally, we build on Ballistocardiography
(BCG) [20], a century-old non-intrusive technique for studying heart activity based on the motion of the human
body in response to the cardiac cycle. However, the BCG signal is traditionally acquired using a force sensor
placed on a weighing scale or under the seat of a chair [26]. Our analysis of multiple Hand-BCG signals acquired
in realistic conditions (see Sections § 2,§ 3) reveals that these signals exhibit low amplitudes, a significant level of
inevitable motion artifacts and poor alignability properties, hindering the applicability of the common alignmentbased authentication scheme used in systems relying on related heart activity based modalities [28, 35, 38, 60].
HoldPass therefore has to face the double challenge of identifying pertinent features that can be used for
distinguishing a user that are a) alignment-free, and b) can be computed in real time on a smartphone.
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HoldPass addresses these challenges by introducing a novel alignment-free authentication scheme which takes
into account the particularities of the BCG signals, especially their low quality. Our design process is informed by
data. We perform two large scale Hand-BCG data collection campaigns which enable us to build a large and rich
dataset composed of more than 1200 measurement sessions obtained with the participation of 217 volunteers.
We make this data available as an open source repository [31] for future works by the Ubicomp community.
To quantify the quality of heart activity based signals for alignment-based authentication schemes and use it
to analyze this large scale Hand-BCG signals database, we introduce a new metric: the Cycle Alignment Error.
Our analysis reveals that common approaches for heart activity-based authentication cannot be applied to the
BCG-signal. Therefore, we design an alignment-free solution involving three main steps: First, we introduce
an alignment-free signal segmentation that does not depend on any event of the heartbeat cycle. Second, as
Hand-BCG signals have no established fiducial points, we compute multiple feature candidates that can be used to
authenticate the user and validate their usability on a large scale Hand-BCG signals database. Finally, HoldPass is
faced with the challenge of reducing the feature space for running efficiently on a smartphone. A classic problem
in machine learning with no general solution, we address it by flipping it on its head. First, we use validation
with a classifier on a large scale database and by retro-engineering on the relation learned by the classifier we
reduce the feature space through a custom feature reduction algorithm.
We implement a prototype of HoldPass and evaluate the validity of the proposed approach on our large scale
open source database as well as with other targeted experiments aimed at real-world usage conditions. Our
evaluation shows that HoldPass, while requiring the user to simply hold the phone, provides an authentication
accuracy of 96.2 % with only 3 s of data, similar to or better than state-of-the-art heart activity based authentication
systems.
To summarize, throughout this paper, we make the following contributions:
• We evaluate the feasibility of authenticating a user based on the Hand-BCG signal using a targeted qualitative
analysis (Section § 2) and a large-scale quantitative analysis (Section § 3).
• We build a large scale Hand-BCG signals database consisting of more than 1200 measurement sessions including
the participation of 217 volunteers, and make it publicly available for further usage by the community [31]
(Section § 3).
• We introduce a new metric, the Cycle Alignment Error, to quantify the quality of heart activity based signals
for alignment-based authentication schemes, and use it to analyze our large scale Hand-BCG signals database
(Section § 3.3).
• We design HoldPass, a system that addresses the unique challenges raised by Hand-BCG signals in order to
authenticate a user based on them (Section § 4).
• We introduce a new approach for alignment-free authentication (Section § 6).
• We implement a prototype of HoldPass and evaluate it both on our large scale open source database and other
data including different authentication scenarios (Section § 7).

2 FEASIBILITY OF HAND-BCG BASED AUTHENTICATION: A QUALITATIVE ANALYSIS
2.1 Physiological sources of BCG-based authentication
Ballistocardiography (BCG) is a century-old non-intrusive technique for studying heart activity [20]. When
flowing through the blood vessels, the blood ejected from the heart every systole causes the body to move in
order to conserve momentum. BCG involves measuring this repetitive body motion, which can be sensed as a
3-D displacement, velocity or acceleration signal [26]. The BCG signal can be acquired on different parts of the
body and using different types of sensors [26], including Inertial Measurement Units (IMU) from commodity
mobile phones [36]. As an illustration, Figure 3 shows a 5 s sample of BCG signal (accelerometer z axis, gyroscope
x axis) acquired with the phone in hand, as well as a reference Electrocardiogram (ECG) signal. The ECG signal is
, Vol. 1, No. 1, Article . Publication date: May 2022.
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Fig. 3. BCG waveform example and ECG reference. Measured at a heart rate of 68 bpm (5̃.7 pulses in a 5 s window)

recorded at the same time using a GIMA PM10 Portable ECG Monitor [49]. See § 2.2 for more details about the
experimental setup.
While traditionally the heart activity is studied for health purposes, recently, it is increasingly used as a
biometric trait. Indeed, the heart size, shape and position differ slightly from person to person [23, 37], paving
the way for authentication schemes using Electrocardiograpy [4, 27, 37], Phonocardiography [18, 25, 43] or
Seismocardiography [59, 60].
In the particular case of ballistocardiography, a study [32] into its root physiological causes revealed that the
body movement is impacted by blood pressure gradients at different points in the ascending and descending
aorta. Therefore, depending on the internal physiology of a person, the BCG signal will exhibit specific features
reflecting their unique physical characteristics. This explains why prior studies [22, 24, 68] have been able to
authenticate users using the BCG signal.

2.2

A case study

If BCG is unique for every person, it is still uncertain whether the low-quality signal measured using a smartphone
in hand, an organ furthest from the heart and subject to motion artifacts, can be the basis of a reliable biometric
authentication scheme. In this section, we start shedding light on this question by performing a case study with
the help of two volunteers.
Experiment: Two volunteers – Volunteer A (24-year-old male) and Volunteer B (22-year-old male) – with
similar heart rates (∼ 70 bpm) are asked to hold a mobile phone, a Samsung Galaxy S8, while being seated with
their hand placed on a table to reduce motion artifacts. The setup is shown in Figure 2. The phone runs an
application recording the 3-axis accelerometer readings and 3-axis angular velocity readings from the gyroscope.
The experiment lasts 30 s.
2.2.1 Time domain analysis. Figure 4 shows the first 5 s of the measured signals during the experiment. In the
interest of clarity, only the axis with the highest amplitude is shown, i.e. 𝑥 axis for the acceleration, and 𝑦 axis for
the angular velocity. The data leads to two main observations, with somehow conflicting implications regarding
the feasibility of Hand-BCG-based authentication. First, Figures 4a and 4b show that despite having the same
number of activity cycles, the accelerometer signals of the two volunteers exhibit quite different shapes. The signal
from volunteer A presents a lower amplitude, with events better localized in time when compared to volunteer B
, Vol. 1, No. 1, Article . Publication date: May 2022.
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(a) Volunteer A Accelerometer signal

(b) Volunteer B Accelerometer signal

(c) Volunteer A Gyroscope signal

(d) Volunteer B Gyroscope signal
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Fig. 4. Accelerometer and Gyroscope signals from 2 different volunteers with similar heart rates: 70 bpm (∼5.8 pulses in 5 s
window)
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Fig. 5. Comparison of users’ Hand-BCG. FFT correlation matrix.

whose signal presents more variability and higher peaks. The same observation holds for the gyroscope signals
shown in Figures 4c and 4d, lending credence to the possibility of Hand-BCG-based authentication. Accelerometer
and gyroscope signals provide complementary information (see evaluation in § 7.8).
However, a closer look at the signals leads to a second and more subtle observation which nevertheless can
cast doubt on the basic functionality of an authentication scheme. The data shows that the different cycles from a
given user are not perfectly the same and cannot be perfectly aligned, i.e. they cannot be superimposed. Some
cycles have more peaks than others, and the relative heights and locations of the peaks themselves are also
variable. This is more visible in the case of the gyroscope signal of Volunteer B (Figure 4d). Around t=1 s the
signal presents a cycle with a significantly higher amplitude when compared to the other cycles, suggesting the
existence of motion artifacts, to which the hand is uniquely prone. With authentication systems generally relying
on comparing a signature on file with an input signal, the failure to align consecutive cycles of the the same
signal raises significant questions of the feasibility of Hand-BCG-based authentication.
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Table 1. Datasets created and used in this study. Publicly available as an online open source repository [31].

Dataset A
Dataset B

#users

Age range

#sess per user

Session length

Phone

Acc. Fs

Gyr. Fs

112
105

20–60
20–32

10
1

30 s
30 s

Samsung S8
Google Pixel 2

100 Hz
50 Hz

500 Hz
400 Hz

2.2.2 Frequency domain analysis – Multiple users. In a second round of experiments, we extend the number of
users to 5 and repeat the measurement 10 times. We transform the measured signals to the frequency domain by
applying a Fast Fourier Transform (FFT) and consider all the 6 axes in order to increase the number of discriminant
features. We concatenate the results from their FFT spectrums in a single vector and compare the 50 FFT vectors
using Pearson correlation:
𝑐𝑜𝑣 (𝐹 𝐹𝑇𝑋 , 𝐹 𝐹𝑇𝑌 )
𝜌 (𝐹 𝐹𝑇𝑋 , 𝐹 𝐹𝑇𝑌 ) =
𝜎 (𝐹 𝐹𝑇𝑋 )𝜎 (𝐹 𝐹𝑇𝑌 )
where 𝑐𝑜𝑣 (𝐹 𝐹𝑇𝑋 , 𝐹 𝐹𝑇𝑌 ) is the covariance of the FFT vectors 𝐹 𝐹𝑇𝑋 and 𝐹 𝐹𝑇𝑌 , and 𝜎 (𝐹 𝐹𝑇𝑋 ) and 𝜎 (𝐹 𝐹𝑇𝑌 ) are their
standard deviations. A higher correlation value means that two Hand-BCG signals are more similar to each other.
Figure 5 shows the obtained correlation matrix. This figure shows that data from a given user exhibit a high
correlation (red squares on the diagonal), confirming, with more data, the observations made in Section § 2.2.1.
At the same time, we observe that this approach can easily lead to a high False Positive Rate as signals from
different users, e.g. data from USER1, USER3 and USER5 are also highly correlated. Similarly, some sessions from
USER4 show a high correlation with other sessions from other users. These observations made with only 5 users
show that, at a larger scale, relying only on these features would lead to a poor authentication accuracy.

2.3

Summary

Our preliminary investigation underscores a number of opportunities and challenges. The investigation of
the BCG signals’ physiological shows a correlation to a person’s heart activity, hinting at the possibility of
distinguishing users based on these signals. This is confirmed by our experimental study showing that Hand-BCG
signals from each user exhibit specific features, visible both in time and frequency domains, that can be used to
identify them. However, these experiments conducted with only 5 users reveal that straightforward approaches
to compare these signals fail to fully capture their high complexity, casting doubt on their ability to provide the
best authentication accuracy at a larger scale. In particular, the observed differences between consecutive signal
cycles of the same user (section § 2.2.1) can undermine a basic functionality of an authentication system.
In the next section, we perform a quantitative study to explore whether these observations hold over a large
population.

3 A QUANTITATIVE ANALYSIS ON THE FEASIBILITY OF HAND-BCG BASED AUTHENTICATION
3.1 Building a large-scale and open-source dataset
We performed two large-scale data collection campaigns with 217 different volunteers and involving a total of
1225 measurement sessions. All the participants are healthy students and faculty. During the data collection
campaigns, each volunteer is asked to hold the phone in hand as they would naturally do, following the setup
depicted in Figure 2 (Section § 2.2). The instructions are given in person by a member of our team which also
verifies that the experiments are performed according to the defined protocol1 . Each measurement session lasts
30 s during which our custom developed application records and saves sensor readings to a file containing their
1 Our

experiments are in agreement with the ethics defined in the Helsinki Declaration [15] about research involving human beings.
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(a) 95th percentile peak distribution

7

(b) Maximum peak distribution

Fig. 6. Dataset statistics (over Dataset A). Data collected from 112 participants, aged between 20 and 60 years old, including
19 female and 93 male subjects.

assigned anonymous identifier, e.g. USERA001. While our work relies only on accelerometer and gyroscope data,
our application also records readings from other sensors that can be used for other research purposes.
The first measurement campaign is aimed at creating a dataset, Dataset A, for performing a quantitative analysis
of the feasibility of Hand-BCG-based authentication as well as enabling a robust performance evaluation. As a
result, we perform ten 30 s measurement sessions per user. There is a break between two consecutive measurement
sessions, allowing the user to put down the phone. This is to make sure that the different measurement sessions
represent as closely as possible different efforts to unlock the phone. The campaign involves 112 users aged
between 20 and 60 years old, including 19 females and 93 males.
The second measurement campaign is aimed at creating a lighter dataset, Dataset B, for informing the design
of our solution. As a result, we perform a single 30 s measurement session per user. The campaign involves 105
users aged between 20 and 32 years old, including 25 females and 80 males.
Table 1 summarizes the characteristics of the two datasets in terms of measurement conditions, phones, sensor
characteristics and amount of data in each dataset. The data is made available for future research through an online
open source repository [31]. The repository includes the raw data along with metadata providing information for
facilitating their exploitation by the community.

3.2

Signal Quality Assessment

In this section, we perform an analysis of Hand-BCG signal quality based on the larger and more diverse Dataset
A (section § 3.1). We start with a quality assessment based on signal amplitude and analyze how well their
different cycles can be aligned or superimposed in Section § 3.3.
An analysis of the Hand-BCG signal amplitude reveals two major attributes:
Very weak signals. Figure 6a shows the 95th percentile distribution taken over the acceleration amplitude
values of every measurement session in Dataset A. We consider the 95th percentile since higher values are most
likely outliers due to motion artifacts. To put things into context, we add the Seismocardiogram (SCG) signals
obtained with the phone on the chest from the same volunteers. The data shows that, while there is a significant
variation, the signal amplitude is generally low, with an average of 0.12 m s−2 . It is significantly weaker compared
to Seismocardiogram signals, which show a value of 0.19 m s−2 for the same statistics.
Motion artifacts. Figure 6b depicts the distribution of the maximum acceleration amplitude values taken over
every measurement session in Dataset A. The data shows that the average value is 0.31 m s−2 , almost three times
, Vol. 1, No. 1, Article . Publication date: May 2022.
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Fig. 7. Signal Alignment Error. Because of their low quality, cycles from Hand-BCG signals cannot be reliably aligned.

as high as that of the 95th percentile distribution, strongly suggesting these accelerometer readings are due to
motion artifacts.
This observation is consistent with the intuition that holding a phone in hand inevitably leads to a high level
of motion artifacts. This result, along with the weakness of the signal, highlights the challenges facing hand-BCG
based authentication.

3.3

Signal Alignability

The general framework of the authentication systems involves computing a representative of the input and, at
the authentication time, comparing it to the measured signal. For time-domain signals, a natural approach to
select this representative is to extract a template from the signal, which is typically a cycle or a sequence of
cycles [38, 60]. During authentication, the comparison is performed using alignment-sensitive metrics or features
like Dynamic Time Warping (DTW) or Discrete Wavelet Transform (DWT) features. However, the case study of
Section 2.2 raised doubts on whether such an approach can be applied with the hand BCG signal. In this section,
we use Dataset A to perform a quantitative analysis into this question with significant implications to the design
of an authentication system.
Methodology: Our alignability analysis is performed on each of the measurement sessions independently
and follows a three-step procedure. First, for each signal, an axis is selected as the axis based on which the
alignment is performed – the alignment axis. We compute the cross-correlation between the alignment axis and a
fixed-length template centered at its maximum amplitude. Next, the data is split based on the peak locations in
the obtained correlation signal. A minimal 0.6 s second spacing constraint is applied between the selected peaks
as we consider heart rates of at most 100 bpm (beats per minutes). Finally, we evaluate the signal alignments
based on the peak locations in the obtained signal slices.
Our intuition is that, for a given measurement session, a perfect alignment would lead to the maximum peaks
of all the signal slices to be coherent, i.e. to appear at the same location in time – and this should happen for
each of the axes, independently. To quantify the deviation from a perfect alignment, we introduce a new metric,
the Cycle Alignment Error (CAE). We define the CAE of multiple signal slices along an axis as the Standard
Deviation of the locations of the maximum amplitude over all the signal slices. Formally:
Definition 3.1 (Cycle Alignment Error).
𝐶𝐴𝐸 (𝑆𝑙𝑖𝑐𝑒𝑠, 𝑎𝑥𝑖𝑠) = 𝑇𝑠 × Std

𝑠 ∈𝑆𝑙𝑖𝑐𝑒𝑠
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Fig. 8. HoldPass System Architecture, a Hand-BCG based authentication system

where 𝑠𝑘𝑎𝑥𝑖𝑠 denotes the 𝑘𝑡ℎ value on the axis 𝑎𝑥𝑖𝑠 in the signal slice 𝑠, and 𝑇𝑠 , the signal sampling period. Our
CAE metric is therefore based on correlation as we split the signal based on cross-correlation with a template
before quantifying its ‘alignability’. But compared to correlation which only gives ‘how much a signal is present
in another’, our metric extends it to quantify ‘how well the different cycles can be aligned or superimposed’.
We compute the CAE of all the 6 signal axes for each the measurement session in the dataset. We vary the
alignment axis and the length of the template from 0.2 s to 1 s by strides of 50 ms, keeping the value leading to
the lowest average CAE2 .
Data analysis: Figure 7 shows the normalized CAE averaged over all the measurement sessions in the dataset.
The results are normalized with respect to the length of a heartbeat cycle of a subject with the median heart
rate of 80 bpm (0.75 ms). The data leads to two main observations. First, we observe that the alignment error is
overall extremely high, with a global average of 34.29 % (Std: 8.6 %). The second observation is that, when slicing
the signal based on a given alignment axis, the CAE is lower along that axis but not necessarily on the other
axes. Instead, the data shows that optimizing the alignment along an axis tends to have the opposite effect on the
others, showing the challenge of designing a signal slicing that works for all the axes. What is more, the CAE
over the alignment axis is still very high, with an average of 31.81 %.
To put the data of Figure 7 into context, we performed the same analysis on SCG signals collected with the
phone placed on the chest. We conducted a total of 220 measurement sessions with 55 volunteers, 4 sessions by
user, using a setup similar to [60]. Focusing on the accelerometer 𝑦 axis, the axis of interest for SCG signals, our
analysis reveals an average CAE of 12.59 %. That is less than half the value computed in Figure 7, underlining the
unique challenge posed by the Hand-BCG signals.
Implication: The high alignment error revealed by our analysis makes the common alignment-based authentication approaches unsuitable for the case of Hand-BCG signal, as they are by design very sensitive to
misalignment. Therefore, a new challenge emerges: designing an alignment-free authentication approach. In
section § 4 we introduce HoldPass, a new authentication scheme that addresses this challenge. We compare our
solution to an alignment-based authentication scheme based on DTW in § 7.4.
, Vol. 1, No. 1, Article . Publication date: May 2022.
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HOLDPASS SYSTEM OVERVIEW

Figure 8 shows a high-level view of HoldPass, a system that can authenticate based on Hand-BCG signals starting
at any arbitrary point in time, relaxing the requirement for signal alignment. It is composed of two distinct blocks:
the offline model training and the online authentication.
(1) Offline model training: The most involved part of HoldPass, it is aimed at training a user-specific model to
be used during the online authentication stage. It includes a signal processing procedure and a novel approach
for enabling alignment-free authentication. The objective of the signal processing step (Section § 5) is to
a) remove all hardware specific features, and b) perform asynchronous signal slicing, paving the way for
alignment-free authentication. HoldPass’s approach for alignment-free authentication (Section § 6) introduces
the idea that users can be distinguished based on other features that do not necessarily depend on where
different events occur in time and yet still reflect the intrinsic characteristics of their Hand-BCG. As we
do not know a priori which features can accurately capture the identity of a user, we compute multiple
feature candidates in Section § 6.1 that we further reduce and fine-tune through a custom feature importance
combination algorithm in Section § 6.2. With the identified pertinent features, we train a lightweight model
than can accurately recognize the data of the legitimate user from the ones of a spoofer.
(2) Online authentication: HoldPass computes the reduced pertinent features and infer the user identity using
the model trained in the previous offline phase.
In the following, we describe in detail every element of HoldPass.

5 SIGNAL PROCESSING
5.1 Preprocessing
The first step of HoldPass’s processing pipeline is a preprocessing module, whose role is to remove all hardware
specific features from the signal and produce a noise free version of it. It consists of two main phases: resampling
and denoising.
1) Resampling: Since different phones have IMU with different sampling frequencies, the input signal – all 6 axes
including acceleration and angular velocity – is resampled to a fixed sampling frequency. This allows HoldPass to
run on any commodity mobile phone without modifications. To resample the signal, we use linear interpolation
with a fixed time delta. It has the effect of either donwsampling, if their original sampling frequency is higher than
the chosen target sampling frequency (as it is generally the case with the gyroscope readings), or upsampling the
signals in the case of lower original sampling frequency. In our implementation we use 𝐹𝑠 = 200 Hz as the default
value of the target sampling frequency and evaluate the effect of this parameter in Section § 7.8.
2) Denoising: The aim of the denoising stage is to remove interfering signals that are added to the base BCG
signal. These signals include high frequency hardware noise and the low frequency noise due to user breathing
and baseline wandering. As typical respiratory rates are below 30 bpm (0.5 Hz) [2, 39] and Smartphones’ IMU
noise generally above 30 Hz [26, 54], we apply a fourth order Butterworth bandpass filter with cutoff frequencies
of 0.5 Hz and 30 Hz. Note that this step also centers the signal by removing its mean, which is a zero-frequency
component.

5.2

Asynchronous signal slicing

Faced with a signal with very high CAE (Section § 3.3), HoldPass needs to address the challenge of alignment-free
authentication. The solution starts with an approach for asynchronous signal slicing. Specifically, we split the
signals in slices that are independent of any specific start and end points in time. At operation time, this involves
2 The

lowest error is achieved with a template width of 0.70 s
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using the data as soon as it is available, without synchronizing or aligning it to any heartbeat stage. Instead,
processing starts as soon as the collected data reaches a given time length, which we denote with 𝑇𝑆𝑙𝑖𝑐𝑒 .
Although losing some information, the asynchronous slicing has two main advantages. First, it leads to a
low, constant and predictable system response time. Alignment-based schemes need to work with signal slices
corresponding to specific events, for example a cycle starting at the same ATC stage of the heart cycle [60]. As
a result, in practice the system is forced to wait a particular event to occur before it can start recording the
input signal. In the worst case, the forced waiting time can be almost a complete cycle – 1.3 s for heart rates
as low as 45 bpm. The second benefit is that it enables a better usage of the data during system development.
Since the slicing no longer depends on specific event boundaries, we can split the data with a sliding window –
a “cost-free” data augmentation for the subsequent processing steps. With more data, more precise and more
robust relationship between the Hand-BCG signals and the corresponding user can be learned, leading to a better
authentication system. We denote with 𝑇𝑆𝑙𝑖𝑐𝑒 and 𝑇𝑆𝑡𝑟𝑖𝑑𝑒 the length of each signal slice and the stride of the
sliding window, respectively. In this study, we set the default values of these parameters to 𝑇𝑆𝑡𝑟𝑖𝑑𝑒 = 50 ms and
𝑇𝑆𝑙𝑖𝑐𝑒 = 1.5 s, so as to contain at least a complete cycle even for heart rates as low as 45 bpm. We evaluate the
sensitivity of our approach with respect to these parameters in Section § 7.8.

6

FEATURE MINING FOR ALIGNMENT-FREE AUTHENTICATION

As the common alignment-based authentication approach is not applicable to Hand-BCG signals (see Section § 3.3),
HoldPass needs to invent a new approach. It starts with the key insight that the intrinsic characteristics that can
distinguish a user do not depend only on where different events appear in time, i.e. on the alignment – they can
also be found in other feature domains. For instance, two users may be distinguishable because of the amplitude
level of their hand vibrations, or because of how the different axes of each user’s signals correlate together.
Implementing this insight however leads to two important challenges. First, we have to identify the features
that can uniquely characterize a user. Second, due to the limited computational resources of commodity mobile
phones, HoldPass needs to resolve the trade-off between performance and computational complexity.
One possible approach to address these challenges would be to compute features based on existing knowledge
about the signal type and its physiological sources. For instance, Cardiac Scan [38] proposes to compute a specific
number of features capturing the time differences between events of the heartbeat cycle when dealing with
authentication based on rib cage reflected radio signals. This technique is widely adopted for authentication based
on ECG sequences, which have well known stages and fiducial points [4, 28, 35, 48]. However, in the special case
of Hand-BCG signals, there is no established prior knowledge on the shape and fiducial points of these signals.
Furthermore, these approaches are based on intuition, without proof of whether the selected features are the best
for authentication.
HoldPass adopts a data-driven and progressive approach. We start by computing multiple feature candidates
and train a classifier to predict the user based on the computed features (Section § 6.1). We build on this to
address the accuracy-computational complexity tradeoff by leveraging the relationship learned by the classifier
and applying careful retro-engineering (Section § 6.2).

6.1

Learning from Multiple Features

6.1.1 Feature Candidates. To boost the odds of identifying a maximum number of pertinent features, we compute
multiple features from different representation domains:
• Spectral features: We compute the Fourier transform of the signal and keep the resulting coefficients for all
the frequencies. We also aggregate them by taking their mean, median, variance and standard deviation. To
have another view of these spectral components, we also compute the entropy of the Power Spectral Density
and its binned entropy.
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Fig. 9. Authentication Accuracy with All Features

Fig. 10. Authentication Accuracy with Reduced Features

• Moment and Distribution features: This includes the median, variance, standard deviation, skewness,
kurtosis, minimum, maximum, root mean square and different quantiles. We also include the number and
percentage of values that are above or below given thresholds (mean, median and static thresholds), and the
ratio between the standard deviation and the range of observed values (max - min).
• Energy and Complexity features: We compute the maximum amplitude of the signal, its total energy, its
sum of changes and its absolute sum of changes. We also add the number of peaks and valleys in the signal and
the prominence of each of them.
• Predictiveness and Trend features: This includes the approximate entropy of the signal, its binned entropy,
sample entropy and permutation entropy. We augment these features with the pvalue, rvalue, intercept, slope
and standard error of a fitted linear regression model; and also the Benford correlation of the signal and its c3
statistics value.
• Self-axis variation features: This includes the auto-correlation coefficients of each axis with itself and
their aggregated statistics: mean, variance, standard deviation, median. We also compute the auto regressive
coefficients and the first and second order derivative of the signal.
• Cross-axes variation features: Different from the other features that are computed for each axis independently3 , we also compute features that captures how the different axes vary with respect to each other. For this
purpose we compute the cross-correlation between each pair of the accelerometer signals on the one hand, and
of the gyroscope signals on the other hand.
Note that for computations that report a list of values, e.g. Fourier transform, we consider each element in the
list as a different feature and we pack all of them alongside the other features to form the extracted feature vector.
As a result, a total of 5,322 features are computed for each signal slice.
6.1.2

General Model Training.

Methodology. Our first goal is to observe whether different users can be distinguished based on the candidate
features computed in the previous section. To this end, we train different classifiers whose aim is to predict the
user with these features as input. We use Dataset B including 105 users (Section § 3.1) and preprocess and slice
the data as described in Sections § 5. With 29 s of data4 we get 551 signal slices per user. After computing the
features described above, we get a total dataset size of 57,855 samples × 5,322 features. We randomly split the
data into two subsets, with 70 % and 30 % of the data for the training and test sets, respectively.
We train and compare the results given by four different classifiers: a Random Forest classifier (RF), a MultiLayer Perceptron classifier (MLP), a Logistic Regression classifier (LR) and a Support Vector Machine classifier
3 See

https://tsfresh.readthedocs.io/en/latest/text/list_of_features.html for an exhaustive list of them [13]
exclude the first second during which the measured signal is sometimes abnormally high because of the user’s hand being not yet stable
enough

4 We
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(SVM). Before fitting the classifiers to the data, we scale each feature by subtracting its mean and dividing with its
standard deviation, accelerating the training and improving the results, To find the models that lead to the best
performance, we vary the parameter values of each of those classifiers and apply a five-fold cross-validation with
a standard grid search procedure. This procedure also serves to combat overfitting. The varied parameters are:
• the number of trees, maximum depth, number of features considered for each split and the criterion for the RF
classifier;
• the number of layers and number of neurons per layer along with the activation and the regularization
parameter for the MLP;
• the regularization parameter for the LR;
• the regularization parameter and the used kernel for the SVM classifier.
At the end of this cross-validation procedure, we keep the model which leads to the best performance on the
training set, and evaluate it on the test set.
Data: Figure 9 shows the results obtained with the different classifiers in terms of accuracy on the training and
test sets. Independently of the classifier in use, the users are almost perfectly identified based on the computed
features – with an accuracy approaching 100 % both on the train and test sets. The minimum observed accuracy
is 98.27 % (obtained by the MLP classifier on the test set). Similarly, the F-Score is always very high (minimum of
98.2 %), showing a good authentication capability on this large dataset.
Takeway: The data suggests that users can be accurately distinguished based on the computed features when
using the Hand-BCG signals. Nevertheless, as the number of computed features is high – 5,322 for each signal
slice of 1.5 s – the time taken to compute them is also high. A multi-threaded implementation of this computation
takes on average 0.83 s on a recent Dell Latitude 5480 computer with a 16-thread CPU and 16 GB of memory.
Using all of those features would lead to a very high response time of the system, especially on commodity mobile
phones with their limited computing capabilities.
In Section § 6.2, we introduce how HoldPass reduces the computational complexity by reducing the feature
space while still maintaining a good accuracy.

6.2

Feature Reduction

Reducing the dimensions of features without sacrificing authentication performance serves two main purposes.
First, it enables a fast feature computation at the operation time and leads to a less complex model that can run
rapidly on an off-the-shelf mobile phone. Second, it improves the generalization capability of the system which
can be trained on a reasonable amount of data, avoiding the curse of dimensionality issue [57].
To address the computational complexity-accuracy tradeoff we introduce an approach that leverages the
relationship learned by the classifier in the previous step (§ 6.1) and retro-engineers it to find the features having
the greatest impact on the decision. Specifically, we perform a model inspection and study the different parameters
learned by the classifier to make its predictions.
6.2.1 Grouped Feature Importance. While it can be applied to all the trained models, we perform the model
inspection only on the Random Forest classifier (RF). The reason being that its easy-to-understand internal
functioning lands itself to better retro-engineering. We evaluate the other models on the features selected with
RF in Section § 6.2.2.
Our approach using the RF classifier, summarized in Algorithm 1, is as follows. In the first step (lines 4-6), we
compute the importance of each individual feature in the candidate feature set. Specifically, for each feature in
the feature space, we compute its importance as the Mean Decrease Impurity (MDI) [6] caused by this feature
during the training of the RF model. Let 𝑁 𝑓𝑡 denote the set of node splits in tree 𝑡 that include feature 𝑓 , 𝑀 (𝑛) the
number of samples reaching node 𝑛, 𝑀 is the total number of samples in the training set and 𝑇 the set of trees in
the RF. Then:
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Algorithm 1: Feature Reduction
1

2
3
4
5
6
7
8
9
10
11
12
13

ReduceFeatures (𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠, 𝑅𝐹 )
Input: 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠: A set of feature candidates
𝑅𝐹 : A trained RF model using 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠
Output: 𝐹 𝐷: Subset of most relevant feature domains
Set 𝑇 to the set of trees in 𝑅𝐹
Set 𝑀 to the size of the training set
foreach 𝑓 ∈ 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠 do
Compute importance of 𝑓 Using Equation 1;
end
Group features by domains: 𝐹 𝐷 = 𝑔𝑟𝑜𝑢𝑝 (𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠);
foreach 𝑑 ∈ 𝐹 𝐷 do
Í
Compute the grouped importance of 𝑑 as 𝐺𝐹 𝐼 (𝑑) = 𝑓 ∈𝑑 𝑀𝐷𝐼 (𝑓 );
end
Sort 𝐹 𝐷 in descending order of 𝐺𝐹 𝐼 : 𝐹 𝐷 = 𝑠𝑜𝑟𝑡𝐺𝐹 𝐼 (𝐹 𝐷);
Select the K most important domains that lead to a good accuracy: 𝐹 𝐷 = 𝐹 𝐷 [1 : 𝐾];
return 𝐹 𝐷;

𝑀𝐷𝐼 (𝑓 ) =

1 1 ∑︁ ∑︁
𝑀 (𝑛) × 𝐷𝐼 (𝑛)
𝑀 |𝑇 | 𝑡 ∈𝑇
𝑡

(1)

𝑛 ∈𝑁 𝑓

where 𝐷𝐼 (𝑛) is the decrease in impurity when splitting data at node 𝑛, computed as the difference between the
impurity of data reaching node 𝑛 and the sum of impurities at its children nodes5 .
𝑀𝐷𝐼 quantifies the intuition that the features which split the data more efficiently (in terms of impurity) are
more crucial to the classification decision than the others. Further, it takes into account the fact that the features
intervening at the lowest depth, closer to the tree roots, or which are used at multiple nodes and in multiple
different trees are more important than the others.
In the second step (lines 7-10), the computed features are aggregated by domains. In a key decision driven
by the goal of striking a good accuracy-computational complexity tradeoff, the algorithm shifts to identifying
the best feature domains instead of individual features. For instance, when considering the Fourier coefficients
domain, even if only one half plays a very important role in the classification decision, the algorithm keeps the
entire set. With such computations being atomic, that is, returning all the features in a row, keeping the least
important half does not impact the computational complexity while nevertheless contributing to the accuracy.
We approximate the grouped importance, 𝐺𝐹 𝐼 (𝑑), of a feature domain, 𝑑, as the sum of the importance of all the
features in the domain,
∑︁
𝐺𝐹 𝐼 (𝑑) =
𝑀𝐷𝐼 (𝑓 )
𝑓 ∈𝑑

Finally, the feature domains are sort in descending order of their contribution and, by cross-validation on the
training set, we select the minimal subset of them that leads to the best accuracy (lines 11-12).
5 We

use the Gini impurity [53] as the impurity measure.
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Table 2. System parameters and their default values

Parameter
Sampling frequency
Length of a signal slice
Stride of the sliding window
Number of benchmark users
Number of registration sessions
Length of a registration session
Sensors in use

Range
100 - 1000 Hz
0.5 – 5 s
50 ms – 1.5 s
1 – 50
1–5
3 – 30 s
Acc, Gyr, Acc + Gyr

Default Value
200 Hz
1.5 s
50 ms
30
5
30 s
Acc + Gyr

6.2.2 Results with Reduced Feature Subset. To illustrate the effectiveness of the feature selection approach, we
train and test different classifiers using the output from our algorithm. Specifically, we select the most pertinent
features and train different classifiers using only them. We use the same classifiers and apply the same procedure
as in section § 6.1.2, while varying the number of the top features selected from the candidate features. Figure 10
shows the accuracy on the test set as a function of the number of features in the selected feature subset. The data
shows that, apart from the LR classifier, all the classifiers reach a very good identification accuracy with less than
100 features. The LR classifier crosses the bar of 95 % accuracy with 400 features, which is still very low – two
orders of magnitude lower – compared to the 5,322 features in the original dataset.
This result shows that, regardless of the RF used to identify them, the selected features lead to a good accuracy
for all classifiers, showing that they capture the unique characteristics of each user’s Hand-BCG. In the next
section, we perform a thorough evaluation.

7 EVALUATION
7.1 Implementation
We implemented HoldPass as a standalone Android application running on commodity mobile phones. Our
prototype records the accelerometer and gyroscope Hand-BCG signals and processes them according to the
steps depicted in Fig. 8 to decide whether the user holding the phone is legitimate or a spoofer. The signal
processing and feature computation parts are implemented in standard Java and make use of Apache Commons
Maths library [3] and the Logistic Regression is implemented with Weka Machine Learning library [62].

7.2

Training and evaluation methodology

To evaluate the performance of HoldPass, we use the data from the large and diverse Dataset A (Section § 3.1)
comprising 1120 measurement sessions with 112 different users. During the evaluation process, we place ourselves
in a realistic scenario where we train a classifier for each user in the dataset and evaluate how well HoldPass is
able to recognize that user among attempting spoofers. We train a Logistic Regression classifier for each user and
set its regularization strength through a five-fold cross-validation procedure on the training set. We carefully
split the data by users and sessions as described below in such a way to avoid overfitting and perform a realistic
evaluation. The evaluation is performed offline on a computer.
User split. We apply a leave-k-users-out strategy, training the user model against 𝑛_𝑏𝑒𝑛𝑐ℎ𝑚𝑎𝑟𝑘_𝑢𝑠𝑒𝑟𝑠 randomly selected users, and evaluate the trained model on the remaining ones. Thus, each user acts once as the
legitimate user and is evaluated against 81 spoofers that have never been seen by the system (we set the default
value of 𝑛_𝑏𝑒𝑛𝑐ℎ𝑚𝑎𝑟𝑘_𝑢𝑠𝑒𝑟𝑠 to 30). In the Logistic Regression training process, the samples from the legitimate
user serve as the positive samples while those from the benchmark users as the negative. To ensure a fair
evaluation, we randomly select as many spoofer samples as there are legitimate user samples in the test set.
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Fig. 11. Overall Performance of HoldPass

Fig. 12. Time is security: Using multiple signal slices improves
significantly HoldPass’s authentication performance.

Legitimate user data split. For the legitimate user data, we perform a sessions-wise split in such a way that
the evaluation is performed on data coming from measurement sessions that have not been seen during training.
This is to avoid a biased evaluation and to emulate the production scenario wherein the system is trained once
with some pre-registered data and used later with (unseen) live data points. By default, we set the number of the
registration sessions to 5, corresponding to half the user data.
Advanced datasets. In a second round of experiments, we select two groups of volunteers that were part
of the first data collection campaigns (Dataset A) to evaluate the robustness of HoldPass. With the first group
composed of 12 volunteers, we perform different evaluations related to usage scenarios, including assessing the
authentication performance after a long period of time (Section § 7.7) and testing under different experimental
conditions (Section § 7.9). The second group is composed of 20 volunteers and serves an advanced evaluation
with more diverse and challenging experimental setup (Section § 7.9).
System configuration. Table 2 summarizes the system parameters that we use in this evaluation. If not
explicitly specified, we set these parameters to their default values. We evaluate the sensitivity of the system to
these parameters in section § 7.8.

7.3

Evaluation Metrics

Throughout the evaluation process, we employ the following performance metrics built around the decisions of
Accept (True) and Reject (False). An authentication effort prompts an Accept (True) decision by HoldPass if the
probability of it being from the legitimate user is above the acceptance threshold, Reject (False) otherwise.
• False Accept Rate (FAR) = FA/(FA+TR) – the probability that the system incorrectly authenticates a
spoofer as a legitimate user.
• False Reject Rate (FRR) = FR/(FR+TA) – the probability that the system incorrectly authenticates the
legitimate user as a spoofer.
• Equal Error Rate (EER): By varying the acceptance threshold, one can improve the FAR at the expense of
the FRR, and vice versa. EER is the point where FAR is equal to FRR.
• Accuracy (Acc.): the probability that the system correctly identifies both the legitimate user and the
spoofers. If not otherwise specified, we compute the accuracy at the Equal Error Rate point, i.e. 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
1 − 𝐸𝐸𝑅.

7.4

Overall Performance

We start with the evaluation of HoldPass’ overall performance over the entire dataset while setting the acceptance
threshold to its default value of 0.5. Figure 11 shows that HoldPass is able to accurately recognize the legitimate
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Fig. 13. Comparison of HoldPass against alignment-based authentication scheme (KNN with DTW distance)

user among spoofers, achieving a median FAR of 4.45 % and median EER of 5.39 %. In addition, for more than 90 %
of the participants the FAR and EER are less than 8.5 % and 13.75 %, respectively. On average, HoldPass achieves
an accuracy of 92.57 % (EER of 7.43 %).
In addition to using a single asynchronous signal slice for making a decision, HoldPass can combine the
likelihood of multiple consecutive signal slices. In this configuration, the system accepts the attempting user
as legitimate if the average likelihood for a certain number of consecutive signal slices is above the acceptance
threshold. Figure 12 shows the CDF of the EER for different values of signal slices. For each user and each
number of signal slices, we vary the acceptance threshold and adopt the value leading to the EER. The data shows
that HoldPass’s performance can improve dramatically when leveraging multiple signal slices. The accuracy
improves to 96.2 % with only 2 consecutive signal slices (3 s of data) and reaches 97.95 % and 98.34 % when using
4 and 5 of them, respectively. In practical terms, this results provides users a virtual knob for setting the desired
security-response time trade-off.
To put this performance of HoldPass into context, we performed a comparison against an alignment-based
method in the time domain. For this purpose, we implemented a standard 𝑘-nearest neighbor (KNN) classifier
based on state-of-the-art Dynamic Time Warping (DTW) distance. We build the dataset by splitting the signals in
cycles based on cross-correlation. We vary the number 𝑘 of neighbors participating in the decision (𝑘 ∈ {1, 5, 10})
and also vary the weighting function between uniform (the class votes of the selected neighbors are considered
with the same weight) and distance (the class votes are weighted by the inverse of their distance to the input
sample). We assess the accuracy achieved by the KNN classifier in each of the 5 possible configurations and
for each of the users. Figure 13 shows a boxplot of the obtained accuracy, for each of the configuration. The
whisker mode of the boxplots is 2/98 percentile. The data shows that, in an important fraction of the cases, DTW
fails to accurately discriminate between the legitimate user and an attacker, yielding to an accuracy always
under the 70 % bar. The best result, achieved with uniform votes from the 10 nearest neighbors, is an accuracy
of 68.13 %. With its 92.57 % accuracy in single slice configuration, HoldPass outperforms this pure time domain
authentication scheme.

7.5

HoldPass User Experience

In this section, we evaluate the user experience when using HoldPass as a smartphone user authentication system.
We evaluate this experience in terms of the number of attempts for a successful login, amount of registration
data needed for a good performance and system response time.
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Fig. 14. CDF of number of attempts for successful login.

Fig. 15. Accuracy with different amount of registration data.

Table 3. Response time of the system

Phone

Signal processing

Feature computation

Logistic Regression

Total

Samsung Galaxy S8
Google Pixel 4a
OnePlus 8T

3.8 ms
3.1 ms
4.3 ms

27.4 ms
14.2 ms
28.9 ms

4.5 ms
2.9 ms
4.9 ms

35.7 ms
20.2 ms
38.1 ms

Average

3.7 ms

23.5 ms

4.1 ms

31.3 ms

Number of attempts for successful login. We evaluate the number of attempts required for a successful
login for each of the 560 testing sessions in the dataset (5 for each user). For every user, we set the acceptance
threshold to the one that leads to the EER and show the resulting CDF over all the users in Figure 14. The data
shows that more than 85 % of the login operations are successful after a single attempt. After 2 and 3 login
attempts, the user is able to unlock their phone in more than 96 % and 98 % of cases, respectively.
Amount of registered data for training. We evaluate the amount of data that need to be registered for
HoldPass to have a good performance. To this end, we vary the number of registration sessions used for training
the system from 1 to 5 and the length of each registration session from 3 to 30 seconds. Figure 15 shows that
HoldPass’ performance is an almost monotonically increasing function of the two parameters: the number of
registration sessions and length of each session. However, we observe that increasing the number of registration
sessions has a greater impact on the performance of the system as it enables HoldPass to better capture the
variability of the Hand-BCG signals. Most important, the data shows that HoldPass is able to cross the bar of 90 %
accuracy with only 15 s of registration data (5 sessions × 3 seconds) – a reasonable one-off requirement for using
HoldPass.
Response time. We evaluate the time taken by HoldPass to perform the authentication on three commodity
mobile phones including a Samsung Galaxy S8 (2017), a Google Pixel 4a (2020) and a OnePlus 8T (2020) and
report the results in Table 3. The data shows that HoldPass runs in real time, with an average processing time as
low as 31.3 ms. Added to the time taken to record the signal, HoldPass achieves a reasonable average response
time of 1.53 s. As a reference, the official face identification on the recent iPhone X takes approximately 1.5 s to
authenticate a user [50]. In section § 7.8 we show that HoldPass still works well with signal lengths as short as
0.5 s, therefore providing a better user experience.
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Table 4. Comparison of HoldPass with other Heart Activity based Authentication systems. HB: Heartbeats. NS: Not Specified.
TAR: True Accept Rate. FAR: False Accept Rate.

System

Device

Ref. signal

#Users

Signal length

System in [24] Smart Eyewear
System in [68] Custom BCG chair
System in [22] Custom BCG chair

Head-BCG
Body-BCG
Body-BCG

12
91
25

3s
10 HB (∼8 s)
10 s

96.5 %
99.1 %
96 %

System in [60] Mobile Phone
System in [41] Mobile Phone
System in [4] Mobile Phone + ECG sensor

Chest-SCG
Finger-PPG
Finger-ECG

20
15
10

5 HB (∼4 s )
NS
4s

HoldPass

Hand-BCG

112

3 s (2 slices)

96.49 %
92 %
NS. TAR: 81.82 %,
FAR: 1.41 %
96.2 %

Mobile Phone

Fig. 16. Number of attempts for successful login over 8 working days.

7.6

Accuracy

Fig. 17. Performance four months later

Comparison of HoldPass with other Heart Activity based Authentication Systems

In this section, we aim at contextualizing the performance of HoldPass by comparing it with other heart activity
based authentication systems. To this end, we compare HoldPass to authentication systems using BCG as reference
signal [22, 24, 68] and to other authentication systems based on heart activity measured with mobile phones.
The latter category includes the system in [60] which uses the Seismocardiogram (SCG) signal acquired with the
phone placed on the chest, the system in [41] which uses Photoplestymogram (PPG) signal acquired with the
user placing their finger on the phone camera and the system in [4] which relies on Electrocardiogram (ECG)
signal measured with a ECG sensor added to the mobile phone.
Table 4 shows that HoldPass achieves an accuracy comparable to the state of the art while requiring less
or equivalent amount of signal data. Moreover, HoldPass does not require any custom hardware and is very
convenient to use as the user just needs to hold their phone to be authenticated.

7.7

Performance Over Time

In this section, we evaluate the performance of HoldPass over time in order to assess the permanence of a user’s
Hand-BCG. For this purpose, we select 12 volunteers who were part of the large dataset collection campaign
(Dataset A) and first perform measurement sessions over 8 consecutive working days. Four months later, for each
volunteer we perform data collection and authentication attempts with the system configured to their previously
identified EER threshold. This process is done offline on a computer.
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(a) Slice Length

(c) Number of Benchmark users

(b) Stride of the sliding window

(d) Sensors in use

(e) Sampling Frequency

Fig. 18. Tradeoff Detection Error. Effect of different system parameters

Figure 16 shows the distribution of the number of login attempts after which the volunteer was recognized as
the legitimate user over 8 days. The data shows that a user can unlock their phone after a few attempts, with
only 1.96 attempts on average and a 90th percentile of 4.
Figure 17 shows the detection error when evaluating HoldPass on the data measured four months later. We
observe that even after a significant period of time HoldPass still maintains an 87.88 % accuracy. This can be
improved further by performing continuous or periodic model updates based on data from successful logins.

7.8

Sensitivity Analysis: Effect of system parameters

In this section, we evaluate the sensitivity of HoldPass to different system parameters. To this end, we set all the
parameters to their default values, as shown in Table 2, and re-execute the main evaluation scenario (section
§ 7.1) while varying the value of each parameter independently. Figure 18 shows the tradeoff detection error
curves. The default HoldPass configuration are plotted in black with circle markers. All the results are obtained
using a single signal slice to perform the authentication.
Effect of the slice length (𝑻𝑺𝒍 𝒊𝒄𝒆 ). Figure 18a shows the results obtained while varying the signal slice length.
This figure shows that the error decreases with the length of the slice length. With 0.75 s of data, HoldPass
achieves an accuracy above the bar of 90 % and reaches 92.5 % with 3 s of data. Comparing to the results in the
second paragraph of fig. 11 (96.2 % with 1.5 s × 2 slices), we observe that the performance of HoldPass is higher
when performing the decision based on multiple signal slices.
Effect of the stride of the sliding window (𝑻𝑺𝒕 𝒓 𝒊𝒅𝒆 ). Figure 18b shows the results obtained with different
values of the stride applied when splitting the signals in sliding windows. If not applying a sliding window
(stride 1.5 s, equal to the signal length), the accuracy of HoldPass is 89.69 %. On the contrary, we observe that
lower values of this parameter lead to a better performance of the system. This result demonstrates how the
alignment-free authentication scheme introduced by HoldPass can take advantage of a better utilization of the
data.
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(a) Different experimental conditions

(b) Trained with data from different experimental conditions

Fig. 19. Performance in different experimental conditions

Fig. 20. Cross conditions testing

Fig. 21. Holding the phone with different orientations

Effect of the number of benchmark users. We evaluated the performance achieved by HoldPass as function
of the number of benchmark users against which each legitimate user model is trained. From Figure 18c, we
observe that the error decreases when HoldPass is trained against data from an increasing number of users
but almost stops improving for higher values of this parameter (7.11 % for 50 benchmark users). With more
benchmark users, and thus more varied spoofers data, the system is able to learn a better decision boundary
to identify the legitimate user’s Hand-BCG features. The performance yet remains reasonable even with lower
values of this parameter, highlighting a good scalability of the system. HoldPass achieves an accuracy as high as
91.30 % when trained against 10 benchmark users only.
Effect of the sensors used by the system. By default, HoldPass uses both the acceleration and the angular
velocity measured when the user holds their phone. Figure 18d shows the results obtained when relying on
the accelerometer or gyroscope only. We also compare with the configuration where HoldPass would use the
best axis of each of these sensors, which are selected as the ones with the highest amplitude. The best result
is achieved when using the data from all the axes. When using only the accelerometer or only the gyroscope,
HoldPass achieves an accuracy of 90.62 % and 90.67 %, respectively.
Effect of the sampling frequency (𝑭𝑺 ). Figure 18e shows that the sampling frequency has very little impact
on the performance of the system. HoldPass achieves an accuracy of 92.95 % and 91.78 % when the value of this
parameter is set to 1000 Hz and 100 Hz, respectively.
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Performance in different experimental conditions

In this section, we evaluate the performance of HoldPass in different experimental conditions, including holding
the phone in the non dominant hand, holding breath and without any support under the hand. For this evaluation,
we perform new measurements with the help of 12 volunteers. Figure 19a shows that breathing has a little
impact on HoldPass’ performance, with the accuracy slightly improving when the user holds their breath. On
the other hand, the data shows that the accuracy drops when changing hand or holding the phone without any
support. This can be explained by the fact that the data measured in these scenarios are quite different from
the reference ones and have not been included in the system training. To corroborate, Figure 19b shows that
this can be corrected by including signals from these experimental conditions in the registration data. In these
configurations, HoldPass achieves a similar and performance when compared to the reference single-condition
version.
To further extend the evaluation of HoldPass, we repeated the same protocol with 20 volunteers performing
measurement sessions in different experimental conditions : i) with the hand on a supporting table, ii) free hand
without any support and iii) after physical activity (on supporting table). In the following, we refer to these
conditions as OnTable, FreeHand and Exercising, respectively. Here, we aim at testing how HoldPass performs
when tested on data from an unseen condition. For this purpose, we perform cross conditions testing where, for
each user and each target condition 𝑐𝑡 , we train HoldPass with data from other conditions 𝑐 ≠ 𝑐𝑡 and test it on 𝑐𝑡 ,
eg. training on data from OnTable + FreeHand and testing on Exercising. We also evaluate the case where HoldPass
is trained with data from all conditions, either with half the number of measurement sessions for each condition
or with a single session (15 s of data). Figure 20 shows the obtained results. The data on this figure shows that the
accuracy decreases when HoldPass is tested on unseen experimental conditions. But we also observe that this
can be corrected by including a single measurement session from the target condition (15 s) in the startup phase
of the system. HoldPass reaches an average accuracy of 84.9 % in that more challenging scenario.
We also performed similar cross conditions testing with different ways of holding/rotating the phone : rotation
of 30° and 60° around 𝑋 axis (tilting the phone towards the user) and rotation of 30° around Y axis (tilting the
phone towards the ground). Results plotted on Figure 21 lead to similar observations while highlighting that
this holding pattern has a less important effect on HoldPass’ performance. With one 15 s-long session from each
condition, HoldPass achieves an average accuracy of 87.96 % in that case.

8

LIMITATIONS AND DISCUSSION

In this section, we discuss the limitations of the current implementation of HoldPass and ways in which it could
be improved as part of future work.
Heart condition changes. In our evaluation (Section § 7.7), we show that HoldPass performs well over time.
This is because, as shown by prior works [38, 60], heart activity can be stable over time. Nevertheless, there are
factors that can bring changes to heart activity, including heart disease, heavy exercising, etc. Any significant
change in the heart activity pattern could negatively impact HoldPass’s performance. Currently, all heart activity
based authentication systems suffer this limitation. To cope with this limitation, HoldPass could be trained on
data from these activities and/or perform a continuous updates of the user model based on Hand-BCG signals
collected during different successful login phases. The latter can be achieved using online learning algorithms
such as Stochastic Gradient Descent [5] which updates the model weights after processing each input sample. As
a complement, in case of highly different inputs (multiple authentication failures), the system could ask the user
if they wish to include these new data that might correspond to new usage conditions and validate their decision
based on another authentication mechanism.
Remote model training. In the current design of HoldPass, we assume that the user model training is done
offline on a remote server as this process generally requires significant computing capabilities. This can be seen
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as a limitation since a spoofer might intercept the enrollment data over the network when they are sent to the
server. To cope with this limitation, the data can be secured with strong encryption before being sent for model
training on the remote server. A long-term solution is to prevent the data from being sent over the network at
all and perform the model training directly on the user mobile phone. By exploiting recent advances in mobile
machine learning, specifically the trend of on-device training [42, 63], HoldPass will eventually be able to perform
the training or fine-tuning on the user device directly. This would at the same time facilitate the continuous
update of the model to cope with the limitation presented in the previous paragraph.
Effect of motion. In the current design of HoldPass, the user is asked not to move when performing the
authentication, or otherwise the system cannot reliably measure their Hand-BCG. Fortunately, HoldPass can
achieve good accuracy with as little as 0.5 s of data (§ 7.8), mitigating this limitation. However, the system will
not work in other scenarios such as on a moving vehicle, for example.
Advanced Replay Attacks. While HoldPass is by design robust against replay attacks as it is difficult for an
external user to reproduce the hand vibrations of the legitimate user, an advanced malicious user can manage to
hack the operating system and obtain the legitimate user’s IMU data or trained model. The spoofed data can
later on be injected directly as input to the login system which will therefore authorize access to the mobile
phone. To prevent this type of attacks, HoldPass could perform liveliness detection by studying and exploiting
the correlation of Hand-BCG with other sensors readings, e.g. heartbeat sound, which can be heard even in noisy
environments as it mostly lies in an inaudible frequency band [25].

9

RELATED WORK

Authentication on Mobile Phones. Traditional user authentication on mobile phones are mostly based on
passwords [46] or unlock patterns [44]. They provide simple, low-cost and easy-to-implement authentication,
which however comes with the great limitation that they are sensitive to multiple types of replay attacks including
smudge attacks and man-over-the-shoulder attacks [55]. To overcome this limitation, previous works exploit
fingerprint [52], face [1], voice [16] and iris [33] to enable biometrics-based authentication on mobile phones. If
largely adopted by the market, these approaches have been shown to be vulnerable to new types of replay attacks
based on recorded or forged biometric inputs [14, 17, 21, 34, 56] which are moreover becoming increasingly
sophisticated at lower cost.
In order to provide a simple second factor authentication, other works have also employed behavioral biometrics
to authenticate the user while they type their password or draw their unlock pattern [9, 67], therefore enhancing
the security of these traditional authentication modalities. Behavioral biometrics however have the well-known
limitation that they are very prone to change over time [65].
New Sensing Modalities for Biometric Authentication. Because of the limitations of traditional biometrics
based approaches, recent research works have investigated the use of other, and often new, biometric features
for user authentication. SmileAuth [30] and BiLock [70] propose to authenticate the user based on information
extracted from their teeth alignment or occlusion sound. VeinDeep [69] proposes to authenticate the user based
on the vein pattern of their hand while BreathPrint [8] exploits audio features derived from an individual’s
breathing gestures for this task. If providing new interesting authentication modalities, these approaches still
exhibit the important limitations that they either rely on specialized sensors that are not found on common
mobile phones [69] or require a smiling or dental occlusion action, or explicit breathing with the phone near to
the nose, that might not be convenient for use in public [8, 30, 70].
Building on top of an advanced litterature on heart activity unicity of a subject, established based on studies
using specialized devices [4, 12, 18, 25, 27, 37, 43], other research works propose to authenticate the user
either based on their Seismocardiogram (SCG) acquired with the phone placed on their chest or based on their
Photoplestymogram (PPG) acquired with the phone placed on the phone camera. SCG-based authentication [60]
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however has the limitation that it does not provide a satisfactory user experience as it requires the user to place
the phone on their chest and PPG-based one does not provide enough distinctive information about the user and
lead to an unsufficient accuracy in realistic cross-session authentication scenarios [41].
Ballistocardiography based Authentication. Since its beginning during the 19th century [20, 51], Ballistocardiography has mostly been applied for diagnosis purposes, mostly focusing on Heart Rate and Heart Rate
Variability monitoring [7, 11, 19, 29, 36, 58]. As this signal is related to heart activity which is a unique identifier
of a human being, few recent research works have investigated its use for authentication purposes. [22] and [68]
studied the possibility to authenticate a user based on 10 s-long whole body BCG signals collected with custom
load cells sensors attached to a chair, while [24] proposes to use a Smart Eyewear to authenticate the user based
on 3 s-long Head-BCG signals. If validating the possibility to use Ballistocardiography to authenticate users, these
approaches are still not applicable to real-life mobile phones authentication as they require specialized hardware.
Vibration based Authentication. Different from BCG which is related to heart activity, other works propose
to use vibration signals resulting from hand taping actions or vibration motor to authenticate the user. Taprint [10]
exploits the vibration generated when a user taps on the fix knots of their hand to perform authentication on
smartwatches. VibWrite [40] exploits the modification that a user finger incurs on a specific vibration signal
to build a system that can be used on various planes. Following the same idea, VibID [66] and TouchPass [64]
authenticate the user based on physical characters extracted from touching fingers when the phone[64] or
smartwatch [66] emits a vibration. Tapprints [45] shows that the location of screen taps on smartphones and
tablets can be identified from IMU readings. However, except TouchPass [64] which presents an interesting
alternative, these works either require custom hardware (standalone vibration motor and piezoelectric sensor
for VibWrite [40]) or are designed specifically for weareables [10, 45, 66], and are then not suitable for user
authentication on COTS mobile phones.
Compared to all these works, HoldPass does not require any specialized hardware and runs in real time on
commodity mobile phones with as short as 0.5 s of data to perform heart activity based authentication in a
convenient to use manner.

10

CONCLUSIONS

In this paper, we presented HoldPass, the first system that can authenticate a user while they simply hold their
phone, based on their unique hand vibration sensed with standard sensors found on commodity mobile phones.
HoldPass addresses the unique challenges raised by properties of these Hand-BCG signals by introducing a novel
alignment-free authentication scheme that builds on asynchronous signal slicing and a data-driven algorithm
for identifying a reduced set of features for characterizing a user. We implemented HoldPass and evaluated its
performance both with a large scale study involving more than 100 volunteers and targeted studies with smaller
set of volunteers over a period of several months. The result showed that HoldPass authenticates the user with
an accuracy and user experience similar to or better than state-of-the-art systems with stronger requirements on
hardware and/or user participation.
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