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Critical Infrastructures
and Services

CoviD19

» Critical Infrastructures and Services

Details Articles Publications

Recent deliberate disruptions of
critical automation systems prove that
cyber-attacks have a significant
impact on critical infrastructures and
services. Disruption of these ICT
capabilities may have disastrous
consequences for the EU Member
States' governments and social
wellbeing. The need to ensure ICT
robustness against cyber-attacks is
thus a key challenge at national and
pan-European level.

Critical infrastructures, such as
electricity generation plants, transportation systems, manufacturing facilities are controlled and
monitored by Industrial Control Systems (ICS), including SCADA (Supervisory Control and Data
Acquisition) systems. Today ICS products are mostly based on standard embedded systems
platforms and they often use commercial off-the-shelf software. This results in the reduction of costs
and improved ease of use but at the same time increases the exposure to computer network-based
attacks.

Smart Grids will substantially improve control over electricity consumption and distribution to the
benefit of consumers, electricity suppliers and grid operators. Nevertheless, improved operations
and services will come at the cost of exposing the entire electricity network to new challenges, in

particular in the field of security of communication networks and information systems. Vulnerabilities
of communication networks and information systems may be exploited for financial or political
motivation to shut off power to large areas or directing cyber-attacks against power generation
plants.

The maritime sector is critical for the European society. Statistics show the augmenting trend of
maritime transport share in the overall goods traffic, which in 2010 reached 52%. This continuous
increase in dependency upon the maritime transport underlines its vital importance to our society
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Recommended publications

Railway Cybersecurity

This ENISA study regards the level -~ -
of implementation of cybersecurity
measures in the railway sector,
within the context of the
enforcement of the...
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Encrypted Traffic Analysis
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Communication network
interdependencies in smart
grids

Www.enisa.europa.eu European Union Agency For Network And Information Security
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Securing Smart Airports

DECEMBER 2016

Www.enisa.europa.eu European Union Agency For Network And Information Security -
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Interdependencies

PROTOCOLS

o

Communication network
dependencies for ICS/SCADA
Systems

DECEMBER 2016

Www.enisa.europa.eu European Union Agency For Network And Information Security -
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TRAFFIC ANALYSIS
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Network Traffic IDS/IPS Demystification Encrypted Traffic
Analysis Malware Traffic Identification




Encapsulation in Action

L4
header

* L4 segment contains part of stream of application protocol
* L3 datagram contains L4 segment
e L2 frame has L3 datagram in data portion



@ Application Layer T

| want to download a web page

from this address: 192.168.1.102
Message

L
(4] Transport Layer (TCP/UDP)

Source Port = 31,244

| want to download a web page

Segment/Datagram

Destination Port = 80 | from this address: 192.168.1.102

\3
5G] Neworkiover P ]

Source IP Addr = 192.168.1.101 | Source Port = 31,244
Dest IP Addr = 192.168.1.102 | Destination Port = 80

Packet

Message

\ S
@ Data Link Layer (MAC) |

Source MAC Addr =00:12:F1:1E:E8:93
Dest MAC Addr = 00:04:A3:4D:1C:73

Src IP Addr

Frame

Dest IP Addr | Dest Port #

\




Attacks on Different Layers

aNoJo)I[o=\i[eIa NN | -c/ 7: DNS, DHCP, HTTP, TP,
IMAP, LDAP, NTP, Radius, SSH,

Presentation WEENUAAENES DNS Poisoning, Phishing,

SQL injection, Spam/Scam

Session EC\SIESHSIV SN IRSTCP attacks, Routing attack,
SYN flooding, Sniffing

Transport Layer 4: TCP, UDP

Network Layer 3: IPv4, IPv6, ICMP, IPSec

Ping/ICMP Flood
Data Link Layer 2: ARP, Token Ring
ARP spoofing, MAC flooding

Physical



Flow-based Detection

* Once baselines are built anomalous activity can be detected

* Pure rate-based (pps or bps) anomalies may be legitimate or
malicious

 Many misuse attacks can be immediately recognized, even
without baselines (e.g., TCP SYN or RST floods)

« Signatures can also be defined to identify “interesting”
transactional data (e.g., proto udp and port 1434 and 404
octets (376 payload) == slammer!)

« Temporal compound signatures can be defined to detect
with higher precision
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Detect Anomalous Events: SQL “Slamm
Worm*

RPoute Instability owver Time
] Ue
2 120 k
o
=
= 100 kA
L]
e d
£ S0k
peak |DoS E
- - 2 B0 ko
gec_en_t Anomalies : Anomaly 125772 : Detailed 11:51:49 EST 27 Jan 2003 =
tatistics E
Status | Topolegy | ©Ongeing | Recent park1p | Admin [ About = 40 k-
=
N 20 kKo
Anomaly 125772 Detailed Statistics o [}
'E o L, e e - A e L, ahi
. . —— = T f Y — Y T
D Importance Severity Duration Direction = Tuae 0121 Hed 0122 Thua 0125 Fri 0124 Zat 01-25 Sun 1126 Hor 127
PR, 956.2% of 3.40 Kpps 09k DB 475 Cutgoing Las —— CHCGILDTGR 0 0—-AKN —— CHCGILDTGROO-HITH CHCH IL 2 5GR 0 0—ANKN —— CHCHIL2ZSGRO0-HITH
merbers —— CHCHILZSGRO01-ANN —— CHCHWILZ2SGR01-HITH CLGRABZ 1GR 01—-ANKN —— CLGRAEZ1GRO1-HITH
CLGRAEZ1RRE01—-ANK —— CLGRAEZ1RRO01-HITH
- pps of netB  for anomaly 125772
30 K
220 k]
Traffic per UDP Port owver Time
10 ko
S Toron Sat 81100 Tat 82100 ETR T BT Zat $5100 Zat B5100 Tat 7100 Tat 83100 00
+ime
- expected
s00
Affected Network Elements .
Router net8 1.2.3.4
Triggering Expected Difference Maximum rEELL]
Bitrate 71.69 Mbps 2.34 Mbps 69.35 Mhbps 105.26 Mbps @ 03] &
Packet Rate 22.20 Kpps 712 pps 21.49 Kpps 32.58 Kpps @ 03:| T ]
Surmmary | Source Addresses | Destingtion Addresses | Source Ports | Destination Ports | Protocols | Output Interfaces | Input Interfaces | Generate Fitter E‘ 100
Summary of all Data Snapshots Collected: ,E
Bytes Packets Bytes/Pkt bps g 200
3053.01 GB 7E2,849 500 404 B 7E.05 Mbps 23.54
Summary | Source Addresses | Destination &ddresses | Source Ports | Destination Ports | Protocols | Dutput Interfaces | Input Interfaces | Generate Fitter —s00
Source Addresses
Hetwork / Mask Bytes wPackets Bytes/Pkt bps e
192.168.20.217/32 1668.22 GB 416 436 800 404 B 41.54 Mbps 12es
192.168.18.187/32 132.53 GB 345,372,500 404 B 34.45 Mbps 10.66
Summary | Source Sddresses | Destination &ddresses | Source Ports | Destinetion Ports | Protocols | Qutput Interfaces | Input Interfaces | Generste Fitter —600
Tuz 0121 Had 0122 Thu 0123 Fri 0124 Sat 0125 Sun 0126 How 0127
Destination Addresses B 4 freal-audic? SGATEY I -z al-md 14347 B ¢ frasmentd 0 [ deraintSs? [ HaléLifaSeruar C27 0152

[ netbios—n=t 1372 B 5257 B 25000 B 41170 B UPHP—or—come Len—maintE0003




How to ldentify a Security Attack?

* Suddenly highly-increased overall traffic in the network

* Higher CPU and memory utilization of network devices

* Unexpectedly large amount of traffic generated by individual hosts
* Increased number of accounting records generated

* Multiple accounting records with abnormal content, like one packet per flow
record (e.g. TCP SYN flood)

* A changed mix of traffic applications, e.g. a sudden increase of "unknown"
applications

* An increase of certain traffic types and messages, e.g. TCP resets or ICMP
messages

* Anincreasing number of ACL violations



A Large Scale DOS attack

Z} [Peakfow DoS - BTWholesale]: Anomaly 14957 - Microsoft Internct Explorer provided by BT Configuration D

Ble Edt  Yiew Favorites Jools Help
Anomaly 14957 Information
1D Imporntance Severity Duration Direction Resource  Start Time End Time Class Subclass
ot .nec-
M P

14957

108,759 0% of 300 00 Kbps 02h 04m 18s Incoming

¥

astEcthecnetS/1 21.05.23 BST 23.09:.41 BST

.1/32

15 Jun 2003

15 Jun 2003

Misuse Fragmentation

Binate
Packet Rate

87.84 Mbps & 21:15
15

267 Kpps@ .

21

BThet—Core Anomaly
e bps of affected elenents For anomaly 14557
00 n ~B
260 ny @ [ =5
w 200 R [ oo Mgl
% 1ve ni B A o = o e i . < ' _
too rf TN L Mt : Ow ¢ gﬁ‘ P At P2 f-g‘ T IR L e T
seo :. Jl D P e - SIS gt piA ”_'_../.Z“ LASTRE TADE 2 ’3"?7%“ PIL NI Flen y . B ~ ;
2!:003'0 Z1: 10300 2132800 2133900 21340300 Z1350308 22309300 22:10300 L2320 L2385 22349500 22350300 ZIinus o 23310200
AR
C sereai-telahive weral-talabhvues anpastiad sarai-falahovne - 2 serwi-lalabhouss - 2 anpastied
A corel-telohouse - S - coral-talehouce - S expacted - corel-telehoucs - 15 corel-talehouce - 15 expocted
5 corel-telehowse - 17 corel-telehouse = 17 expected ¢ corel-telehouse - 27 === corel-telehouse - 27 crpected
corel-telahousre ~ 49 corel-talehouss - 40 erpectad 4 coral-telehouss - 52 coral-talehcuss - S1 sxpactad
Aransibti-ealing tramziticealing expecied i Aransibi-enling ~ 4 tromsiticealing = 4 expacted
Lransiti-ealing - § Lrorg iti-ealing = 5 aspactied trans ibi-ealing - 20 Lrarsiti-waling = 20 srpectad
$ tranciti-analing - 21 tromecitl-caling - 21 evpectad - trancit2-saling tramcitZ-aaling axpacted
e transit2-caling - ¢ Lromsit2-caling - 4 expected e CoreZ-telehouse coreZ-telehouse expected
£ corel-telehowse -~ 2 corel-telehouss ~ 2 expectad Mo cawel-telehouse ~ T corel-telehcuse ~ T capucted
v cored-telahowrs « & corel-talehours ~ G avpacted W cored-balehouse -~ 9 « corel«talahoure « @ ewracied
cored-telehowse — 11 core-telehouse - 11 expected —— coreZ-telehouse - 34 coreZ-telehouse - 34 ewpected
corel-belchoure ~ I8 corel-tclehouse = I cxrected - Aransiticilfced tromsiti-ilford cxpocticd
T Aransibicildferd - 2 Rrans iti-i1ferd = 2 awpacted bransibi-ilferd - 3 brare ili-51Ferd =~ 3 awpactad
trancitli-iléced - & tranzitl-tlford - 4 expactad 4 tranciti-iléced - % tramcitl-ilford - % axpacted
Affected Network Elements
Router corel-telehouse (195.99.120.112) | HigH
Triggering Expected Difference Maximum Mean
Ha ~ -
Bitate {326.28 Mbps @ 21:14 116.31 Mbps
Packet Rate 31.36 Kpps 500 pps 30.86 Kpps 31.£ @ 2114 11.36 Kpps -~
Interface 2 POS4/0 (FXCC200030 STM-16 direct fibre (not SDH) link to corel.ealing PO) Maximum Mean

27.17 Mbps
272 Kpps >

-



What Does a DOS Attack Look Like?

Potential DoS Attack on Router
Estimated: 660 pktils 0.2112 Mbps

Router# =zhow ip cache Tlow

—

SrcIf SrcIPaddress SrcP SrcasS DstIT DstP DsSTAS Fr

29 192.1.6. 688 77 aaa 49 2.2 1308 bbb =] 1
29 1892.1.6,222 1243 aaa 45 - 1774 L nlw] 4] =] 1
29 1892.1.6,108 1076 aaa 48 - 1869 bbb =] 1
29 182.1.6.158 203 aaa 49 2.2 1050 bbb 5] 1
29 192.1.6.54 T30 aaa 49 - 2018 bbb =] 1
29 192.1.6.136 559 aaa 49 2.2 1821 bbb & 1
29 192.1.6.2186 383 aaa 49 2.2 1516 bbb & 1
29 182.1.6.111 45 aaa 45 2.2 1894 bbb =] 1
29 192.1.6.29 1209 aaa 49 2.2 1600 bbb 5] 1

— — — — —

Typical DoS Attacks Have the Same (or Similar) Flow Entries:
*  Input Interface (Srclf)

=  Destination IP (Dstif)

= 1 Packet per flow (Pkts)

= Bytes per packet (B/Pk)



Trends in Malware Evolution

* Botnets:

 Distributed Management (C&C Servers/anti-network forensics
techniques, such as randomized and encrypted packets that made
traffic filtering difficult.

* Full-Featured Control (remote access trojans (RATs), designed to
facilitate remote control of individual compromised endpoints.

* Sophisticated endpoint control with automated propagation
techniques, automated self-update mechanisms, and multilayer,
hierarchical, and/or peer-to-peer C&C channels.

* Also legitimate enterprise networks, including internal DNS, web,
email, and software update mechanismes.



Encryption and Obfuscation

* Hiding C&C Channels

* Maintaining Control

* Hiding and encrypted IRC
* Peer-to-Peer C&C

* Pool Ips

e Blind Redirection /5 <CODE>
e Fast-Flux DNS
e DGA domains
#PART-1

e Tor-based C&C



Tor-based Botnets and Tor Traffic Analysis

* The Tor network is operating in the Transport layer of the OSI, the
onion proxy software shows customers the Secure Socket interface
(SOCKS) which operates in the session layer.

* The Tor network can use the TCP port 443, which is used by the
HTTPS, so that the supervision and interpretation of a session
exclusively with the determination of the door cannot constitute a
reliable method.




Tor Traffic Analysis

BEee aE3xcE Q¢ 374 EEB vl EMEX @

Filter: |xsoﬁsat.Directury5tring ™ Expression... Clear Apply

No. Time Source Destination Protocol Length Info
187 2.267706 198.27.97.223 10.0.8.126 TLSv1 803 Server Hello, Certificate, Server Key Exchange, Server Hello Done
125 2.281025 66.18.12.197 10.0.8.126 TLSv1 994 Server Hello, Certificate, Server Key Exchange, Server Hello Done
141 2.320225 212.83.140.45 18.0.0.126 TLSv1 801 Server Hello, Certificate, Server Key Exchange, Server Hello Done
143 2.320285 64.62.249,.222 10.0.8.126 TLSv1 788 Server Hello, Certificate, Server Key Exchange, Server Hello Done
175 2.349662 31.7.186.228 10.0.8.126 TLSv1 809 Server Hello, Certificate, Server Key Exchange, Server Hello Done
184 2.366189 82.96.35.8 18.0.0.126 TLSv1 802 Server Hello, Certificate, Server Key Exchange, Server Hello Done
186 2.366273 95.211.225.167 10.0.8.126 TLSv1 815 Server Hello, Certificate, Server Key Exchange, Server Hello Done
202 2.384445 88.159.20.126 10.8.8.126 TLSv1 1601 Server Hello, Certificate, Server Key Exchange, Server Hello Done
204 2.384602 212.83.158.5 10.0.8.126 TLSv1 807 Server Hello, Certificate, Server Key Exchange, Server Hello Done
2AGR.J_FRS5513 RA_1AR_A5 15/ 1A _A_A 126 T1Sud q9h Server Hello Certificate Server Kew Exchange. Server Hello Done

Certificate (id-at-commonName=www.qzsg2icaoplbs2gaha5.net)
¥ signedCertificate

version: v3 (2)

serialNumber : 0x00a@d20578aZe6562¢e

P signature (shaWithRSAEncryption)
rdnSequence (8)
P rdnSequence: 1 item (id-at-commonNanfe=www.s5rc22gpzrwtde.com) I
ryalidi
dnSequence (8)
P rdnSequence: 1 item (id—at—commonNamI:www.qzsg2ioaoplb52gah35.net]l
» subjectPublicKeyInfo
b algorithmIdentifier (shaWithRSAEncryption)
Padding: ©
encrypted: 9d9e82d11df69e3a5342fdcp3383bbf462c582ee8abd3392. ..
B Tl Swl Rernrd | aver- Handehake Protnenl - Searusr Kew Fvchanne
Jose 00 01 ca 82 01 c3 30 82 81 2c
@96 B2 81 B2 02 09 @0 a@ d2 @5 78 a2 e6 56 2e
J0al B6 09 2a 86 48 86 f7 ©d 61 81 85 G5 A0 38
Jebe 1f 3@ 1d 06 @3 55 @4 ©3 13 16 77 77 77 2e
IBce 72 B3 32 32 67 70 7Ja 72 77 74 34 65 2e 63
JIade o 0




How can an organization detect an attacker who has already
entered the network with legitimate credentials?




Detecting Algorithmically Generated
Malicious Domains

DGA Algorithm: Generates a domain by the current date

1. defgenerate_domain(year, month, day):
2. ™" Generates a domain by the current date

3.
4. for 1in range(32):

5. year =((year * 8 * year) >> 11) " ((year &amp; OXFFFFFFF0) << 17)

) month = ((month ~ 4 * month) >> 25) * 9 * (month &amp; OxXFFFFFFF8)
7. day = ((day ” (day << 13)) >> 19) * ((day &amp; OXFFFFFFFE) << 12)
8. domain += chr(((year » month ” day) % 25) + 97)

9. domain +=".com'

10. return domain

E.g., on June 18", 2014, this method would generate the following domain names:

k.com
ka.com
kaf.com
kafp.com

kafph.com kafphogvi.com kafphogvifahu.com
kafpho.com kafphogvif.com kafphogvifahut.com
kafphog.com kafphogvifa.com kafphogvifahutb.com
kafphogv.com kafphogvifah.com kafphogvifahutbl.com



Offset (k)

Q0000000
Q00000010
00000020
Q0000030
Q0000040
00000050
00000060
Qo0000T0
Q0000080
00000090
Q00000AD
Q00000B0O
000000C0o
Q00000D0
QO0000ED
Q000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
Q0000170

WCry Ransomware Analysis
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What Is PCAP?

* PCAP == Packet Capture

* PCAP is a straight copy of ALL* network traffic that flows through the pipe
for as long as you keep recording. That can be a LOT of data!

 Complete record of network activity
* Layers2—7

* Most common formatis 1ibpcap

* Things to think about
* How long do you need to listen?
* Can your NIC capture 1t fast enough?
* Can your hard drive store 1t fast enough?

How long can you listen before you have to free up
space?



PCAP data
What does it look like?

UM

® @& "5 mytrace.pcapng — Locked ~
1SO_8859-1:1987 = PCAPNG % <none> S
Go To Position Encoding Grammar Parse File Results Script Process Results
00 01 92 03 @4 B5 06 07 08 @9 OA BB OC @D OE OF Position Ofiset Length  Index  Element Value
9x000000 [0A @D OD ©A]94 06 00 004D 3C 28 1Aj0ING0]6ENE0] e oM< 0x00 0 12847128 0 YPCAPNG file 0]
@x0080810 [FF FF FF FF FF FF FF FF|ol 00|15 00]73 65 63 74| yyyyyyyy....sect 0x00 0 12847128 0 Blocks [0]
8x000020 69 6F GE 20 68 65 61 64 65 72 20 62 6C 6F 63 6B| ion header block 0x00 o me 0 Sectian Header Block [0] o
9x006030 |6 [00 00 00|02 BO]07 00]78 38 36 SF 36 34 00]00] ........ x86_64 E‘DD 0 4 0 BlackType SectionHeader: OxAODODOA
x04 +4 4 1 TotalLength 0x94
Ox000040 (03 00|6E ©0]44 61 72 77 69 6E 20 31 35 2E 35 2E .Darwin 15.5. 0x08  +8 136 2 Body (0]
0x000050 30 00|00 00|04 60|33 00|74 63 70 64 75 6D 70 20| O..... 3. tepdump 0%08 0 4 0 Byte-OrderMagic 0x1AZB3C4D
Ox000060 28 6C 69 62 70 63 61 70 20 76 65 72 73 69 6F 6E| (libpcap version 0x0C  +4 2 1 Majorversion 1
0x0000870 |20 31 2E 35 2E 33 20 2D 20 41 70 70 6C 65 20 76| 1.5.3 - Apple v Ox0E 46 2 2 MinorVersion 0
©x000080 65 72 73 69 6F GE 20 35 34 29 00[00[00 00[00 00| ersion 54)...... g:g ;2 123 3 g‘*i_t;:fonlgth -
{
0x000090 [94 00 6O PO]O1 6O 0O 00|20 0O GO HOJO1 O[O0 BO] ........ ....... ot o o8 N "Commemomim 0] section header biock
Ox0000A0 (00 00 04 00|02 00|04 00|65 6E 30 B0 00 ©0]00 60] ........ end..... oxaq  +28 1 1 Hardware Option [0]  x86.64
Ox0000BO [20 00 PO 0O]|06 6O 0O 00|60 0O GO HOJOO OO 00 BO] ....... ....... 0x40  +40 20 2 05 Option (0] Darwin 15.5.0
0x0000CO [F5 36 @5 @O |3E FB 66 24_@ 6..>0f%*...*... 0x54 +60 56 3 User Application Opti... tepdump (libpcap version 1.5....
©x0008D0 [FF FF FF FF FF FF BC 16 65 C2 5A EO@ 08 06 00 01| yyyyyy%.eAza. ... 0xBC  +116 4 4 End of Options [0]
@x0GEOED @8 00 06 ©4 00 02 10 41 7F 78 23 CA AC 17 6A FA| ....... A x#E-.j0 0x90  +144 4 3 Totallength2 0x94
@xBO0OFO |10 41 7F 78 23 CA AC 17 6A FA[eo 0002 0004 80| .A.x#E-.ja...... Ox04 4148 32 ! Interface Description Black [0)
0x94 o] 4 o] BlockType 0x00000001: 0x1
§x000100 (01 00 00 ©O]|02 80|04 00|60 00 GO 06|00 0000 O] ................ 008 +a . ] TatalLangth 0420
0x000110 [60 00 PO PO|O1 6O @O BO|28 PO 0O BB|CD S6 00 60| *.... ... (...1 0x9C  +8 20 9 Body 0]
0x000120 |02 00 10 00 67 69 74 2D 72 65 6D 6F 74 65 2D 68 ...git-remote-h 0x9C 0 2 0 LinkType LINKTYPE_ETHERNET: 1
0x000130|74 74 70 90 00 00 00 00[28 00 00 60|06 0O 0O 0] ttp..... [T 0x9E +2 2 1 Reserved 0
©x000140 [28 06 0O ©O]|00 60 ©0 GO|F5 36 65 BO]OC 05 67 24 ’(_, ...06.. .g§ 0xAD  +4 4 2 SnapLen 262144
exeemsaﬁwm S5E 60 E7 1D AS 52 54| [&.. .&.. .~ ¢ ORT OxA4 48 2o Options [0] ,
0x660160 00 F8 D1 F5 08 60 45 00 05 DC DD 7C 40 00 33 06/ |.oNs..E..0Y|@.3. o 0 & 0 \mzrf2ce Name Optio— and
xAC +8 4 1 End of Options [0]
0x000170 6B 3F AE 89 2A 51 AC 17 74 GE 61 BB DF F8 BE 12| [k?®.*Q-.tn.»Re. . 0xB0 428 . 3 TotalLength? 020
Ox@00180 |92 92 OF 81 3C BA 80 10 01 18 DF C5 @@ 00 @1 01 L<°L L L LBAL L. 0xB4  +180 96 2 Enhanced Packet Block [0] FFFFFFEFEFFFFBC 16 65 C..
©x000190 |08 OA 33 FE 1B BA 66 5D 08 46 OF 74 CF 82 48 DF 3p f].F.ti. He x84 0 4 0 BlockType 0x00000006: 0x6
©x0001A0 |81 22 CC 66 OF 8B C3 A6 A7 C2 BC 85 2F D@ FC D1| |."if..A!5A%./Dbul 0xBB  +4 4 1 TotalLength 0x60
Ox0001B0O [EA 8A 24 ©2 AG 57 ©3 4D 8E ©1 88 2D F4 A7 27 AD| |E.5. W.M...-6§" 0xBC +8 84 2 Bady [0] FF FF FF FF FF FEBC 1865 C...
©x0081C0 |77 1E CE 2F 82 7B 20 OA EO 2A E3 B7 C3 A9 82 B7| v 1/.( a*a-Ao.- o .0 'T”it;::t:ﬁr‘]gmigm ® rte
©x0001D0 |58 03 36 F9 DC D7 7F 25«3 7A 8D E4 FC 26 7B 6D| [X.60u0x.%Az. 50&{m ood 48 4 ) Timestamp (Low) 510728766
Start End Length Content Oxce +12 4 3 CapturedLength 42
0x144 0x75F 0x61C ...56.. .g58...8...5" ¢ ©RT.oNG..E..UY|@.3.k?2 *Q~.tn.»Be......<0....BA..... 0xCC +16 4 4 PacketLength a2

? PCAPNG file[0] » Blocks[0] » Enhanced Packet Block[Q] » Body[0Q] » InterfacelB[0]

Position

Empty

Module Number Severity Message

Hide if successful

Mo Debug Messages
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All data originates in real-time!
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30 Billion
Generates

Connected Devices m— =-0-5 500 Zettabytes
=—= Data/Year

Data
Processing in
Cloud

Data Processing
at Edge

jiﬁ, E©:) ' { Assists

Quick Business Decisions Real-Time Data Data Analytics in Cloud
Analytics at Edge
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2Keanos

JOIN]

CREATE

Create a new Project. Name it, describe its purpose,
choose virtual resources fo be granted to members,
and submit. Your application will be reviewed, and if

Request to be a member of an existing Project and
instantly gain access to the resources it has to offer
you. Search for public Projects, or submit a join

MY PROJECTS search:

Name Status -~ Application Expiration Members
System project Accepted member 17/11/2014 17/117/2114 1
biosecurity.fmenr.duth.gr Denied 23/0472014 31/12/2016 0
biosecurity.filab.duth.gr Denied 16/03/2015 31/03/2017 0
biosecurity.filab.duth.gr Denied 23/0372015 31/01/2016 0
tartarus.duth.gr Pending 06/08/2018 31/12/2020 0
Showing 1 to 5 of 5 entries Pagination < Prey

o

Action




real-time anomaly detection
over big data streams
-AutoAl

-Adaptive

-Scalable

-Portable

-Lightweight

-Secure
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Collector Analyzer Streamer
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IP Flow Collecting — —_—
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Collector Analyzer Messenger Streamer
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INPUT API

input plugins*

upp

TCP

SCTP

TLS\TCP

IPFLX file

MetFlow

IPFIX Preprocessor

3

Process

Collecting

Template Manager

IPFIXcol

Collector
INTERMEDIATE API STORAGE API
I I
intermediate plugins | | storage plugins
I I
: Data Manager I FastBit file format ]
for Observation
| Domain 1
| | IPFIX file format ]
| |
jolnflows ]—)[ filter ]—) —=—)- Output Manager :
L L i
: J : FastBit file format
: Data Manager I -
I for Observation statistics
| Domain n -
I \ (Y
I I forwarding
¥ ¥ ' ¥ ¥ '



Neural Search Module

4
: ‘4
CICFlowMeter
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Flow
Records -

Collector Analyzer Messenger Streamer
" Elastic Stack Module  Blockchain Module Federating Module Crypto Module

Privacy Module



INPUT API

input plugins®

 —

uop

TCP

SCTP

TLS\TCP

IPFIX file

MetFlow

IPFIX Preprocessor

3

CICFlowMeter

joinflows ]—)[ fil
3

Analyzer
INTERMEDIATE API STORAGE API
. . . | |
intermediate plugins I I storage plugins
| |
| Data Manager | FastBit file format
| for Observation
| Domain 1
.-....................................-..-. | l IPFI:{ﬂlEfDrmat
. H |
s : l
ter '—} [ CICFlowMeter ] -—I—)-l Output Manager :
Y : : ,
: : : 3 : FastBit file format
: Data Manager I -
for Observation statistics
|
| Domain n :
| \ (Y]
| I forwarding
1 ! ’ ) !

Template manager

IPFI1Xcol
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CICFlowMeter

Feature Name

Feature Name

Feature Name

fl dur fl_byt_s ece_cnt
tot_fw_pk fl_pkt_s down_up_ratio
tot_bw_pk fl_iat_avg pkt_size_avg
tot_1_fw_pkt fl iat std fw_seg_avg
fw_pkt_l_max fl_iat_max bw_seg_avg
fw_pkt_l min fl_iat_min fw_byt_blk_avg
fw_pkt_| avg fw_iat_tot fw_pkt_blk_avg
fw_pkt_1_std fw_iat_avg fw_blk_rate_avg
Bw_pkt_I_max fw_iat_std bw_byt_blk_avg

Analyzer
Dest. MAC | Src. MAC |Len Data CRC
IP header Src. IP | Dest.IP| Options Data
,:;:, s TCP Header Options Data
] e Data
Src. IP | Dest.IP | oo, | 0ot |

CICFlowMeter

Bw_pkt_l min fw_iat_max bw_pkt_blk_avg
Bw_pkt_l avg fw_iat_min bw_blk_rate_avg
Bw_pkt_I std bw_iat_tot subfl_fw_pk
fw_urg_flag bw_iat_avg subfl_fw_byt
bw_urg_flag bw_iat_std subfl_bw_pkt
fw_hdr_len bw_iat_max subfl_bw_byt
bw_hdr_len bw_iat min fw_win_byt
fw_pkt_s fw_psh_flag bw_win_byt
bw_pkt_s bw_psh_flag fw_act_pkt
pkt_len_min urg_cnt fin_cnt
pkt_len_max cwe_cnt syn_cnt
pkt_len_avg atv_avg rst_cnt
pkt_len_std atv_std pst_cnt
pkt_len_va atv_max ack_cnt

idl_avg atv_min idl_max

idl_std fw_seg_min idl_min
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Search Space
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Neural Search Module

e N SES

ﬁ
Search Strategy

‘ —

N / Performence
measure of s

fa fb fa fb

OO0 () ()

° @ Insert Layers @ @
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Performace
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Messenger

Producers
App App App
\ l / i
E\ /
Kafka Stream

Connectors
Cluster Processors

=N

App App App

Consumers

& Kafka.
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Streamer

input data batches of batches of
stream Spark | inputdata | Spark  processed data

Streaming Engine L

Spcnr‘lgZ
Streaming
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PySEAL

Crypto Module

e j B S
‘_‘,. : ~~ { :' : ,"
7 ‘l‘ ‘x14 \“‘\X“sR ? l' X‘t’l x2.§‘~‘
Oy p PR BRI N Secure Multi Party Computation
* X1? \: 2x14 % x4 = —2x2 i ’: . X,4 : . .
' ‘in"f’/ﬁ: o : “XS y Homomorphic encryption
/ X0 ! 111 YN N/
i xg y )é‘b P ¢ \\ e g T
/ ? \ ;
| |
|
I
input data batches of ibalches of
stream Spark input data Spark iprocessed data
Streaming Engine

PySEAL
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Federating Module

Server A

Database B, Database B,

| 1) Sending encrypted gradients

| 2 Secure aggregation

| @ Sending back model updates

Updating models

Database B,
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Blockchain Module
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Elastic Stack Module

kibana

Parse & Transform

elasticsearch
X
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Privacy Module

SQL QUERY
Fg. SELECT COUNT(*) FROM visits

{

DIFFERENTIALLY (Ef 6)
PRIVATE RESULT Differential privacy

Diffprivlib IBM

Privacy budget PRIVATE QUERY
g SELECT COUNT(*) + 1/€& * SIGN(RAND())*LN(1-2*ABS(RAND())) FROM visits

N =. J

ORIGINAL DATABASE
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php:
build: php
ports:
- "80:80"
- "443:443"
volumes:
- ./php/www:/var/www/html
Tinks:
- db

$ docker-compose up
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publications...International Scientific Journals

1. Demertzis, K., lliadis, L., Tziritas, N., Kikiras, P., 2020, Anomaly detection via blockchained deep learning smart

contracts in industry 4.0. Neural Comput & Applic (2020), (Impact Factor 4.774)
2. Demertzis, K., lliadis, L. & Bougoudis, 1., 2019, Gryphon: a semi-supervised anomaly detection system based on one-

class evolving spiking neural network. Neural Comput & Applic (2019), (Impact Factor 4.774)
3. Xing, L., Demertzis, K. & Yang, J., 2019, Identifying data streams anomalies by evolving spiking restricted Boltzmann

machines. Neural Comput & Applic (2019), (Impact Factor 4.774)
4. Demertzis, K.; lliadis, L.; Pimenidis, I., Geo-Al to Aid Disaster Response: Domain Adaptation with Memory-

Augmented Deep Convolutional Reservoir Computing, Integrated Computer-Aided Engineering, 10S Press (Impact

Factor 4.904) (in press).

5. Demertzis, K.; Kikiras, P.; Tziritas, N.; Sanchez, S.L.; lliadis, L., 2018, The Next Generation Cognitive Security
Operations Center: Network Flow Forensics Using Cybersecurity Intelligence. Big Data Cogn. Comput. 2, 35, MDPI.

6. Demertzis, K.; Tziritas, N.; Kikiras, P.; Sanchez, S.L.; lliadis, L., 2019, The Next Generation Cognitive Security
Operations Center: Adaptive Analytic Lambda Architecture for Efficient Defense against Adversarial Attacks. Big Data
Cogn. Comput. 2019, 3, 6.

7. Demertzis K., lliadis L., Anezakis V. D., 2018, An innovative soft computing system for smart energy grids cybersecurity,
Advances in Building Energy Research, 12:1, 3-24, DOI: 10.1080/17512549.2017.1325401, Taylor & Francis.

8. Demertzis, K.; lliadis, L., 2019, Cognitive Web Application Firewall to Critical Infrastructures Protection from Phishing
Attacks, Journal of Computations & Modelling, vol.9, no.2, 2019, 1-26, ISSN: 1792-7625, Scienpress Ltd.

9. Demertzis, K.; lliadis, L., 2020, GeoAl: A Model-Agnostic Meta-Ensemble Zero-Shot Learning Method for
Hyperspectral Image Analysis and Classification. Algorithms 2020, 13, 61.



publications...International Conferences Proceedings

1. Demertzis K., lliadis L., Anezakis VD., 2018, A Dynamic Ensemble Learning Framework for Data Stream Analysis and
Real-Time Threat Detection. In: Karkova V., Manolopoulos Y., Hammer B., lliadis L., Maglogiannis I. (eds) Artificial
Neural Networks and Machine Learning — ICANN 2018. ICANN 2018. Lecture Notes in Computer Science, vol 11139.
Springer, Cham,

2. Demertzis, K., lliadis, L., Anezakis, V., 2018. MOLESTRA: A Multi-Task Learning Approach for Real-Time Big Data
Analytics, in: 2018 Innovations in Intelligent Systems and Applications (INISTA). Presented at the 2018 Innovations in
Intelligent Systems and Applications (INISTA), pp. 1-8. https://doi.org/10.1109/INISTA.2018.8466306

3. Demertzis K., lliadis L., Kikiras P., Tziritas N., 2019, Cyber-Typhon: An Online Multi-task Anomaly Detection
Framework. In: Macintyre J., Maglogiannis 1., Iliadis L., Pimenidis E. (eds) Artificial Intelligence Applications and
Innovations. AIAI 2019. IFIP Advances in Information and Communication Technology, vol 559. Springer, Cham.

4. Demertzis K., lliadis L., Pimenidis E., 2020, Large-Scale Geospatial Data Analysis: Geographic Object-Based Scene
Classification in Remote Sensing Images by GIS and Deep Residual Learning. In: lliadis L., Angelov P., Jayne C.,
Pimenidis E. (eds) Proceedings of the 21st EANN (Engineering Applications of Neural Networks) 2020 Conference. EANN
2020. Proceedings of the International Neural Networks Society, vol 2. Springer, Cham.

5. Demertzis, K., lliadis, L., 2018, A Computational Intelligence System lIdentifying Cyber-Attacks on Smart Energy
Grids, in: Daras, N.J.,, Rassias, T.M. (Eds.), Modern Discrete Mathematics and Analysis: With Applications in
Cryptography, Information Systems and Modeling, Springer Optimization and Its Applications. Springer International
Publishing, Cham, pp. 97-116. https://doi.org/10.1007/978-3-319-74325-7 5.

6. Demertzis, Konstantinos, lliadis, L.S., 2018. Real-time Computational Intelligence Protection Framework Against
Advanced Persistent Threats. Book entitled "Cyber-Security and Information Warfare", Series: Cybercrime and
Cybersecurity Research, NOVA science publishers, ISBN: 978-1-53614-385-0, Chapter 5.
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e Special Issue “Advances in Machine Learning" Processes— Open
Access Journal, MDPI —IF 2.753

)

e Special Issue "Bio-inspired Hybrid Artificial Intelligence\
Framework for Cyber Security" Applied Sciences — Open Access
Journal, MDPI - IF 2.474

)

N
e Special Issue  "Sustainability Science and Technology"
Sustainability — Open Access Journal, MDPI —IF 2.576

)
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[ndustry 4.0 ecosystem

= Customer intimacy
» Customer make to order approach

* On demand manufacturing

Consumer 4.0

Cyber Security Advanced Analytics Quantum Computing
G6 Broadband « Protection & Risk Mgt Cloud Computer Artificial Intelligence
* 1 Terabyte up / download )
: = Smart Contracts * Make sgnse of complicated = Intelligent Machine
Blockchain » Cost of infrastructure T * Machine Learning
W ¥ L 2
. Cod e <
oot Sensoring QQOQO Augmented Smart Automation
. Clusters / OEM #5 ”@@QG Reality :
= = Zero default / deviation o%o"o =« Advanced Manufacturing Systems
| Suppliers » Reactivity & Predictability ®eo « Cyber Physical Systems
; * Traceability & Reliability * Machine to Machine Communication
‘ . * Full automation systems
[l - | MM A I
= OCL @0 000000000 = 8
3D Printin Nanotechnology Robotics Autonomous Systems
Logistic 4.0 figstembomrsidy o : '
_ S POPGEL R Neurotechnology Bioinformatics
* A real value chain 3 ( , ’
fully integrated : & i ! . * Sman producl - )
= Sinast Warehouss « Rapid Prototype Advanced Materials i 1 S —

* Predictable Logistic
* Procurement 4.0
= Intelligence Routing

» Energy Storage
= Alternative raw materials

Develop the Business '

* New Energy Source
= Clean and renewable

Internet of Things

= Assets Ulilization
= Autonomy Connectivity

= Real time data capture

Source: Henrik von Scheel
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EAAHNIKH AHMOKPATIA

YMNOYPTEIO WHOIAKHZ AIAKYBEPNHZHZ

EONIKH APXH KYBEPNOAZ®AAEIAZ

Aekanévte el8Koi otoxol oto nAaiolo otoxoBeciag tng EOvikAg Ztpatnyikng KuBepvoaodaieiac 2020-2025

1. ‘Eva Aettoupyiko cOoTnpa

SlakuBépvnong

UTIOS oMWV, ACPAAELD KOl VEEG

3. BeAtiotomoinon diayeiplong
TIEPLOTOTIKWV, KATUTIOAE U OT|§
Tov KUBEPVOEYKAJLATOG KOl
TMPOOTAUCIN TNG LBIWTIKOTNTAS

2. OWPAKLOT KPIoLHWY

TeEXVOAOYiES

4. 'Evo o0y povo eMeVSUTIKG
niepBaArlov pe Epdoon otnv
npoaywyn tng Epeuvag ko

Avamrtuing

5. AVATITUEN LKAVOTHTWY
(capacity building), mpoaywynj

TNG EVNHEPWIONG KL
gvalgBnromoinong

~

1.A. BeAtioTomo(non Tou
TAaLG{oU opydvwong Kal
Aeltoupyiag Sopwv Kat
SladKaouwv
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1.B. ATIOTEAEOOTIKGS
oXEOLAONOG aTTOTIHNONG
—  eTukWOLVOTNTAG Kal
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QVAYKNG.
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5.A. BeEAtiwon tkavotrtwy
HEow opyAvwaong
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avadoplkd pe BEpato
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Noéupplog 2020

9.1.1 Xvotoon Kévtpou MapakoAoudnong Kpioipwv Yrodopwv Security Operations
Center - SO()

Kpivetat amapaitntn n avantuén duvatdtntag mapakolovfnong kat amdkplong o€
oupBavta aopdAelag kal n aviaAlayr] otolxeiwv e toug apuddioug Qopeic. H ev Adyw
duvatotnta mapexetal peEow vmodourg Kévtpou MapakoiovBnong Kpiotpwyv Ymodopwv
(Security Operations Center - SOC) kot ovotaong Opddag  Amdkplong
KuBepvomeplotatikwy (CSIRT).

H Aettoupyia Kévtpou Mapakoroubnong Kpiotpwy Yrodopwv (SOC), amautel, kat’
gAdytotov, Ta akdAouBa:

OALOTIKY|
Soxeiplon
oupBavtwy
(case
management).

AELTOUPYLKEG
Sdradikaoieg,
odnyieg Kat

gpyaeio.

OpLopd poAwv Kow
Spaotnplotitwy,
KaBwg KoL TNV
OTEAEXWOT] TOU (Héow
kataAAnhou Beopikol
TAatciou)

Eikéva 14 Aettovpyio SOC

> komdg tou Kévtpou amnoteel n Stapkrig mapakoAovBnon Twv Kpiotpwv utoSopwyv
Dopéwv Kal N €YKaLPT) AVayVWPLOT) KO OVTIHETWTILOT) TWV TEPLOTATIKWY 0o EAELAG,.

2TPATHIIKOI 2TOXOI TH2
EONIKHZ 2TPATHIKH2
KYBEPNOAZMAAEIAZ 2020-2025
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The Next Generation Cognitive Security Operations Center

. Network Flow Forensics Using Cybersecurity Intelligence
. Adaptive Analytic Lambda Architecture Framework for Efficient Defense Against Adversarial Attacks
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2018 - 2019, “Cybersecurity Algorithms for Spiking

Neural Networks”, BrainChip - DUTh
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aKlOa NSoC

Biologically Inspired, Digitally Engineered
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Convolutional Neural Networks Spiking Neural Networks

Characteristic Result
Computational  Matrix Multiplication, Math intensive, high Threshold logic, Math-light, low
functions ReLU, Pooling, FC power, custom connection power, standard
layers acceleration blocks reinforcement logic

Feed-Forward, on or  Short training
off-chip cycles, continuous
learning

Training

¥% Math intensive cloud compute ¥ Low power edge deployments
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¥World’s first Neuromorphic System on Chip (NSoC)
¥ Efficient neuron model
¥ Innovative training methodologies

¥ Everything required for embedded/edge applications
¥ On-chip processor
¥ Data->spike conversion

¥-Scalable for Server/Cloud

¥Neuromorphic computing for multiple markets
¥ Vision systems
¥ Cyber security
¥ Financial tech




Akida NSoC Architecture

Pixel-Spike

Audio-Spike

DVS-Spike

Data-Spike

DMA
Engines

Power
Management
Unit

P —

¥
aKLlOQ Neuron Fabric
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¥ Most efficient spiking neural ======== ¥Right-Sized for embedded
network implementation T T T T T 11 licati
% 1.2M Neurons applications
S T T 1| -
T T T T T T %10 classifiers (CIFAR 10)
* Able to replicate most CNN o %11 Layers
functionality 1 ¥ 517K Neurons
¥ Convolution T o e ,
¥* Pooling ) aKlda Neuron Fabric 1 %*616M Synapses

¥ Fully connected
¥Meets demanding performance criteria
% 1,100 fps CIFAR-10
¥ 82% accuracy
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Logarithmic Scale

302K Neurons 250K Neurons 960K Neurons 1.2M Neurons 71M Neurons

760M Neurons

7.5K Synapses 10M Synapses 1B Synapses 10B Synapses 1T Synapses 10T Synapses

Roundworm Fruit Fly Honey Bee Akida Chip Mouse

Cat

A4 0330301 1L

o4

RS a0

FERAED




||:n:H
il

Relative Implementation Efficiency
(Neurons and Synapses)

300X

brainchiﬁx—

aKloa

/ Keys to efficiency \

¥ Fixed neuron model
¥ Right-sized Synapses minimized
on-chip RAM
¥ 6MB compared to 30-50MB
¥ Programmable training and firing
thresholds
¥ Flexible neural processor cores

¥ Highly optimized to perform
convolutions

¥ Also fully connected, pooling

* Efficient connectivity

¥* Global spike bus connects all
neural processors

¥ Multi-chip expandable to 1.2

k Billion neurons /




Embedded vision Cybersecurity Financial Technology

¥ Object classification ¥ Packet inspection ¥ Trading pattern
¥ ADAS/AV ¥ File property detection

¥ Surveillance classification ¥ Price prediction
¥% Vision guided robotics % Anomaly detection

MARKET

TRAINING METHOD

Supervised Supervised Unsupervised




File or packet

properties
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akloa NSoC

SNN Model \
File Classification

\Neuron Fabric/

/

-

by Akida NSoC
N

ile or packet properties — distinguishing
parameters for files/network traffic, can
be converted to spikes in SW on CPU or

P

¥Supervised
learning for file
classification
based on file
properties
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Behavior
Properties

01010110

DAAA

Data Interfaces

<
«

Metadata
Metadata

01010110
01010110
01010110

SNN Model
Behavior classifier

A

Metadata
Metadata

\Neuron Fabric/

aklda NSoC

)

/

Behavior properties can be CPU
loads for common applications,
network packets, power

9 consumption, fan speed, etc..

P
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XXXXXX
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¥Supervised learning
on known good
behavior and
anomalous
behavior
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Data input interfaces

- PCI-Express 2.1 x2 Lane Endpoint
- USB 3.0 Endpoint

- 13S, 12C, UART JTAG

Data Processing

- Pixel-Event Converter

- SW Data-Event Encoder

- Any multivariable digital data
- Sound, pressure, temp others

Mok Exanin
-Pclez.l 2 lane root complex
- Connects uptb 64 devices
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Python Scripts

Data Pre-
Processing
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Training Mode
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A DyA = s - 0OC

¥Unsupervised learning from unlabeled data
¥ Detection of unknown patterns in data
¥ On-chip or off-chip

¥Unsupervised learning with label classification

* First layers learns unlabeled features, labeled in fully
connected layer

¥ On-chip or off-chip
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¥World’s first NSoC

¥ Low power and footprint of neuromorphic
computing

¥ Highest performance /w/$

¥ Estimated tape-out 1H2019, samples 2H2019

¥Complete solution for embedded/edge
applications — but scalable for cloud/server
usage

111111
>
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News Features Products electronics
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Videos Blogs TEST

BrainChip acquires licence to university's
cybersecurity technology
04 OCTOBER 2018

The agreement consists of a licence to DUTH's cybersecurity technology and their
researcher’s support in porting the technology to the Akida Development Environment
Such cybersecurity technology includes data-to-spike convertors, and it is specifically
designed for network intrusion and anomaly detemon this is thlough 2 ,olkmg neural
network (SNN) that can be accelerated by the Akida Neuromorphic system )
(NSoC)

To quote Robert Beachler, BrainChip senior VP of Marketing and Business
Development, moreover: “As the Akida NSoC design progresses, it is important that we
have proven examples of SNN models and data to spike convertors for our target
markets

"‘According to ! 5, the artificial intelligence cybersecurity market is
estimated to be 53 B b« /_Oz_S ard thi stechnologv acquisition will jump-start our
solutions in this lucrative application space.”

Peter van der Made, BrainChip founder and CTO added: "Working with the exceptional
team at the Democritus University of Thrace will serve to increase our expertise and
knowledge in the area of cybersecurity — and widen the reach of our low-power and
low-latency Akida NSoC device.”
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On World Password Day: Are
passwords becoming obsolete?
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{inc. PXI supplement) now
available online
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End Module
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Biologically Inspired, Digitally Engineered
ETAIPEIA APXEIO TMPOrPAMMA WEBTV XEIPEX TAINIEZ WEBRADIO HYBRID TMEPIZZOTEPA

EPT EIAHZEIZ v AOAHTIZMOZ  PAAIOTHAEOPAZH v  MNEPI®EPEIA v LIVE v INTERNATIONAL v Q

Kcuvorouo I\ovau(o TexvnTie
Nonpocuvnc ano opada tov A6

10 OKTQBPIOY 2019 Mri Diagnostics Magnetic Resonance Imaging Hospital

Kawvotopo Aoytopiko Texvntiig Nonpooivng pe texvoloyia Spiking

NevpwviKwY ALKTOWY, AVETITUEE 1] EPEVVITLKI opdda Tov Epyactnpiov

Maénpatikwy Kat MAnpowopikiig Tov TpRpatog MoAttikwy MnYavikwy Tov aKO OOTE “V@
A.T.0., amoteAovpevn anod Tov Kaényntn K. AaZapo HAtadn kat tov
Metadidaktopiko Epeuvnti Ap. Kwvotavtivo Aspeptd).

To AoyLoHLKO aviyveUel peydlo aptBpo KuBepvoemiBEcewY, O XPOVO TIOU >
Teivel oTo pndév. Me Bdon To ev Adyw AoyLlopiko, avantoxenke otig H.M.A.

amno tnv etatpeia Hardware Brainchip, To Nevpopop@iko OAOKANPWHEVO . .

KuokAwpa — NSoC (Neuromorphic System-on-Chip) pe tnv EAARVIKN EMwVUpia @ LiveRadio oe véo napG6upo I

00:00 00:00



bralnchlp aKLoa NsoC

B'a"‘Ch'P Holdings Limited Néa EMGda [Mohmki Owovopia Kéopog Opada Tvwpeg [Mepioodtepa v TA N EA
-®
ICYMI - NASA, in collaboration with Brainchip Inc and Vorago, uses Akida to control = B
spac ce flight. For example, it tries to detect and deal with possible problems in space FORnES A°V'°“”‘° @ffl"’Mimf my
flight https //Inkd.in/g3DJpCR #neuromorphic #nasa #ai #edge #cybersecurity T' EIV(XI -'-o TOIT Aklaa nou GYOPQO’E n é"tvnn s"csoon
NASA ano o MavemoTtipio OpaKng
Q¢ aomida MpoaoTaciag anod kabe eidoug mapEkkAion amo T Tel i Néot

(PUCIOAOYIKI) AEITOUPYiD KOl YEVIKOTEPX WG CUCTNHG EAEYXOU
SraotTnuikwy mThoewyv TG NASA, Xpnolpomoleital Agoy,
TIEIPAUOTIKA, TO VEUPOHOPYIKO OAOKANPWHEVO KUKAWHO

Neuromorphic System on Chip (nsoc) Akida Tou nutoupynonke Kupovavos: AuCrgeive 5 Ko

aToUg HpopoUG apd To

Kall HE TO EVPUEG AOYIOHIKO TIOU OVETITUSE EPEUVNTIKI) OPASA TOU oo
Anpokpitelou MavemaTnuiou OpAKNg».

Live : OAupmakog — Adpma
BepoAivou

ExAoyég HIA : O1 AnpOKpPaTIKOI
Tou Koykpéoou §ekabapilouv

Anpookonnon : Tt Aéve ot
TOAITEG yiat T vEQ péTpa — H
Saopd avapsoa o NA Kat
IYPIZA

Greek cybersecurity software in space flight control ATHENS 9,84

Kopoveiog : H Bpetavia Badsl os
Kapavtiva 600ug Tagidbéwouy
amno6 v EAAGSa

hank you for wonder | think. 'hanks for posting )

H Mévva AyyeAomoAou -
AcokaAdkn oTo MEGA yia Tig
Spaosig Tng Emrponig «EAAGSa
2021»

‘ Like @ Comment (—) Share 15:!‘”:1
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H petadlbaktoplkny €peuva amoteAel yia to TuNUa, mNyR OGUAAOYIKNAG OPLOTELQC,
EMLOTNUOVIKAC ouvepyaoioc uPnAol semumédou Kat dteBvouc drakpionc. Me autoug
TOUC TPOTIOUG, CUMBAAAEL OTNV MOOOTLKN KOL TTOLOTLKN avaBadpion tng EPEVVNTIKAC
SpaotnpLotnTac KoL otn HETodOPA TEXVOYVWOLAC OE VEQ KOl SUVOHLKA EPEUVNTLKA
nedia tpoc 0PpeAOC TNG KOWwWVLAC KAl TNG EOVIKAC OLKOVOULOLC.

1.
2.
3.

Evioxuon Tn¢ yVWOTLKAC TEPLOXNES TNC AODAAELOC KPLOLUWY UTIOSOUWV

Evioxuon tng yVwoTkN G mepLoxng tnS YndLakng achaAelag

Juvepyooia He TOo University of Ledn (Erasmus, emifAeyn OSlatplpwy,
EPEVVNTLKEC CUVEPYAOLEC, KTA)

Mepoltéepw OUVEPYOOLEC HE aviloTolyo. TIOVETILOTNMLOKA Wpupata N
£PELVNTLKOUC POPELC

. MNZ otnv avaAuvon 6edopévwv PeyAAnC KALpokoag pe pneBodouc texvNTAC

vonuooUvNng 0TO YVWOTLKO AVTLKELUEVO ToU MoAttikol Mnyavikou

. Akida oto Tunua MoAtrtikwv Mnxavikwy
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Lazaros lliadis
Professor of Applied Informatics, Democritus University of Thrace, School of Engineering, Department of Civil
Engineering, Faculty of Mathematics, Programming and general courses, Lab of Mathematics and Informatics (ISCE)
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