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ABSTRACT

Wireless networks have been widely accepted and deployed
in our world nowadays. Consumers are now accustomed to
wireless connectivity in their daily life due to the pervasive-
ness of the 802.11b/g and wireless LAN standards. Spe-
cially, the emergence of the next evolution of Wi-Fi tech-
nology known as 802.11n is pushing a new revolution on
personal wireless communication. However, in the context
of WLAN;, although multiple novel wireless access technolo-
gies have been proposed and developed to offer high band-
width and guarantee quality of transmission, some deficien-
cies still remain due to the original design of WLAN-MAC
layer. In particular, the performance anomaly of 802.11 is
a serious issue which induces a potentially dramatic reduc-
tion of the global bandwidth when one or several mobile
nodes downgrade their transmission rates following the sig-
nal degradation. In this paper, we study how the use of
adaptive erasure code as a replacement of the Auto Rate
Feedback mechanism can help to mitigate this performance
anomaly issue. Preliminary study shows a global increase of
the goodput delivered to mobile hosts attached to an access
point.
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1. INTRODUCTION

The next generation 802.11n wireless network is being
standardized by adding several powerful technologies like
MIMO [10] and 40M H z operation [11] to the physical layer
which allow to support much higher transmission rates and
a wider signal coverage. However, one of the core features
of 802.11, the contention based CSMA/CA access method,
has never be changed since its first original version. This
contention based channel access method guarantees equity
for long term channel access. This access method entails
a round robin scheduling for the access to the medium by
the mobile hosts attached to the same access point. This
long term behavior is at the origin of a syndrome called
802.11 anomaly caused by low rate senders lowering the per-
formance of fast senders and inducing a strong correlation
between the collective and the individual performances [7].
Indeed, in order to optimize the individual goodput (mean-
ing the application level throughput), the Auto Rate Feed-
back (ARF) mechanism applied by the 802.11 MAC layer,
dynamically adapts end-systems sending rate according to
dynamic channel communication conditions.

In this paper, we will show that a systematic recourse
to the ARF mechanism, when communication conditions
worsen, is not always the best solution. We demonstrate
that cross layer cooperation between an adaptive upper layer
FEC based mechanism' and the ARF mechanism can allevi-
ate this performance anomaly and improve the overall good-
put. Indeed, instead of having systematically recourse to
the ARF mechanism when communication condition worsen,
our approach aims at keeping the current communication
rate and increasing the reliability of the current communi-
cation context by, in first resort, applying to the packet flow
a FEC mechanism of which the expansion ratio is defined ac-
cording to monitored Packet Error Rate. This paper assesses
the limit of this approach and makes explicit the threshold
when ARF has to take over from FEC for ultimately deliv-
ering smoother and more efficient rate variations than the
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usual ARF mechanism alone. We show in our simulation
and trace based measurements that our proposal can signif-
icantly increase the global goodput of the mobile nodes in
certain communication contexts.

This paper is organized as follows, in section 2, we give
a brief introduction of the 802.11 performance anomaly; in
section 3, we present our FEC based mechanism and an
analysis of the gain in terms of global goodput obtained by
our proposal. We provide a preliminary validation in section
4. Finally, we conclude and discuss this proposal in section 5.

2. CONTEXT OF THISWORK

Cross-layer reliability management is definitely an open
problem in wireless networks (see e.g. [4] or [2]). Classical
mechanisms are error correcting codes and modulation at
the physical layer, erasure codes or retransmissions at the
link and/or the transport layer. The choice between these
possibilities must be carefully done by taking into account
the properties of the channel and the interactions between
the mechanisms (see e.g. [3]). From this viewpoint, a trans-
mission using TCP/IP over 802.11b already uses a multi-
layer reliability system, mixing retransmissions mechanisms
at the transport and at the link layer and adaptive modula-
tion at the physical layer. The components mechanisms and
the parameters of this system were tuned in order to provide
the best reliability to each connection. However, an unex-
pected consequence of this complex system is the anomaly”
phenomenon of 802.11 [7]. Clearly, the best way to solve
this anomaly is to rethink the whole reliability system. Un-
fortunately, due to the wide deployment of this technology,
it is more realistic to not strongly modify the mechanisms
of the lower layers but rather to propose new solutions for
the higher layers. This is the main objective of this work.

In [7], Heusse et Al. provides a performance analysis of
the IEEE 802.11b networks. Through simulation and ex-
perimental work, they show that overall performances are
considerably degraded when mobile hosts transmit with a
lower rate than others in the same hot-spot. The contention
based CSMA/CA access method is demonstrated to be the
root cause of this problem known as the 802.11 performance
anomaly.

This anomaly phenomenon is illustrated Figure 1. In this
figure, we report the UDP throughput of each mobile node
in AP’s coverage in terms of number of the uploading mobile
nodes (N = [4,30]) in four different scenarios. In the first
scenario, all the mobile nodes have a transmission rate of
11Mb/s. Then, for each other three scenarios, one among N
mobile nodes has respectively a transmission rate equal to
5.5Mb/s, 2Mb/s and 1Mb/s. This figure shows the degra-
dation performance when one mobile node among N emits
with a lower transmission rate.

In [12], the authors propose a deeper analytical study of
this anomaly performance and obtain similar results. Sev-
eral contributions attempted to solve this anomaly issue [6,
5, 9]; however, all of them require modifications on the MAC
layer, which makes difficult their wide deployment. The ori-
gin of physical layer rate variations suffered by mobile node
takes its root in the Auto Rate Feedback mechanism that
aims to discretely adapt mobile nodes communication rate
according to the monitored channel state. The loss rate is
the parameter usually monitored by wireless cards for chan-
nel state estimation purpose. Consecutive packet losses, af-
ter applying some degree of ARQ persistence, are then con-
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Figure 1: Evolution of UDP throughput as a func-
tion of the number of uploading mobile nodes

sidered for downgrading the current selected rate in order
to improve the quality of the transmission. Conversely, con-
secutive successful packet transmissions lead end systems
to upgrade their transmission rate. Performance anomaly
aside, such communication rate enslavement to the channel
conditions potentially induces erratic rate changes that have
a negative impact on the quality of transmission [13].

Few contributions have tackled the performance anomaly
issue with a non intrusive approach for the CSMA /CA ac-
cess method. In the following of this paper, we introduce
an original cooperative scheme between the ARF mecha-
nism at the origin of discrete communication rate variation
and an upper layer Forward Error Correction mechanism.
Instead of applying significant discrete rate changes when
an error threshold is overcome, we give the flour first to an
adaptive FEC mechanism that aims to reduce the losses ob-
served at the current rate and coding conditions. The usual
ARF mechanism takes over when the safe state of this "FEC
extended channel” cannot be preserved anymore. This co-
operative scheme between FEC and ARF aims to induce a
more continuous rate delivery to application flows and to
reduce the 802.11 performance anomaly by preserving si-
multaneously individual and collective interests of mobile
nodes. Furthermore, the approach promoted in this paper
entails no change in the 802.11 MAC layer if the option to
enable and disable the ARQ mechanism is available.

In a previous work, we have proposed an analytical model
[13] to efficiently estimate the maximum bandwidth sup-
ported by MAC layer in the context of 802.11 wireless net-
works. We showed that this maximum bandwidth can be
accurately processed according to: the number of mobile
nodes; the flows’ profile and the physical layer transmission
rates. This analytical model is used in this paper to estimate
the global goodput gain brought by our proposal.

3. CROSSLAYER-BASED ERASURE CODE

This section describes our proposal to alleviate the per-
formance anomaly of 802.11 and to offer a significant gain
on the aggregated goodput delivered to the mobile nodes at-
tached to the same access point (we denote this global gain:
GG) compared to the traditional scheme defined in 802.11
standard. The purpose of our contribution aims to increase
the collective aggregated mobile nodes goodput while not
sacrificing individual goodput. Therefore in order to esti-
mate the individual impact of our approach we also define



the individual gain (GI) of the FEC-based mobile nodes as
the ratio between the goodput delivered by our approach
and the one delivered by the standard.

3.1 The802.11 standard

For generality purpose, we suppose that N mobile nodes
are associated to an 802.11b access point. All of them are
supposed to have initially a stable transmission rate of T'r;
with Tr; = (11,5.5,2,1)Mb/s for i = (4,3,2,1). We also
suppose that N2 mobile nodes (among the N mobile nodes)
are moving away from the AP. Following the 802.11 stan-
dard, their transmission rates will be downgraded to T7r;—1
after time ¢ and according to [1], exactly after 2 consecutive
packets lost over the wireless channel. The analytical model
previously introduced in [13] gives the maximum uploading
bandwidth (R) offered by the MAC layer to each of the N
mobile nodes. We denote p, the Packet Error Rate that for
clarity purpose (without sacrificing the generality of our ap-
proach) is supposed equal for all the mobile nodes that have
downgraded their rate. The aggregated useful uploading
throughput of the N mobile nodes is given by:

NxRx(1—p) (1)
and the individual goodput is:

R (1—p) )

Usually, small values of p are observed as the adaptive
modulation is efficient enough to assure a low PER. These
calculated uploading goodputs will be compared to those
resulting from our proposal.

3.2 Our proposal

In this section, we present our FEC based method and
an analysis on the gain brought by our proposal in terms of
number of mobile nodes and the applied redundancy ratio.

3.21 Algorithm

As illustrated in Figure 2, our proposal is initially trig-
gered when M consecutive packets are lost in the wireless
link (i.e. M=2 according to the 802.11 standard). Follow-
ing such a loss event, the transmission rate is downgraded
according to the usual ARF mechanism. Instead of down-
grading the rate, we propose to maintain the current trans-
mission rate (T'r;) and adaptively enforce reliability with
redundancy packets added by the IP layer. The propor-
tion of redundancy packets among the whole set of trans-
mitted packets is called redundancy ratio and is denoted rr.
The redundancy ratio rr (0 < rr < 1) is estimated period-
ically every Npi: packets sent by the wireless card (in our
experiments, we set Nyt to 50). During this N,k packets
period, the MAC layer can monitor the number of packets
successfully received by the AP according to the number of
acknowledgments returned (Nack). The redundancy ratio
able to correct this monitored loss rate is given by:

; Npri — Nack
ry = —/—m———— 3
Nor (3)

However, this processed redundancy ratio is based on a
past state of the communication channel which may differ
from the current one. Indeed, if we suppose that rr’ is pro-
cessed at instant ¢ and directly used to build the redundancy

packets, these packets will be sent out at (¢ + At) due to
buffering and processing delays at IP and MAC layers. As
the channel conditions might have changed during this time
interval, 7’ might be no longer valid and might not be able
to recover enough data at the receiver side. In order to ad-
dress this issue, we introduce an estimation function ® that
takes into account the evolution of the redundancy ratio.
The rr value is estimated to predict the variation of channel
condition during the interval At. In the experimental part
of this study (section 4), we used a proportional estimator
derived from an offline analysis of the real wireless traces
used in our experiments. The evaluation of others estimator
is planned in a future work.

During a transmission, losses can occur following a burst
pattern. If the burst pattern corresponds to Nyqez consecu-
tive losses (in our experiment Nyaq is set to 5), we can asset
that signal condition gets weak, then the transmission rate
will be immediately downgraded from Tr; to Tr;_1.

We denote r7mqe the maximum redundancy ratio. If the
periodically estimated rr is bigger than 77,42, which means
the useful throughput for the nodes implemented with FEC
redundancy method is too little and is out of the toler-
ant range, then the transmission rate is immediately down-
graded from T'r; to T'r;—1. Similarly to the 802.11 standard,
the transmission rate increases from 7r;_1 to T'r; when X
(X can be set to 10 according to standards) consecutive
packets is succeeded to be sent to AP by a mobile node. In
our proposal, rr is reset and Nack is re-started to count
every time when the transmission rate is changed. Figure 2
represents the basis of our algorithm.

In summary, when the channel conditions deteriorate, the
mobile node, instead of downgrading its transmission rate
at once, enforces dynamically the channel state with FEC
in order to delay the occurrence of the performance ano-
maly syndrome. Such a conceptual approach raises the fun-
damental issues of the existence and determination of the
threshold r7,,4. allowing the algorithm to switch from the
"FEC extended” communication state to the ARF mecha-
nism. Ideally the maximum admissible value, 77pq2, that
can be used for the redundancy ratio, should prevent the
occurrence of the performance anomaly syndrome while pre-
serving the goodput of the mobile nodes that enter in the
FEC-extended communication state. Indeed, the proposed
algorithm must prevent from replacing one anomaly by an-
other which would lead to sacrifice significantly the indi-
vidual goodput to favor the collective benefit. In the next
section, we show such a maximum value exist and can be
processed. Therefore the adaptive FEC processed in the
framework of the proposed algorithm can be applied up to
TTmae 1N order to increase the collective goodput while not
sacrificing significantly individual benefit.

3.2.2 Critical redundancy ratio to have a gain

With our proposal, even when the N2 mobile nodes’ signal
gets poor, we maintain their high transmission rate (7'r;).
According to [13], we can calculate the maximum uploading
bandwidth (Rrgc) supported by the MAC layer for each of
the mobile nodes. In the other hand, the estimated rr can-
not guarantee to recover all the useful packets. We denote
p’ the percentage of the packets which cannot be recovered.
We denote p, the PER of channel losses for mobile nodes
with good signal (i.e. nodes not implemented with FEC
mechanism), then, the aggregated uploading goodput of all
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the N mobile nodes is:

Ni*Rrpc* (1 —p)+ Nox Repo x (1 —rr) (1 —p') (4)
and the uploading goodput for each N2 mobile node is:

Rrpo* (1 —rr)* (1 —7p") (5)

Normally, the adaptive modulation is efficient enough to

ensure a low PER (p). Compared to the PER for the FEC

implemented mobile nodes, p and p’ can be considered as

negligible. In order to obtain a higher global goodput with
our proposal compared to the standard, we should have:

Ni* Rrec + Nox Rrec * (1 —rr) > N xR (6)
when p and p’ are negligible. Which means:
N x (RFEC — R)

rr < W (7)

We denote rrga, the redundancy ratio threshold allowing
a global gain as follows:

N« (Rrpc — R) (8)
(N2 * Rrec)
In order to obtain a higher individual goodput for each N>

mobile node with our proposal compared to the standard,
we should have:

rreGg =

Rrepc*x(1—rr)> R (9)
‘Which means:

rr <1—

10
RrEcC (10)

Therefore, the redundancy ratio threshold denoted rrag;r
that delivers an individual gain is given by:

R
RrEC

rrar =1 — (11)

THEOREM 1. Whatever the number of mobile nodes N,
there is a redundancy ratio rr that satisfies simultaneously
both global and individual gains (respectively denoted GG
and GI)

PRrROOF. Let’s demonstrate that the individual redundancy
ratio is always lower than the global redundancy ratio, that
is: rrar < rraa (i.e. (8) < (11)).

Indeed:

Rrec — R < N(Rrec — R)
Rrec N2*Rripc

<—— No < N

since N2 < N is always true, all the values in (0, rr¢r] satisfy
both individual and global gains. QED

The resulting rrge and rrgr are represented as a function
of N1, N2 and T'r; in Figure 3 in the case where Tr; =
11Mb/s with FEC.

RR

Figure 3: rrge and rrgr thresholds as a function of
N1 and N2

The above figure shows the existence of two distinct re-
gions. The first one, associated to a redundancy ratio rr,
lower than rrga but higher than rrg; which delivers a global
gain while sacrificing goodput for each of the Ny mobile
nodes that have recourse FEC (i.e. GG > 1 and GI < 1).
The second region is defined by the values of estimated rr



below rrar where we have both global and individual gains
(GG > 1 and GI > 1).

The previous theorem shows that the redundancy ratio,
that can be applied to a stream transmission in order to
avoid a brutal rate decrease, covers an interval that can po-
tentially lead to diverse policies going from the stringent
respect of both individual and global goodput to the respect
of global goodput only. This can result for instance in pri-
ority based policies that, according to the priority given to
a node, can endeavor to more or less preserve the individual
goodput of the considered node.

Moreover, we can observe in Figure 4 that a high redun-
dancy ratio also impact negatively on the global gain. The
policy function that applies an optimal trade-off between
the global and individual goodput is highly dependent of
the flow’s types and will be carefully studied in our future
work.
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Figure 4: Global gain with a given rr as a function
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3.3 Proof of concept

In order to roughly assess the compatibility of the an-
alytical model with real wireless signal behavior, we have
experimentally measured the PER as a function of SNR for
different transmission rates in the context of 802.11b (Figure
5). These measurements show that there is a clear covering
of the curves of contiguous rates for a significant interval of
SNR values. These results fit with the ones given in [§]

Therefore, these covering intervals give room for applying,
at a constant given rate and up to a maximum redundancy
ratio, the proposed adaptive FEC enhanced communication
scheme which enhances flows goodput compared to a brutal
rate downgrade.
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Figure 5: PER as a function of SNR

As illustrated in this figure, when the signal (SNR) de-
grades, the FEC implemented mobile node can maintain the
current transmission rate (Tr = 11Mb/s in the illustrated
example) until the estimated redundancy ratio reaches rrmaz
which is defined as the critical threshold (represented here
by the PER value of around 0.25). The transmission rate is
downgraded after this maximum threshold

4. VALIDATION

We used real wireless traces to validate our proposal. The
traces consist in a tcpdump output of UDP data and re-
dundancy packets lost during a communication between 4
mobile hosts and one AP. During the experiment, three mo-
bile nodes have a good signal coverage and a transmission
rate T'r; = 11Mb/s (N1 = 3). The fourth mobile node is
initially in a poor signal coverage and then moves towards
the good signal coverage zone for a while and returns to its
initial point (N2 = 1). During its move, the mobile node’s
transmission rate remains at 11Mb/s when the estimated rr
is less than r7maee (We set 77maee = 0.35 in our experimenta-
tion). If the signal continues to degrade and the estimated rr
is out of tolerated range (77 > 774,44), then the transmission
rate of the moving node has to be degraded to 5.5Mb/s.

In figure 6, curvel (C1) and C2 represent respectively the
goodput of the moving node and the global goodput of the
4 mobile nodes with the 802.11 standard (in this case, the
transmission is directly degraded to 5.5Mb/s when signal is
poor).

We can see in this figure that our proposal maintains a
high transmission rate of 11Mb/s by applying FEC redun-
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dancy packets at the IP layer. The redundancy ratio rr is
estimated periodically and applied to the IP layer packet
when rr is lower than rrm,., = 0.35. In this experimen-
tal test, we simply used a proportional estimator for the
function ® previously introduced. Indeed, this function is
defined as follows: 77 = k * rr’ where k results from an of-
fline analysis of the loss evolution processed on our traces.
We set k to 1.45 during our experiment to guarantee that
97.2% of useful data packets can be successfully received at
the receiver side. According to this approach, the estimated
rr ranges from 0.2 to 0.31. In figure 6, C3 and C4 represent
respectively the individual goodput of the moving node and
the global goodput of the 4 nodes when our FEC adaptive
approach is used. Compared to the standard, although the
goodput of the fourth FEC based mobile node slightly de-
creases (GI = 0.93), we can observe a significant global gain
of GG = 1.12.

5. CONCLUSION

In this paper, we have shown a cross layer based cooper-
ation between the 802.11 MAC layer and the adaptive FEC
mechanism at upper layers, which is used to reduce 802.11
performance anomaly. Indeed, instead of downgrading the
transmission rate when signal gets poor, we propose the mo-
bile node to keep its current transmission rate and enforce
its flows reliability with FEC redundancy packets. We have
shown that our proposal can significantly reduce the 802.11
anomaly in several network conditions and increase nodes’
goodput compared to the standard ARF approach. Our
future work will be focus on the definition of efficient algo-
rithms to predict the redundancy ratio and the definition
of several joint rate-FEC adaptation policies that take into
consideration the QoS constraints and the optimality crite-
ria.
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