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Abstract. Designing secure authentication mechanisms in wirelessos@etworks in order to asso-
ciate a node to a secure network is not an easy task due tarthations of this type of networks. In
this paper, we propose different multihop node autheritingirotocols for wireless sensor networks.
For each protocol, we provide a formal proof using Scytherexify the security of our proposals.
We also provide implementation results in terms of executime consumption obtained by real
measurements on TelosB motes. These protocols offer elifféevels of quality of protection de-
pending on the design of the protocol itself. Finally, weleage the overhead of protection of each
solution, using AQoPA tool, by varying the security paraenetand studying the effect on execution
time overhead of each protocol for several network sizes.

Keywords: Authentication, Wireless Sensor Network, Security, Qualf Protection, Multihop, For-
mal Verification.

1 Introduction

Wireless sensor networks (WSN) are more and more used icati@pplications where the identity
of each communicating entity should be authenticated bedgchanging data in the network. The
wireless nature of this technology makes it easy for intrsitietry to intervene in the network activity
and create any of the known attacks in WSNs [11]. Many of thieect propositions focus on message
authentication for ensuring data authentication and iitiegnd some focus on user authentication to
give access to the network for certain previously declasstsi In this paper we propose a variation
of different node authentication protocols that help anticate any node in the network regardless
of users.

Designing secure protocols is an error-prone task. Oneeofvll known examples is the famous
flaw found on the Needham Scroeder protocol seventeen yarsta publication [19]. It clearly
shows that designing secure protocols is not an easy taskdXhe last decades, several automatic
tools for verifying the security of cryptographic protosdiave been elaborated by several authors,
like for instance Proverif [3], Avispa [25] or Scyther [4]h&se symbolic tools use the Dolev-Yao
intruder model [8], that considers that the intruder is ogllihg the network and makes the perfect
encryption hypothests The state of the art shows that formal methods are now mandefficient
enough to be used in the design of security protocol in omewxbid such logical flaws.

Another aspect which should be taken into account during Ve&Xbcols analysis is performance
which refers to the security operations. The traditiongrapch assumes that the best way is to apply
the strongest possible security measures which make thensgs secure as possible. Unfortunately,

* This reasearch was conducted with the support of the “Digitast” Chair from the University of Auvergne
Foundation.
1 Meaning that it is possible to obtain the plain text of an gpted message only if the secret key is known.



such reasoning leads to the overestimation of security unegsvhich causes an unreasonable in-
crease in the system load [14]. The system performance é&iedly important in the systems with
limited resources such as wireless sensor networks or edbilices. The solution may be to de-
termine the required level of the protection and adjust segmirity measures according to these
requirements. Such an approach can be achieved by means Qutility of Protection [12,13,15]
where the security measures are evaluated according tariffleence on the system security.

Contributions

The originality of our work resides in the fact that it comesnseveral aspects of security, from de-
signing secure protocols to evaluating the implementatfosur solution, going through formal au-
tomatic analysis of security and quality of protection gee. Our contributions can be summarized
in the four following points:

1. Design of multihop node authentication mechanisms.

2. Formal automatic analysis of our solutions.

3. Implementation on TelosB motes.

4. Evaluation of the quality of protection of our solutions.
Our main contribution is the design of several secure atittation protocols. In order to avoid flaws,
we use Scyther [23] to prove the correctness of all our patscrutomatically. We have implemented
our protocols on TelosB motes in order to obtain time congiongor few nodes. From the quality
of protection analysis point of view, Scyther abstractsabst of the communication and also does
not consider the computation time of cryptographic priveisi. The quality of protection analysis for
WSN cryptographic protocols is almost impossible to perfonanually. This increases the difficulty
to design secure and efficient protocols at the same timegusir real implementation on TelosB
motes, we have designed several metrics to calibrate thenfated Quality of Protection Analysis
tool (AQoPAY). With this tool we have evaluated the quality of protectimnour protocols. This
analysis takes into account all security factors whichcaffiee overall system security to determine
the fastest protocol according to the level of protectiat th desired by the application.

Related Work:

Authentication protocols in multihop WSNs: Very few work has been done for node au-
thentication protocols in multihop WSNs. Most of the exigtauthentication protocols proposed for
WSNs neglect the multihop factor. In [1], authors proposgactocol where the base station broad-
cast authentication elements for in range sensor nodesdblbdo authenticate new arriving nodes.
In fact, they consider that any previously authenticatedenzan authenticate new nodes.

In [7] and [28], authors propose an authentication mecharite users and consider that sensor
nodes inside the WSN are trusted nodes. In [28], authorsogeop stronger authentication protocol
that ensures mutual authentication and protection agattestks from other users, which is not the
case for [7].

Recently in [9], authors propose an authentication modsldims at reducing overhead for the re-
authentication of sensor nodes. It is based on a ticket ptedyusing a common secret key between
neighbouring fixed nodes. This ticket is sent to a mobile ndwéng the first authentication phase.
This ticket is only useful when the mobile node decides tauthenticate with this neighbour fixed
node. In addition, the protocol only works well when the fixeatle is in direct range with the base
station, the initial authentication phase suffers froretinal attacks as other sinks in the network can
easily take the place of one another when they are not in conwation range with the base station.
In [29], authors propose a node authentication protocolhferarchical WSNs. The hierarchical
topology is limited to a base station, cluster heads andoser®les. The cluster heads can reach
the sensors of their clusters directly, and can also reazhdke station directly. The authentication
is based on hash chain functions. The proposed protocot isesitient to insider attacks as cluster

2 AQOPA is available athttp://www.qopml.org.



heads are trusted to forward join requests to base stati@udition, the authors did not specify how

the protocol copes with a multihop topology between clusézds and the base station.

In our proposition, we take into account the multihop faetbiere any node in the network is able to

be authenticated by sending a request in a multihop manwards the base station. We also consider
different cases depending on the level of trust we have erimé¢diate nodes and their computation
capacities. Finally we formally prove the security using #tutomatic verification tool Scyther [4].

Quality of protection evaluation: In the literature several quality of protection models were
created for different purposes and have different featangslimitations. Authors in [17] attempted
to extend the security layers in a few quality of service dedbures. Unfortunately, the descriptions
of the methods are limited to the confidentiality of the datd are based on different configurations
of the cryptographic modules. In [27], authors createdityuaf protection models based on the vul-
nerability analysis which is represented by the attackstrébe leaves of the trees are described by
means of the special metrics of security. These metrics sed tor describing individual charac-
teristics of the attack. In [13], authors introduced med$as for adaptable security which can be
used for all security services. In this model the quality iftpction depends on the risk level of the
analyzed processes. Authors in [20] present the qualityateption analysis for the IP Multimedia
Systems (IMS). This approach presents the IMS performanaleiaion using Queuing Networks
and Stochastic Petri Nets. In [16], authors create the adweidriven, state-based system security
evaluation. This method quantitatively evaluates thengtie of the security of the system. In [24],
authors present the performance analysis of security tssipethe UML models. This approach takes
as an input a UML model of the system designed by the UMLsesnsidn [10]. This UML model is
annotated with the standard UML Profile for schedulabifigtformance and time, and then analysed
for performance.

In [12], the Quality of Protection Modelling Language (Qd®.) is introduced. It provides the mod-
elling language for making abstraction of cryptographiotpcols that put emphasis on the details
concerning quality of protection. The intended use of QoP-islto represent the series of steps
which are described as a cryptographic protocol. Duringathedysis one cannot consider only pri-
mary cryptographic operations or basic communicationsstépe QoP-ML introduces the multilevel
protocol analysis that extends the possibility of desngtihe state of the cryptographic protocol. The
analysis involves the elements such as: cryptographicifirés, communication steps, information
security management, key management, security policy geameant, legal compliance, implemen-
tation of the protocol and cryptographic algorithms as waelbther factors that influence the system
security. Every single operation defined by the QoP-ML iscdbed by the security metrics which
evaluate the impact of this operation on the security regouénts of the system. The QoP-ML models
can be automatically evaluated by the Automated Qualityrofdetion Analysis tool (AQoPA).

Outline: In the next section, we present five different protocols fetablishing secure mutlihop
communications. Then in Section 3, we use Scyther to fosnmative the security of our solutions.
In Section 4, we make a qualitative evaluation of our five geots using AQoPA, before concluding
the paper in the last section.

2 Multihop Authentication Protocols for WSN

We propose several protocols that allow a node to join a myitMW/SN in a secure way. We distin-
guish two classes of protocols:

1. Direct Join to the Sink (DJS): a node joins directly thriotige sink.

2. Indirect Join to the Sink (1JS): a node joins the networktigh intermediate nodes in order to

reach the sink.

We use public key Elliptic Curve Cryptography (ECC), usireggmeters secp160rl and secpl28rl
given by the Standards for Efficient Cryptography Group [2Blr implementation of ECC on
TelosB is based on TinyECC library [18]. More precisely we Edliptic Curve Integrated Encryption



Scheme (ECIES) the public key encryption system proposeddigr Shoup in 2001. For all sym-
metric encryptions we use an optimized implementation o84 with a key of 128 bits proposed
by [21].
Before deployment, each nodé knows the public keyk(.S) of the sinkS and also its own pair
of private and public keys, denotggk(N), sk(N)) respectively. Based on ECC, we have that
pk(N) = sk(N) x G, whereG is a generator point of the elliptic curve. Using this matkerach
node N can compute a shared key with the siilusing a variation of the Diffie-Hellman key ex-
change without interaction between the nodes, denéfed; (NN, S). These computations can be
done by the sink and by all nodes before deployment in ordpreserve their energy.

— The sink knows its own secret keyt(S) and the public keyk(N) of a nodeN. The sink

computesKpg (N, S) = sk(S) x pk(N).

— NodeN multiplies his secret keyk (V) by the public key of the sinkk(.S) to getKpu (N, S).

Both computations give the same shared key since:

Kpu(N,S) = sk(N)xpk(S) = sk(N)x (sk(S)xG) = (sk(N)xG) x sk(S) = pk(N)x sk(S)

Notations
In what follows, we use the following notations to descrikeleanged messages in our protocols:
— I:anew node that initiates the protocol,
— R:aneighbour of nodé,
— S: the sink of the network (also called base station),
— J;: thei-th intermediate node betweéhand.S,
— mna:anonce generated by node
— {z}x: the encryption of messagewith the symmetric or asymmetric kay
— pk(A): the public key of node4,
— sk(A): the secret (private) key of nodg,
— K(I,S): the session key betwedrand S,
— NK: the symmetric network key between all nodes of the netwankiomly generated by,
— Kpu(N,S): the shared symmetric key betwedhand S using the Diffie-Hellman key ex-
change without interaction described above.

2.1 DirectJointo Sink: DJSorig

The protocolDJS.ri4 is the original protocol presented in [22]. It allows new esdn range of
the sink to join the network directly. We present this profda Figure 1. The new nodé sends a
direct request t& in order to establish a session key with it. The ndd@egins the join process by
computing the symmetric kel px (I, .S) with the sinkS. Then, node generates a nonee; and
adds its identity in order to form the requdst;, |}. The request is encrypted witkip (1, S) and
sent toS. Upon reception, in order to decrypt the request, n8dmmputesK px (1,.5) usingI’s
identity provided by the routing protocol. Thefi,verifies the identity off ® and generates a new
session keyK (I, .S). The join response containg, the identity ofS and the new symmetric session
key. The response is encrypted uspig( /) and is sent td. Only I is able to decrypt the response
with its secret keysk(I). We note that:; helpsI to authenticate.

2.2 Indirect Protocols to Join the Sink

In this section, we present four different protocols th&ivala new node, out of range &, to join
the network. A new node can join the network through a neighbode that is already authenticated
in the network. The main differences between these pratdsdhe way the authentication of nodes
betweenR and S is established and how messages are forwarded between Iltherhat follows,
we describe each proposed protocol. In Table 1, we summtr&enain differences between the
proposed protocols.

3 S checks if the identity of belongs to the list of deployed nodes



new node Sink
[ ] ER

{ns, I}I{DH(LS)

{TL[,S, K(I, S)}Pk(l)

Fig. 1: DJS,rig: The nodel joins directly the network by communicating directly withetsinksS.

Operations on intermediate nodes

Protocol namgAuthentication Keytype | fromRto S fromStoR
Encrypt Decrypt Encrypt Decrypt
1JSorig no DHwith.S | no no no no
1JSNK dec/enc yes network key yes yes yes yes
1JSk dec/enc yes session key yes yes yes yes
IJSNK onion yes network key yes no no yes

Table 1: Operations on intermediate nodes for the Indirgict grotocols.

The idea behind the different protocols is to allow the aggilon to choose which protocol to use
according to its constraints in terms of capacities, andsi@eterms of security level. Using/ Sorig
protocol is less consuming in terms of number of cryptogi@pperations but it assumes that all the
nodes in the network are trusted NOABSS N i dec/enc ANATJ Sk gec/ene Protocols are similar in
terms of number of operations but the latter is more rediliemode capture as it uses different
keys along the route to the sink. As f6USn k,onion, it €nables the network to do most of the
cryptographic operations for the authentication procegbe sink and thus reducing the computation
time on intermediate nodes.

IJS.rig: This protocol is the original protocol presented in [22] afidws a new node to join the
network through a neighbour node We present this protocol in Figure 2. The new nddgends

an indirect request t§' in order to establish a session key with The nodeR forwards the request

to S through an intermediate nodds. We note that the request and the response are just forwarded
by J; without any modifications. Nodé; is not able to decrypt any message due to the key used for
encryption. Only nodeg and.S are able to decrypt the messages encrypted Wit (1, .S), and

only R andS are able to decrypt the messages encrypted With; (R, S).

In this protocol, the authors make the assumption thatrimteliate nodes are trusted. Hence, it is not
resilient against insider attacks executed by intermediatles. Indeed an intruder can play the role
of any intermediate node without being detected neithehbysink nor by the new node.

In what follows, we propose three protocols that allow a nedato join the network without trusting
any intermediate node. Each solution uses a different agprfor solving this question and has been
proven secure using Scyther.

1JSNK,dec/enc: The idea behind this protocol is to ensure authenticatidwdzen all nodes by
adding a nonce on each hop and by decrypting and encryptaigaaged messages as follows.

In Figure 3, we present.J Sy k dec/enc Protocol. It allows new nodes to join the network through
a neighbour node? using the network key for encryption/decryption on intediage nodes. The
nodel sends a request containing a nonce with its own identity beddentity of R. Then, nodeR
generates a nonce and adds it to the initial request beforgmimg it with N K and forwarding it to

J. Upon reception, nodé decrypts the request and generates a new nepcadds it to the received



new node neighbour node intermediate node intermediate node Sink

| 1 | | R | | Ji | intermediate nodes | Ik | | S

{nfv I}KDH(LSQ

{nt, I} kpy.s)

{nfv I}KUH(LSQ

I{”I’ I}KDH(I’SQ

{TL[, I}KDH(LSQ

{n1, S, pk(1)} kpu (§.)
{n1, 8, pk(I)} kp i (§.)
I
{n1, 8, pk(I)} ks (§.1)

{n1,S, k(1) } kp (8. 7)
I,R,K(va)}pk‘ I)

~

Fig. 2: I.JS,rig: the original version. The intermediate node betwéeand S forwards messages
without any encryption or decryption.

request and then encrypts the result usvg. WhenJ receives the response message, it decrypts
it using N K and extracts: s, and then forwards the response message while keepingnr in the
message. We note that the nonce valuesnr andn,; have helpedS to authenticatd, R and.J
respectively and make sure that the request has been fawvaydpreviously authenticated nodes.
This protocol is secure as proven by Scyther [23], but eatdrrimediate node has to decrypt and
encrypt a message using the same key, which is the networkSkm cryptographic operations
are very resources consuming. In addition, using the samenekes a node capture attack more
dangerous for it enables the attacker to decrypt the autiaion process of all nodes. In the next
protocol, we avoid such risk by using a session keys.

IJSK,dec/enc: In Figure 4, we presentJSk gec/ene Protocol. The two main differences be-
tweenlJSk dec/enc ANAIJSN K dec/enc Are:

— We encrypt and decrypt the request and the response betivemrd S with the symmetric

session key (J;, Ji+1) established during the previous join phases.

— We also add all identities of intermediate nodes to thedahigquest sent by.
We assume that the nodds able to obtain the secure path§drom R. Indeed, the secure path is
already known byR because it was able to join the network and build it usingatging protocol.
This protocol enhances the previous one by using sessiantkaystill suffers from doing crypto-
graphic operations on intermediate nodes. In the next podtave avoid overcharging intermediate
nodes by doing most of the operations on the sink.

IJSNK,onion: InFigure 5, we give a description &7.Sx x,0nion protocol which is an enhance-
ment overl J Sy k dec/enc iN terms of number of operations done by intermediate noties.goal
is to help intermediate nodes to save time and energy. USIAg an intermediate nodg; is able to
add a nonce to the initial request and to encrypt the resfdt&éorwarding it. Upon receptiony; is
able to decrypt the response message, extract and rettisewen noncen ;, and forward the rest of
the message t&.

We note that the encryption/decryption operations thaewet done by/; are done bys. We assume
that S is more efficient in computing and have more energy than therastodes of the network.



new node neighbour node intermediate node intermediate node Sink

1 | | R | | Ju | intermediate nodes | Ji | | S
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ma = {pk(I),{nr, I, R, S}KDH(IVS)}KDH(RVS)
m3 = {K(R7 I),{?’L[,I,R, S}KDH(I,S)}pk(I)

Fig. 3: 1JSNK,dec/enc: The intermediate nodek decrypt, add a nonce value and encrypt the result
message before forwarding it. It uses the network key toygtictecrypt this messages.

intermediate node intermediate node Sink

new node neighbour node

I | | R | | Ji | intermediate nodes | Ji | | S
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I
I
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1
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m3

my = {n[,I,R, Jl, ---7JK}KDH(I,S)
m2 = {pk(I)7{nI7l7R7 J17"'7 JK7S}KDH(I,S)}KDH(R,S)
ms3 = {K(R, I), {TL[,I,R, le“7 JK7S}KDH(I,S)}pk:(I)

Fig. 4: 1JSk dec/enc: The intermediate nodes decrypt, add a nonce value and encrypt the result
message before forwarding it. They use the session key tgifaecrypt this messages.



This protocol requires less computation for intermediaigas, but suffers from exposure due to node
capture attack exactly likeJ Sy k. dec/enc Protocol because the same network key is used all the way
from the source node to the sink.

new node neighbour node intermediate node intermediate node Sink
| I | | R | | Ji | intermediate nodes | Ji | | S
mi & {ni, I, R}k pl1.s) 20 Jhn
{nr,mi}nk
{nh,{nr,mi}nk Hvr
1
{ng,_ 1, {ns . {nr,mi}nglINK, ..., INK
{ns, o {nf, {nr,miyNne Nk, o, NK
{nags o Andy, {nr, Mo} v fine, o INK
{an,l seeny { J1s {nlf,mz}NK}NK, ey }NK
1
{ng,, (nr,ma}nw Ynk
{nr,ma}nK
mas

ma = {pk(I),{nr, I, R, S}KDH(IVS)}KDH(RVS)
ms = {K(va)v{nhLRv S}KDH(IaS)}Pk(I)

Fig.5: IJSNK,onion: The intermediate node$ add a nonce and encrypt the request message and
forward it to.S.

3 Formal Security Evaluation

Evaluating the security of cryptographic protocols is noteasy task. It is easy to design flawed
protocols. During the last decades several tools have beeriaped to automatically verify crypto-
graphic protocols like for instance [2,3,4]. We use Scyfgbecause it is one of the fastest tools as
it has been shown in [5] and one of the most user-friendly.

3.1 Scyther Overview

Cas Cremers has developed an automatic tool called Scythdt |s a free tool available on all
operating systems (Linux, Mac and Windows). This tool catomatically find attacks on crypto-
graphic protocols and prove their security for bounded amlobunded numbers of sessions. One
main advantage of Scyther is that it provides an easy way teir&ecurity properties like secrecy
and authentication.

3.2 Results

We verified all our protocols using Scyther for a fix boundethbar of participants. More precisely,
we proved the secrecy of all sensitive data exchanged (keysances) and also the authenticity of
the communication. Our Scyther codes are available hejdd2&ore information.

Moreover, for all our protocols we proved by induction thews#ty of the protocols for any number
of intermediate nodes. Each time, the base case is proveg 8sither for a small number of nodes.
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Fig. 6:1JSNK,dec/enc: Proof by Induction.
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Fig. 7:1J Sk dec/enc- Proof by Induction.

— ProtocolDJS: participants are one node and the sink. The verificationguSccyther allows us
to prove the security of our protocol.

— Protocoll JS,ri4: Scyther found an authentication attack, where an intraderreplace any of
the intermediate nodes between the new node and the sinleithdmrthe sink nor the new node
can detect its presence. This means thas,,;, ensures only end-to-end authentication and
fails to ensure hop-by-hop authentication. Hence, it isiseonly if it is safe to send the join
response through a route that was not the one used to sermlrthlequest. Indeed, in a hostile
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Fig. 8: IJSNK,onion: Proof by Induction.

environment and in the presence of malicious nodes, it i@itapt to be able to identify trusted
nodes and be sure to route the response back through theeintorauthenticate new nodes.
IJSNK dec/encr LISk dec/enc ANAIJ SN K onion: these three protocols are constructed to work
for any number of intermediate nodes, for each one of themsed the same method for proving
their security. They ensure end-to-end and hop-by-hopeatitation. In addition, we made a
proof by induction. For the initialization of our inductipwe used Scyther for proving that
for 4 nodes all our protocols are secure. Then we assumed thepl®tare secure fak — 1
intermediate nodes, we showed that iomtermediate nodes they are still secure. Using the
induction hypothesis, we obtain that the secrecy and atittagion betweerl, R, J1, ..., JJx—1
andS is secure ifS takes the place af}, for all protocols. In order to prove the security when
we add the intermediate nodk, we consider the protocol between the following node#
Ji.k—1, Jr andS (Figure 6, 7 and 8). Again using Scyther, we proved the sgcproperties of
theseb nodes protocols.

This approach for generalizing the security of one protéaoan unbounded number of participants
is a first step towards a new kind of protocols and also towagtdssecurity proofs. But it still remains
a main challenge for the formal tool developers to elabanate methods to perform such analysis
automatically.

4 Quality of Protection evaluation

The differences in our protocols come from the usage of ogaatphic primitives to ensure our secu-
rity goals. We modelled our protocols using QoP-ML and wedus®oPA tool to analyse them. The
model can be found in the QoP-ML models library (includedhie AQoPA tool). For each protocol
we examine two different scenarios with different key siteECIES encryption and decryption. In
the first scenario, we analysed the protocols with AES dlgarin CTR mode with a 128-bit key
for symmetric encryption and ECIES for public key encryptiwith a 128-bit key. In the second
scenario, we used a 160-bit key for ECIES. In the Table 2, weige the real execution time for all
our protocols for one intermediate nodewhich means that we have the following 4 nodésR,

J, S. These results are the average@@experiments of each scenario. We also give results of sim-
ulated execution time obtained with AQoPA tool. Notice ttie time measurements slightly differ
but remain within the standard deviation. This is due to #ugations of execution time in the nodes
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during the experiments. We used AQoPA tool in order to evaltize overall overhead of security
operations for each protocol for a large number of interednodes in very big networks.

scenario 1 - ECIES - 128b key length
Protocol  |Runtime of an actual Estimated time Standard Estimated time Gain
name time with.S (ms) |in AQoPA with S (ms)|deviation (ms)in AQoPA withoutS (ms)| %
JDS 9954.05 9920.00 123.14 3761.00 62%)
JISorig 10127.32 10207.20 130.96 10071.20 1%
JISNK, dec/enc 10772.80 10823.16 127.40 10517.16 3%
JISK dec/enc 10745.15 10823.88 125.26 10517.88 3%
JISNK onion 10758.70 10823.16 126.56 10381.16 4%
scenario 2 - ECIES - 160b key length
Protocol |Runtime of an actual Estimated time Standard Estimated time Gain|
name time with.S (ms) |in AQoPA with S (ms)|deviation (ms)in AQoPA withoutS (ms)| %
JDS 10102.35 10107.48 81.66 4113.48 60%)
JISorig 10355.68 10396.60 109.13 10260.60 1%
JISNK,dec/ene 11072.75 11148.56 137.42 10808.56 3%
JISK dec/enc 11069.20 11149.28 106.12 10809.28 3%
JISNK onion 11043.05 11148.56 108.79 10638.56 4%

Table 2: Total times of joining new node with one intermeeliabde.

In Figure 9 (a), we present the execution time for all our @rots in both scenarios for 20, 40, 60,
80 and 100 intermediate nodes. Notice that the executiom tima key of 128 bits is almost equal
to 160 bits. This is due to the fact that the code used is opédhior keys of 160 bits. The difference
between the two scenarios become bigger when the numbeteofiediate node increases. Indeed,
when the number of intermediate nodes increases, the nushberptographic operations increases
and the difference in execution time becomes bigger fordrigggy sizes.

Note that the number of intermediate nodes gives roughlgaa about the radius of the network and
not the size of the network. For example, when we evaluatemeso with 20 intermediate nodes, it
means that the furthest point of the network is 20 hops away the sink. The total number of nodes
in the network in that case will depend on the density of nodegp in mind that simultaneous join

request can be generated in the network and thus can talkegiltite same time.

It is important to notice how the time consumption of the i protocol is almost invariant when
the number of intermediate nodes rises. Indeed, the maiansatye of this protocol is that crypto-
graphic operations are only done on the new node and theistekinediate nodes only forward the
request and response without doing any additional crypfigc operation.

We also observe thdt/ Sy i dgec/enc @NA1J Sonion protocols are more efficient tha/ S gec/ene-
Indeed, forl J Sk gec/enc Protocol, the join request has the list of all intermediaides starting from
the first hop, whereas faf.JSn i dec/enc aNAIJ Sonion €ach intermediate node adds its identifier
as it forwards the requests. This makes the request mesgage r/J Sk gec/en. and thus needs
more time for encryption and decryption along the route &dimk.

Moreover, the curves fof JSonion aNd1J SNk dec/enc are very close, because the same crypto-
graphic operations are performed by different nodes. It compare them, in Figure 9 (b), we
did not include the time consumption at the base stationlfaua protocols. As expected, the proto-
col IJSonion is more efficient than the protocols/ Sy i dec/enc ANALJ Sk, dec/enc fOr the global
number of cryptographic operations is less important iarimediate nodes.

In Figure 10, we present the ratio of execution time of th& siver the total execution time of our
protocols given in Figure 9 (a). We clearly see thidiS,,i.n iS proposed for applications where
sensor nodes are energy constrained but not the base station
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i a) With time of S i b) Without time ofS'
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250 JISNK_128b aba // 250 JISNK_128b abb //

225 JIS.Onion.160b ek / y 225 JIS.Onion.160b ootk / A
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Fig. 9: Execution time of different protocols.
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Fig. 10: Ratio of sink execution time over total executionei

5 Conclusion and discussion

We proposed several multihop node authentication prosofol WSN. We proved the security of
all of our solutions using the automatic tool Scyther. Meexowe implemented and tested all our
protocols on TelosB nodes in order to evaluate the exectitiomof each of our solutions. Then we
used AQOoPA tool to perform an automatic evaluation of thetowad of protection of our solutions.
Results show the cost in time consumption when the numberntefmediate nodes separating the
new node and the base station gets higher.

We studied different protocols that ensure different lewafl security depending on the application
needs. The original protocol supposes that the applicali@s not need to use the same route for the
join request and the join response. Indeed, in that casthalhodes can participate in the routing
operation for the authentication messages. This helpejnsisantly reduce the number of crypto-
graphic operations. Only the new node and the sink are coeddsy these operations which makes
this proposal the most suitable one for very large multihdpNg.
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On the other hand, when dealing with more demanding apfitstwhere the intermediate nodes are
special nodes and have to be authenticated, more cryptigrajperations are needed. We evaluated
three protocols that respect that constraint. They diffierone hand, in the resiliency against node
capture attacks, and on the other, in the energy and catmuleapacities assumption of the sink.
With these protocols, the overhead of node authenticatiaeiiy high, it reaches almost 5 minutes
and 16 seconds in the most consuming scenario for 100 intéateenodes. With the least consuming
protocol, it takes around 2 minutes. Whereas the origirkedgt@round 15 seconds for authenticating
a new node situated 100 hops away from the sink. The differensignificant and should be taken
into account when we need to define the security needs.

We are currently working on the evaluation of key revocation key renewal protocols for WSNs
using Scyther and real testbeds on TelosB nodes. Key résnaaid key renewal are very important
mechanisms that need to be part of all security protocols.dbjective is to be able to achieve an
acceptable security level for these protocols with the Eahumber of cryptographic operations to
limit the delay generated by the security overhead.
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