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Abstract—One of the most important challenges in networks
of future is how to provide security services in an efficient
and quick manner without questioning the conceptual model of
these networks. NIDS (Network Intrusion Detection system) is an
effective approach for dealing with these security issues. Their
detection engines use two main approaches to inspect malicious
traffic; misuse detection and anomaly detection. Machine learn-
ing approaches have been widely investigated in anomaly de-
tection systems. However, despite multiple academic researches,
such systems are rarely employed in operational settings. They
suffer from long time training, lack of good quality training data
and a random selection of features (training attributes). This
paper aims to resolve issues of limited quantity and quality of
training data sets and investigates the impact of features selection
process on the classification performance. It introduces a novel
framework to extract efficient real “ground-truth” training data
sets from the network traffic for supervised machine learning
algorithms. We support this claim by performing the evaluation
of results on a Naive Bayesian classifier.

Index Terms—Attack Detection, machine learning, Security
rules, Pattern-Matching

I. INTRODUCTION

Each network carries data for numerous different kinds of
applications, which should be inspected by security settings in
order to detect malicious contents. Most of the current methods
for intrusion detection are security rules based systems (misuse
detection), which use pattern matching algorithms to inspect
network traffic. In spite of the robustness of these systems,
attackers can bypass them by substituting malicious pattern
characters or hiding them. However, a basic solution is to
write a specific rule for each type of evasion technique, but
it requires a high mastery of both protocol semantics and
the regular expressions programming. Furthermore, pattern
matching algorithms, used by security rules in order to deeply
inspect complex patterns, decrease the overall performance
of detection systems. To overcome the drawbacks of these
methods, machine learning algorithms are an alternative to
provide a fast statistical and probabilistic detection of attacks.
However, actual operational settings deploy rarely machine
learning based modules for anomaly detection. The reasons
are 1) the long time training process, 2) the lack of quantity
and good quality of training data 3) and a random selection
of features (training attributes). As regards the quantity of the
training data sets, often in practical applications, the number

of available ground-truth samples is not sufficient to achieve
a reliable estimate of the classifier parameters in the learning
phase of the algorithm. In particular, if the number of training
samples is relatively small compared to the number of features
(and thus of classifier parameters to be estimated) [1], the
well-known problem of the curse of dimensionality (i.e., the
Hughes phenomenon [2][3]) arises. This results in the risk of
over-fitting the training data and may involve poor general-
ization capabilities in the classifier. The limited quantity and
quality of the training samples involve the definition of ill-
posed classification problems [1], [4]. This leads to a very
high cost of errors (false negatives and false positives) and
misinterpretation of operational results. In addition, a lot of
academic researches suffer from the lack of “ground-truth”
training data to perform the evaluation of their proposals. The
most of them used an old data set originated from the 1998
DARPA Intrusion Detection Program, which is adopted in the
Data-Mining and Knowledge Discovery (KDD) competition
[5][6]. and investigate the impact of features selection process
on the classification accuracy artifacts [8][7]

In this paper, we introduce a novel method to construct training
data sets for intrusion detection systems based on Machine
Learning Classifiers. We developed a collaborative framework
between a misuse detection engine and a machine learning
classifier.

II. RELATED WORK

In [9], Kruegel and Vigna propose an anomaly-based in-
trusion detection system for web applications. It characterizes
HTTP requests using a number of statistical characteristics
derived from parameter’s length, character distribution, struc-
ture, presence and order. This method focuses only on the
incoming query parameters whereas it ignores the corre-
sponding HTTP response. These results are either causing
unnecessary false positives or missing certain attacks. Zhang
and Zulkernine [10] employed the Random Forests technique
in NIDSs (Network Intrusion Detection Systems) to improve
the detection performance. To increase the detection rate of the
minority intrusions, they built the balanced data set by over-
sampling the minority classes and down-sampling the majority
classes. Random Forests can build patterns more efficiently
over the balanced data set, which is much smaller than the



original one. The experiments showed that the approach can
reduce the time to build patterns and increase the detection
rate of the minority intrusions. The results showed that the
proposed approach provides better performance compared to
the best results from the KDD99 contest [11]. An intrusion
detection system based on neural networks has been presented
in [12][13]. While it exhibits good detection with low false
alarm rates when tested with the DARPA 1999 IDS Evaluation
data, using multilayer perceptrons requires relatively more
processing time for intrusion detection.

III. THE MACHINE LEARNING SCHEME

In this paper, we consider only supervised machine learning
technique for our study. We also use a Naive Bayesian algo-
rithm as a classifier for filtering malicious contents. Indeed, the
Naive Bayes classifier provides a simple approach, with clear
semantics, for representing, using and learning probabilistic
knowledge[11]. The goal is to accurately predict the class
of test instances where the training instances include the
class information. This classifier can be seen as a specialized
form of the Bayesian network, termed Naive because it relies
on two important simplifying assumptions. It assumes that
the predictive attributes are conditionally independent and no
hidden or latent attributes influence the prediction process.
According to the Bayes theorem and the total probabilities
theorem [14], for a vector of attributes @ = (z1,...,x,), the
probability to belong to the class ¢ is defined as follows:

(C= c)p(? =7 /C=c)
pX=7)

Using the theorem of the total probabilities, we deduce:

p(C=c]X =7)=

(D

P(C=)p(X =7 /C=c)
> pC=)p(X =7 /C=0)

ce{attack,Leg}

p(C=cX=7)= )

A. Classification errors evaluation method

A false negative is mistakenly classifying an attack as a
legitimate content, and a false positive is a legitimate content
mistakenly classified as an attack. In our model, the cost of a
false negative is much higher than the cost of a false positive.
Indeed, wasting time in analyzing traffic requests is more
acceptable than authorizing a malicious content. The two error
types are defined as such follows:

o Classifying an attack as legitimate content: (Attack —
Leg)

o Classifying a legitimate content as an attacks: (Leg —
Attack)

In our classifier model, the first error is more serious than
the second one. To illustrate it, we introduce the parameter A,
to give more importance to the first error by assuming that:
Attack — Leg is X times more costly than Leg — Attack.

B. Classification criteria

According to the above two error types, the selection
criteria is as follows:
The content of a vector (content) & is classified as legitimate
if and only if:

p(C = Leg|X = &) > A\.p(C = Attack|X = I) 3

given that p(C' = Leg|X = ) + p(C = Attack|X = %) =
1, the selection criteria becomes as follows:

p(C = LeglX =7) > 4)
Where :
A «
TNy T 1o )

C. Method and parameters evaluation

In this section, we define the parameters that allow us to
evaluate our filter. To this end, two evaluation parameters are
used: accuracy (Acc) and error (Err = 1 — Acc) [15]. They
are defined as follows:

Ace — N Attack— Attack + Nieg—leg (6)
NAttuck: + Nleg
N Attack—leg + NAttack— Attack

NAttack + Nleg

Err

where:

o Nattack = N Attack—leg + NAttack— Attack

° Nleg = Nieg—leg + Nieg— Attack

e 7y, denotes the number of patterns of class y that are
mistakenly classified as patterns of class z.

Parameters defined above, do not support the notion of
weight (on the two error types) introduced in the previous
paragraph. This leads us to introduce the weighted accuracy
(Wacc) and weighted error (Werr = 1—Wacc). We assumed
that Attack — Leg is A times more devastating for our system
than Leg — Attack. To make accuracy and error rate sensitive
to this cost, we should treat each attack as if it is A inputs;
when an attack is misclassified, then it will be counted as \
errors. While we will have )\ successes, when it is classified
correctly

AnAttack%Attack + Nieg—leg
ANAttack + Nleg

AN Attack—leg T Neg— Attack
ANAttack + Nleg

Wace =

(7

Werr =

To get a precise idea on the classification performance,
we compare it with a non-filtered environment in which all
network traffic is considered as legitimate.



For this purpose, we introduce the definition of the base-line
weighted error and the base-line weighted accuracy ( denoted
by Wacc® and Werr? respectively) which are defined as
follows:

AN,
Waccb = -9 8
)\NAttack + Nleg ( )
Werrb o NAttack

B /\NAttack + Nleg

The TC'R (Total Cost Ratio) value measures the performance
of a machine learning classifier to the same environment
without a classifier. In the case where the TC'R value is
negligible, the best approach is to not use a classifier and to
send all traffic to the rules based detection engine. An effective
filter which could be used in real environments should have a
TCR value higher than 1.
The T'C'R formula is defined as follows:

b
Werr Nattack

TCR = =
Werr )\nlegﬁAttack + N Attack—leg

€))

IV. THE TRAINING DATA EXTRACTION FRAMEWORK

[ Network Traffic ]

Attack
signatures

Training Data
Extractor

Fig. 1: The Training Framework

In [18] we developed a framework that collect training data
from a log file of a web server. We used these training data
sets as initial training data for our classifier.

Phase 1: The network packets are forwarded to both the
pattern matching engine and the Bayesian classifier (a copy
for each one).

Phase 2: The pattern matching engine analyzes packets and
decides whether the contents match or not with an attack
signature.

Phase 3: The classifier receives normalized data (features
vectors) and applies the classification algorithm (with initial

training data set). It decides if the vector belongs to a legiti-
mate traffic or not.

Phase 4: The classifier has classified data as legitimate, in
the same time the pattern matching engine has classified it
as an attack. In this case, the decision of the classifier is
considered as a false negative. Indeed, in this learning phase,
the pattern matching engine result takes precedence over that
of the classifier.

Phase 5: The classifier has classified data as an attack. On
the other hand, the pattern matching engine has not filtered
it (legitimate) . The result of the classifier is considered as
a false positive. However, if the classification probability is
much higher than the classification threshold (o previously-
introduced). In this case the content is considered to be a true
positive. Thus, we need to tune the « threshold in order to
improve the quality of generated training data sets. In section
VI, we performed a results analysis by varying the value of
the threshold o from 50% to 99% and evaluate the impact of
this parameter on the performance of our classifier.

Phase 6: In this phase, the training data extractor module
receives classification errors (false positives and false nega-
tives) from both the pattern matching detection engine and the
Bayesian classifier. The module will generate a new training
data vector for each error, thus, will improve the accuracy of
the Bayesian classifier during the training process.

V. TRAINING ATTRIBUTES SELECTION

Even within a single network, the network’s most basic

characteristics such as bandwidth, duration of connections,
and payloads can exhibit immense variability, rendering them
unpredictable over short time intervals (seconds to hours).
Traffic diversity is not restricted to packet-level features, but
extends to application-layer, information as well, both in terms
of syntactic and semantic variability. Syntactically, protocol
specifications often purposefully leave room for interpretation,
and in heterogeneous traffic streams. Semantically, features
derived from application protocols can be just as fluctuating
as network-layer packets [7][16][17].
For these reasons, the choice of classification attributes (fea-
tures vectors) plays an important role in the performance
of a classifier. However, finding attributes that represent all
potential malicious activities on all networks is simply mission
impossible. Mutual Information (M.I.) an IF-TDF are two
methods used in the process of features selection. We used
in [18] M.L to extract features from SQL injection attacks
requests to build the training vectors, and we obtain good
results. As conclusion, the best way to improve the accuracy
of a intrusion detection system is to build for each class of
attacks a specific classifier. In [19] the authors proposed a
multi-classifier architecture that can be considered as a model
for our proposal, but this is out of the scope of this paper.

VI. RESULTS ANALYSIS

We collected training data sets from the previous framework
and used Weka program to simulate a stand-alone Naive
Bayesian classifier for SQL injection attacks. Then results are



compared with our work [18] we have dealt with raw training
data sets collected form logs of a web server.

Data (%) A « False False TCR
SQLi-Leg | Num (%) Pos.(%) | Neg.(%) | Value
80-20 1 50 4.6 0.6 15.38
50-50 1 50 3.0 0.5 14.29
80-20 66.67 6.0 0.5 8.16
50-50 2 66.67 3.0 0.5 7.69
80-20 5 83.33 5.6 0.4 3.39
66-34 5 83.33 29 0.3 6.45
50-50 5 83.33 4.0 0.6 3.23
80-20 9 90 5.8 0.6 1.90
66-34 9 90 4.0 0.3 3.54
50-50 9 90 5.0 0.5 1.82
80-20 99 99 6.6 0.4 0.18
66-34 99 99 4.0 0.3 0.34
50-50 99 99 5.0 0.4 0.17

TABLE I: Costs Table (Raw Training Data sets)

Data (%) A a False False TCR

SQLi-Leg | Num (%) Pos.(%) | Neg.(%) | Value
66-34 1 50 1.2 0.1 20.19
50-50 1 50 2.5 0.4 14.29
80-20 2 66.67 53 0.3 10.66
66-34 2 66.67 1.0 0.2 15.44
50-50 2 66.67 4.0 0.3 9.99
80-20 5 83.33 33 0.2 8.21
66-34 5 83.33 33 0.1 10.13
50-50 5 83.33 2.2 0.2 11.20
80-20 9 90 3.8 0.3 5.30
66-34 9 90 3.5 0.2 6.21
50-50 9 90 4.2 0.3 4.50
80-20 99 99 2.2 0.2 3.21
66-34 99 99 2.2 0.2 3.21
50-50 99 99 2.2 0.2 3.21

TABLE II: Costs Table (New Training Data sets)

In the experiment, we begin with evaluating the performance
of the N.B. classifier trained with raw training data sets. We
got best values within 0.3% of false negatives and 2% of false
positives. The results of our new training data sets applied on
the same classifier under the same conditions are better. We
obtained less than 0.1% of false negatives and 0.5% of false
positives.

VII. CONCLUSION AN FUTURE WORKS

The main purpose of our work is to present a novel method
for collecting real ground-truth training data for intrusion
detection system. The lack of academic research in this field
and experimental results has led us to perform the evaluation
of results comparing with our main previous work on SQL
injection attacks and evasion techniques. Nevertheless, we
have shown the effectiveness of our approach in one class of
Web applications Attacks (SQL injections). The next step of
this work would be to study the impact of real-world network

traffic parameters (such as session duration, connection’s ori-
gin, payload type,...) on the quality of training data for each
context of detection.
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