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Abstract—The ubiquitous world in which we live has fostered
the development of technologies that take into account the context
in which users are using them to deliver high quality services.
For example, by providing personalized services based on the
positions of users, Location-based services (LBS) encourage the
emergence of ridesharing services. This success has come at the
cost of user privacy. Indeed in current ridesharing services, users
are not in control of their own location data and have to trust
the ridesharing operators with the management of their data. In
this paper we aim at developing privacy preserving ridesharing
systems. Our first experiments proved that privacy could be
improved without scarifying the utility of the delivered service.

I. INTRODUCTION

Nowadays, massive usage of cars takes a big part in pollu-
tion and congestion observed in urban areas. Many academic
works, ranged from Transportation [26], [13] and Economy
[9] to Sociology [27], have agreed on the fact that dynamic
ridesharing system can be of a great help to address the
shortcomings of current transportation systems. Ridesharing
services such as Blablacar, Carma, Uber... have become in
many ways a good mobility alternative for users in their daily
life.

Despite the usefulness of these systems, their current
implementations are still facing the challenge of privacy. As
mentioned in [20], privacy is an important aspect to consider
when implementing ridesharing systems because of the risk
of privacy loss to which ridesharing’s agencies expose users
while collecting their private information (e.g., positions and
identities) in order to deliver high quality service. For instance,
a malicious person, hereafter referred to as the adversary,
can use the location data to cause a privacy breach [21]. In
particular, this adversary can learn the Points Of Interests
(POIs) of ridesharing users, compute their mobility models
to infer their future movements or even de-anonymize them in
another location dataset [22].

In the light of all these potential risks, we follow the
privacy-by-design principle [12] to design a privacy preserving
ridesharing system.

II. PRIVACY ENHANCING TECHNOLOGIES

Privacy mechanisms can be viewed as the ability of in-
dividuals to control when, how, and to what extent their
personal data is available to others. In [17] privacy methods
are classified in two main categories: law-based and technique-
based approaches. Although law-based approaches can deter
an adversary from committing a privacy breach due to the
threat of heavy penalties, their actions are really visible a
posteriori, when the offense (i.e., privacy violation) is already
committed. In the other hand, technique-based approaches
hereafter referred to as privacy enhancing technologies (PETs),

help in reducing the success rate of the adversary when
performing an attack by the mean of several techniques. PETs
are defined in [29] as a system of ICT measures protecting
informational privacy by eliminating or minimising personal
data thereby preventing unnecessary or unwanted processing
of personal data, without the loss of the functionality of the
information system. When it comes to users’ spatiotemporal
information, location privacy is defined by [5] as preventing an
unwanted entity to learn the past, present and future geographic
position of an individual. The main objective of location
privacy techniques is to prevent the adversary from learning
the mobility traces of users. We summarize in Table I the most
commonly available techniques. Although these techniques are
quite generic, the specificities of the service considered impact
the choice of the method to adopt.

Method Description

Aggregation Aggregate mobility traces over time and space
to reduce individual identification.[16], [11]

Anonymity

k-anonymity requires that each equivalence class
(i.e., a set of traces that are indistinguishable
from each other) contains
at least k records. [28], [14]

Cloaking Blur the mobility traces of a user
into a region with poor spatiotemporal resolution. [23], [15]

Encryption Encrypt the mobility traces of a user before
disclosing them. [30], [7]

Geographical
masking

Perturb the original location
through the addition of noise. [3], [24]

Mix zone

Mix-zones are regions wherein the locations of users
are not recorded. In addition, the pseudonym of a
user entering this zone differs from the one that he will
have when he exits. The overall objective is to increase the
unlinkability of the user.[5], [19]

Pseudonyms Replace the identifier of a user
with a pseudonym. [6], [10]

TABLE I: Overview of location privacy approaches.

The privacy-by-design principle [12] recommends to inte-
grate privacy early in the design phase of the system (e.g., sys-
tem structure, hardware design, data processing, applications,
etc.) instead of adding a posteriori mechanisms to enhance
privacy once the system is already built and deployed. With
that method in mind, we have integrated existing privacy
enhancing technologies and multimodal routing algorithms to
privately compute interesting meeting points for ridesharing.

III. MEETING POINTS IN RIDESHARING: A PRIVACY
PRESERVING APPROACH

To summarize, this work is about how to solve the dynamic
ridesharing problem in such a way that users do not have to
disclose their origin and destination location information but



still learning the pick-up and drop-off location that will make
their trip as cost effective as possible. This very first work
falls into the well known research area of Secure Multiparty
Computation. This paper gives an overview of our approach.
More details can be found in [2].

A. Problem statement

A dynamic ridesharing scenario can be summarized as
follows. We consider a driver and a rider, each having their own
origin and a destination (see Figure 1). The driver is looking
for a rider to pick-up and is willing to make a small detour
while the rider is looking for an itinerary in which he may
use ridesharing as part of his journey. The participants expect
to get a response to their request as soon as possible. The
objective of the routing component of the ridesharing platform
is to find for both of them pick-up and drop-off locations and
optimal itineraries for their journeys. The optimization function
considered is the minimization of the arrival times of both users
(i.e., the sum of their arrival times).

Fig. 1: Meeting points for two users in ridesharing systems.

To find ideal meeting point for the scenario described
above, authors in [8] have introduced the 2 Synchroniza-
tion Points Shortest Path problem (2SP-SP) and proposed
a polynomial approach to solve it. Given an instance of the
scenario, the proposed approach is able to find pick-up and
drop-off locations that optimize the ridesharing cost. The
privacy-preserving ridesharing problem, hereafter referred to as
Priv-2SP-SP, can be considered as an instance of 2SP-SP
with privacy constraints in addition to existing optimization
constraints. Priv-2SP-SP should allow us to produce solu-
tions as good as 2SP-SP’s ones but without having to disclose
location information of any participant to a centralized third
party.

B. Proposed Approach

We will now describe the core of our approach that com-
bines secure multiparty computation and multimodal routing
to implement a ridesharing service in a privacy-preserving
manner.

Secure Multiparty Computation (SMC) is a branch of
cryptography that aims at computing a function depending
on the inputs of several parties in a distributed manner, so
that only the result of the computation is revealed while the
inputs of each party remain secret [25]. We particularly rely on
Private Set Intersection (PSI) [18] that can help two parties in
jointly computing respectively the intersection of their private
input sets without leaking any additional information. PSI rely

on Homomorphic encryption, a form of encryption that allows
computations to be carried out on ciphertext, thus generating
an encrypted result which, when decrypted, matches the result
of operations performed on the plaintext. The main idea of PSI
is to represent a set as a polynomial, the elements of the set
as its roots and evaluate this polynomial homomorphically.

Multimodal routing algorithms compute shortest path on
a multimodal network with several transportation modes (e.g.,
walk, bike, car, public transportation . . . ). The computation of
multimodal shortest paths rely on the Regular Language Con-
strained Shortest Path Problem [4] that uses a regular language
L to model constraints on transportation modes. We particu-
larly rely on isochrones to compute potential meeting points.
Given an origin vertex s and a radius r, an isochrone is the
set of vertices in the shortest-path-tree T rooted at vertex s
such that the path distance from root s to any other vertex
v ∈ T is less or equal to r. Example in Figure 2 shows 7
isochrones of radius ranged from 10 to 60 minutes for a rider
starting his journey at our laboratory LAAS-CNRS located at
(43.563725, 1.476744) in Toulouse.

Rather than working in a centralized way as in 2SP-SP,
Priv-2SP-SP is a decentralized approach and consists in
three main steps: (1) local computation of potential meeting
points (2) secure computation of shared potential pick-up and
drop-off sets and (3) selection of the best pick-up and drop-off
points.

We assume that the participants in the decentralized
ridesharing system may be honest-but-curious adversaries in
the cryptographic sense. In practice, this means that they will
follow the recipe of the established protocol while trying to
infer additional information from the output of the computa-
tion, its intermediary results and the cyphered inputs of other
participants. We also assume that the two users have been put
in contact by an external third party and communicate over
a secure channel and have sufficient computing resources on
their own platforms (e.g., personal computer or smart-phone)
to perform the tasks requiring local computations such as the
cryptographic ones.

Step 1: Local computation of potential meeting points
In this step each user locally computes its potential meeting
points. More precisely, from its origin (resp. destination) lo-
cation he/she infers potential pick-up (resp. drop-off) location
by computing isochrones starting respectively from origin and
destination locations. Any node of the transportation network
that falls into an isochrone is marked as potential meeting
points with its associated cost. In the set of potential pick-
up locations the cost associated to each node represents the
estimated time spent by the user to reach it from its origin.
Similarly, in the set of potential drop-off locations the cost
associated to each node represents the estimated time spent
by the user to reach its destination from the selected node. To
summarize, the rider (resp. driver) computes Lr

up and Lr
off

(resp. Ld
up and Ld

off ) where Lu
up (resp. Lu

off ) denotes the
potential pick-up (resp. drop-off) locations of user u.

Step 2: Secure computation of shared meeting points
In this step, based on the potential meeting points the two
participants compute in the previous step, they obtain shared
meeting points. This is achieved using PSI while the private
input set is a set of integers representing the identifier of



potential pick-up and drop-off locations. To avoid triangulation
attack, cost information related to each node are kept private
as this information may help in inferring users’ origin and
destination locations. To summarize this step securely leads to
the computation of Lup = Ld

up∩Lr
up and Loff = Ld

off∩Lr
off .

Step 3: Selection of ideal pick-up and drop-off points
In this final step, users first compute all shared paths πi,j
between points i and j where i ∈ Lup and j ∈ Loff .
Then based on the private cost of common meeting points
and the traveling cost associated to each shared path, each
user computes and assigns a score (scd(πi,j) for the driver
and scr(πi,j) for the rider) to each shared path which reflects
his/her willingness to use the selected shared path in his/her
trip so that the path with the highest score will be the most
mutually interesting for both driver and rider. Computed scores
are then exchanged so that each participant knows the score
given by the other party to any shared path πi,j along with the
score he/she has assigned to it. Finally the elected path will
be the one of the highest cumulative score. To summarize, this
step returns the optimal pair of pick-up and drop-off locations
(i∗, j∗) = argmax(i,j) (sc

d(πi,j) + scr(πi,j)).

By following the steps mentioned above, users are now
able to find optimal meeting points w.r.t. privacy constraints
for ridesharing.

Fig. 2: Examples of isochrones.

C. Security and performance analysis

Security analysis.
Since we solve Priv-2SP-SP by using a PSI method, the
security of our scheme depends mainly on the security of the
PSI method used. In [18], the authors proved the security of
PSI in the semi-honest model.

Communication and computational complexities.
The complexity of the proposed approach is directly pro-
portional to the complexity of the shortest path algorithm.
More precisely, each participant runs 2 isochrones algorithms

to get their potential pick-up and drop-off locations. Finding
the common POIs using PSI has a linear complexity. Once
common pick-up and drop-off locations are discovered, the
participants run |V | shortest-path algorithms in the worst
case to get all the |V |2 possible shared paths. The scoring
and ranking step requires the insertion of |V |2 paths into a
binary heap. All these steps lead to a global complexity of
O(|V |×|E|× log |V |). Finally, the communication complexity
is O(|V |× log |V |) as the identifier of each node may have to
be exchanged after being encrypted. The respective worst case
complexities of the exact and centralized approach (2SP-SP)
and the privacy-preserving approach (Priv-2SP-SP) are
summarized in Table II.

Communication cost Computational cost

2SP-SP O(1) O
(
|E|×|V |2

)
Priv-2SP-SP O(|V |× log |V |) O(|E|×|V |× log |V |)

TABLE II: Cost and runtime analysis.

D. Evaluation

To validate our approach experiments have been performed
with 100 randomly generated instances of the ridesharing
problem using a multimodal transportation graph of the city
of Toulouse in which we consider any vertex as poten-
tial ridesharing location. The multimodal graph has been
generated using Openstreetmap’s1 data for the road net-
work and Tisseo’s GTFS2 data for the public transporta-
tion network. The resulting graph has the following char-
acteristics: |V | = 75837, |E| = 527053, Modes =
{Bus, Walk, Car, Subway, Tramway}.

The multimodal routing algorithms have been implemented
in C++ as well as the cryptographic primitives using the
NFLlib library [1]. Experiments were run on a virtual machine
with 5GB RAM on a 2,9 GHz Intel Core i7 host machine.

We then compared the performances of our privacy pre-
serving approach to 2SP-SP from both ridesharing cost and
runtime point of view. Results of our experiments (average
values and standard deviations) are reported in Table III.

Cost (s) Runtime (s)

Mean SD Mean SD

2SP-SP 2872.03 672.01 0.75 0.55
Priv-2SP-SP 2941.25 679.20 0.48 0.30

TABLE III: Cost and runtime analysis.

To summarize, w.r.t. the runtime Priv-2SP-SP is slightly
better than 2SP-SP. This confirms our complexity analysis
and has been possible thanks to the optimization of the shared
path computation and the use of modern cryptographic tools
in PSI [1]. As far as the quality of the solution is concerned
(i.e, ridesharing cost) the average gap between our solutions
and the conventional 2SP-SP solutions is of 2.41%.

1http://www.openstreetmap.org
2https://developers.google.com/transit/gtfs



E. Scalability

The computational complexity of Priv-2SP-SP can be
expressed more generally as O(|E|×|N |× log |V |) where N
represents the set of potential ridesharing locations. We con-
sider in our experiments the worse case in which N = V . The
reduction of N to a set of user-defined ridesharing locations,
highly desirable in practice, will make the algorithm more
scalable as both the runtime required by the computation of
shared paths and the runtime of the private set intersection
grow with N .

IV. CONCLUSION

In this paper, we have proposed a distributed and secure
algorithm enabling users of ridesharing services to interact
in a private manner. We rely on local computations, secure
multiparty computation and multimodal routing algorithms,
to obtain a ridesharing itinerary for users. Our results and
analysis show that privacy enhancing technologies can help in
solving the ridesharing problem while respecting the privacy of
users and obtaining results qualitatively comparable to the one
obtained from centralized infrastructures. For the ridesharing
application, the proposed privacy preserving approach does
not greatly impact the quality of the solutions with regard to
optimal ones, moreover, it leads to a lower run time.

Our future work will investigate the generic version of
ridesharing problem, involving multiple drivers and multiple
riders, and study the corresponding privacy-preserving match-
ing problem. Finally in a broader context, we will also explore
how secure multiparty computation techniques can be used
to solve other mobility problems. For instance in geosocial
network, one could be interested in finding common meeting
points for a set of users by combining multimodal routing
algorithm with their social preferences.
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