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Abstract—This paper proposes a preliminary demonstration
of an alternative method of detection of counterfeiintegrated
devices, based on the « electromagnetic fingerprimt obtained by
electromagnetic emission measurements. The princigeof the
methodology are explained. Two case studies are pegged and
two data analysis methods are discussed.

Index Terms—integrated circuit, counterfeit deteoti,

electromagnetic emission

. INTRODUCTION

A counterfeit electronic
performance, or characteristics are knowingly npisgsented
by the vendor, supplier, distributor, or manufaetufl]. This
use of electronic counterfeits can cause reducddrp@ance of
circuits, such as instability of clock frequencyecating life
decrease, a lower storage memory space, or fadtirthe
whole system. In recent years, there is a growimgbrer of
reported incidents related to counterfeit integtatiecuits (ICs)
[2]. The most commonly counterfeited semiconduttpes are
analog ICs, microprocessors and memories [2]. Thianke
for Gray Market and Counterfeit Abatement estimafeet
nearly 10 percent of technological products soldhim global
market are counterfeit, which represents about Biibn
dollars loss for the electronic companies every J&a

test, operation life test...) [7]. The electricaltteare adapted to
detect elaborated counterfeit devices. They coirsisbtaining
electrical signals of IC pads such as voltage/ctitirepedance
profile and comparing the results to expected &gugiven by
datasheets, or verifying the response to given ovect
However, this type of methods has some drawbadkstlyF
the characterization of IC pads provides only infation about
the status of interfaces. Secondly, a large nuralbarectors
and a good knowledge of circuit operation are neglito
perform electrical test.

Although there are lots of methods to detect cateite

is a device whose material yoyices, most of them are destructive, and none ccaer

100% of counterfeit types. Moreover, the detectmethods
have to evolve because the counterfeiting techsiqueey adapt
to them. Furthermore, we need a large numbers t&ictien

techniques to deal with the large number of coteitérg

possibilities.

The electromagnetic emission (EME), also
“electromagnetic fingerprint” in this article, is @ntactless
side channel related to the IC transient activitdepends on
numerous circuit parameters such as technologyepiant
and routing, embedded code, internal filtering, kaaing,
temperature, aging [8] [9]... Any modification ohe of these
parameters can lead to a significant change of
electromagnetic emission. This principle emerges asw idea

Three major techniques exist to produce counterfeify yetect counterfeit ICs [10] [11]. However, nardmstration

circuits: re-marking components as a higher graut rmore
expensive chip, re-packaging old devices up to aqumlified
components, and duplicating counterfeits throudérior parts
or materials [4]. The struggle against this problesiies in a
better management of the supply chain and the mgskehe
development
watermarking [6]) and serialization technologiegy(€-D bar
code [4]). Besides, industry always looks for n@stductive,
rapid and cheap tests. A large number of dete¢&ohniques

exist and are already used by industry and detectio

laboratories: visual inspection of the appeararicemponent
(texture, mold mark, pitch form...) in order to ddteaw
counterfeit devices, decapsulation to verify the ¢hyout,
material analysis methods, like fluorescent X-rayGsmode
scanning acoustic microscope for package analyasis]
different levels of electrical testing (V/I charagstics, ESD

of advanced authentication methods. (e.g

of the feasibility of the method has been showtiterature.
This paper aims at presenting a first study abloeitféasibility
to distinguish authentic and different devices tigto
electromagnetic emission measurements.

II.  DESCRIPTION OF THE DETECTION METHODOLOGY

A. Principles of the method

A counterfeit component or circuit exhibits a diffat or
degraded operation compared to the nominal behafidne
original device. The electromagnetic (EM) fingenpris a
parasitic electromagnetic signal produced by ICeriml
activity, measured in conducted and/or radiatedenodgiven
experimental conditions. The device under testacbela small
active component, a complicated electronic systemhatever

called

the



The measurement can be done in time domain with
oscilloscopes or frequency domain with narrowbasxkivers
such as spectrum analyzer (e.g. in this study a 6432
portable spectrum analyzer of Anritsu is used).
measurement in the frequency domain outweighs tiee io
time domain by having a lower noise floor. Moregves
transient current induced by circuit activity has ianpulse
nature, its spectrum covers a large frequency rafigerefore,
in our two case studies more differences can bectit in
frequency domain than in time domain. No matter civhi
measurement method is chosen, the same measurement
conditions for the different devices should be guszed.

electronic active device which can generate thetr@lmagnetic
emission.

The detection test consists in comparing the EMgeiprint
measured from a suspect test device and a refefiegegprint
from good devices. The devices under test mustdveered
and set in a given configuration which induces edst a
transient activity or current consumption. If alhet
measurements are done in similar conditions, agyifsiant
difference of the electromagnetic emission will icade a
difference between the devices. However, only onewk
good device is not enough to extract a referemggefprint due
to measurement errors and process dispersionbitter that
the reference fingerprint could include statistiggbrmation
about the EM fingerprint of authentic devices, whitan be
extracted by the measurements of a number of kngeod
devices. Fig. 1 details the different steps of fiveposed
method.

The

C. Analysis method

The analysis of the emission spectrum measured in
frequency domain is discussed in this paper. Theliamde
measured at a finite number of frequencies M aseedtin a
vector E(k), k = [1;M]. If the circuit activity iperiodic, the
amplitude can be extracted at harmonic frequencide
reference fingerprint is notedkg(k) and the fingerprint of the
suspect device under test (DUT) is notedy#k). The
reference fingerprint g&z{k) contains the average emission
level measured at frequency k over the N referesasaples.
Only the points whose amplitude is larger thanrtbise floor
are taken into account to minimize measurementr®rro
According to the work of [14], the distribution dheir
emission level around this average level is suppbdsebe
normal. The dispersion around the average levézef(k) in
frequency k linked to measurement uncertainties @nodess
differences is given in term of standard deviat@rkeHK),
which can be obtained by the measurements of Neamde
samples of certain times (e.g. 5 times per refersample).

Reference group (N devices)

Suspect
device

EME
measurement

EM fingerprint
, of suspect device

Reference fingerprint Two basic statistical criteria are proposed forahalysis of

the EM fingerprint between the reference and suspedces.
These two statistical methodologies are very simaial
common for estimating the relationships among ég&® The
first criterion is called z-score (also called stard score) (1).
For the different frequencies, this estimator gitresdifference
between the suspect device and reference fingé&spdivided
by the standard deviation of the reference findetp@ ger
For each frequency Kk, this figure provides an iatiin about
the probability of differences between the suspiestice and
reference emission levels, so a z-core in frequé&ndgse to 0
means that the emission levels of the two devicesianilar in
this frequency.

Average emission level
Meas. Uncertainty
Device dispersion

Envelop extraction,
Analysis

Diagnosis: Counterfeit?

Figure 1. Description of the detection methodology

B. Electromagnetic measurements
The electromagnetic noise produced by the ciratit/igy

can be coupled according to three modes: conductet®, far- E k)-E__. (k
field radiated mode or near-field mode. The twa la®des Z(k)=| our (k) = Ever )| (1)
ensure contactless measurement. In addition, tlee-fiedd Orer (k)

mode allows localization of the source of electrgretic [12].
Proven methods for characterizing electromagneticsgons
from ICs between 150 KHz to 1 GHz are proposed Bg |

61967 standard [13], which is extensively used iy |

manufacturers for electromagnetic compatibility Iication.
The concepts, requirements and advices given bystandard
can be followed. Besides, all the EME measuremdatsiot
damage the device under test, and the type of merasat
could be chosen according to the device and tharmgent of
detecting application.

The second and alternative criterion is the deteation
coefficient R2 (2). In regression analysis, thipitorelates to
goodness of fit. It is computed over a group ofjfrencies
(from frequency i to frequency j). This coefficiethétermines
whether a linear relation exists between suspeviceleand
reference device fingerprints. The interval of #aéue of R is
[0, 1], a determination coefficient close to 1 mates a strong
linear relation between suspect device and
fingerprints, and vice versa.

referenc



. . . . 2
Rz(i : j)= COV(EREF (' : J)v Epur (' : J))
JEREF (”) |]TEREF (i5j)
Where, Cov is the covariance of the reference veatal

)

the DUT vector, andJ is the standard deviation of these two

vectors respectively.

Like all the other statistical methodologies, thew®
criteria that we choose in this study cannot reggmesll the
relationships between the DUT and the reference,abuthe
preliminary analysis, they are effectual to ideetif the
differences related to the counterfeits.

[l CAsY STUDY | : DISTINCTION BETWEEN COMPONENTS
WITH TECHNOLOGICAL DIFFERENCES

A. Case study presentation

As buying certified counterfeit circuits is uncéntathe
proposed study is done on "simulated counterfaitcés”, i.e.
with known small technological differences or stexsdevices
representing two large kinds of counterfeits in éhectronic
product market.

A digital circuit has been designed in CMOS 0.25 HMyiff

process. As resumed in Table |, the referencereleeignetic
fingerprint is obtained from a group of 9 authenticcuits
designed in the same technology. The referencecee\are
called CoreO(ref). Nine other components are sebdothe
suspect components under test. One component éalkbd is
designed with the same technology as the devicghef
reference group and is randomly chosen to verifethdr its
EM fingerprint can be identified as similar to theference
fingerprint. Eight other components under test ugesimilar
technology which differs from the amount of disttied
capacitor and substrate isolation. They are cdllecel (from
Corel-1 to Corel-8). Their electromagnetic emissi@me
measured and compared to the reference fingeiprorder to
verify whether they can be separated from the eefsr
devices.

TABLE I. IDENTIFICATION OF DEVICES OF CASY STUDY
Group name Reference group Suspect group
Identity Core0 (ref) AuthO Corel-1 ~ Corel-8
Number 9 1 8
Technology Technology Core0 Technology Corel

B. Comparison of emission level

these different devices, it is difficult to conckudbout the
differences between the three samples. Only stalistnalysis
can provide a more precise conclusion by revealiffgrences
or correlations between EM fingerprints.
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Figure 2. Comparison between reference (Core0), AuthO and1C8
fingerprints

C. Analysisof the differences

The two statistical criteria (1) and (2) are applien the
erent suspect samples with the reference devi€ég. 3
compares the z-score of one Corel sample and AUth®.
result reveals that a huge difference exists betwée
fingerprint of Corel-3 and CoreO over all the cdestd
frequency range. The highest z-score reaches nhare 60
times the standard deviation of the reference fipg® Sier
and the average difference is 8.75 timgs=SThe probability
for this Corel device to have a similar EM fingarpias the
reference devices is very small. In contrast, tlféerénce
between AuthO fingerprint and the reference fingatpdoes
not exceed 2 timesgg-and its average value is about one
standard deviation. It is unlikely that AuthO aneference
devices have different EM fingerprints.
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Conducted emission test have been chosen in tlsie ca Figure 3. Comparison of z-score between AuthO and Corelggfiorint

study. The transient current that returns to theund is
measured by the use of &Xdresistor probe, as the(l direct
coupling method detailed in the standard 619673}. [$ince
the emission becomes negligible above 300 MHz,
measurements are performed from 150 KHz up to 36&z.M
The fundamental frequency of emission is 4 MHz,. Rlg
compares the reference fingerprint with the EM eiuis of
one Corel and AuthO devices. The general shapte dhree
spectra are similar and, in spite of small diffees between

Fig. 4 presents a scatterplot between the emidsiais of
the reference and the tested devices (AuthO anedlC). A

thelear linear relation exists between AuthO andresfee group

emission levels. This is underlined by a deternmbmat
coefficient very close to 1. The small differenaee due to
measurement errors and process dispersion. Inasbnthe
linear relation between Corel and reference leiglsot so
obvious, as demonstrated by the lower value of Rz,
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Figure 4. Scatterplot of AuthO (a) and Corel-3 (b) emiss&vels vs.
reference emission level

Analyses on the other devices provide similar tesws
shown in Fig. 5. The average z-scores and detetimma
coefficients measured with each Corel devices slage
differences with reference devices, which indicttat their
EM fingerprints are not correlated to the referefingerprint
due to their internal differences. AuthO EM fingemp presents
similar statistical properties to the referencegdirprint. This
result reveals that design differences such astbosught in
Corel induces significant changes in the EM fingetp
These differences can be detected from electroniagne
measurements between circuits.
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Figure 5. Comparison of statistical analysis results betweégrenceAuthO
and Corel devices: Average Z-score (a), Deternunatbefficient (b)

V. CASE STUDYII: DISTINCTION BETWEEN AUTHENTIC
AND STRESSED COMPONENTS

A. Case study presentation

Recent publications have shown that IC aging presok
change of electromagnetic emission profile [9]. @egtion
mechanisms accelerated by harsh conditions sudtegative
Bias Temperature Instability or Hot Carrier Injectiinduce a
spread of the transient current due to IC activ@tye source of
counterfeit devices is related to the reuse of qualified and
recycled old devices. This part aims at demonstyatiiat the
comparison of the EM fingerprints of a group oferehce
components with a same but aged device can proaide
detection method.

In this case study, Core0 components are reusexpex
that they have been submitted to stress conditicnsrding to
High Temperature Operating Life (HTOL) test [15]urihg
408 hours, the samples have been powered under high
temperature conditions (150°c). Before and aftee th
accelerated-life test, the same conducted elecgpet&
emission test of the previous case study is employéde
reference group is constituted by the fresh compisneifter
aging the components are still functional and téel¥ariation
of the emission level is observed, as shown in&ig.
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B. Analysis of differences

The two statistical criteria defined in II.C haveen applied
on the measured emission results. Fig. 7 preseatsummary
of statistical analysis done on the fresh and a@edeO
samples. The average z-score shows that the avenaigsion
level differences between aged components and erefer
group are at least two times larger than the fresmples.
Moreover, the linearity of the relation between téerence
fingerprint and the devices fingerprint of tendslegrade after
the accelerated aging. Although these differences lass
significant than these in the last case study,résalt of this
study reveals that the aging of circuit can inddetectable
changes in the EM fingerprint.
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Figure 7. Comparison of statistical analysis results betwieesh and aged
Core0 devices: Average Z-score (a), Determinataefficient (b)

V. CONCLUSION

This paper has proposed a preliminary demonstratiam
alternative method dedicated to the analysis afeahility of

tests applied on other circuits with radiated omrrfeld
measurement methods have provided positive resuitse
studies are required to evaluate the robustnegkseomethod
and to compare the advantages and drawbacks witbr ot
detection techniques. Also, improvements have tonbde to
increase the speed of measurements (parallel teesegl
analyzer, compromise between measurement accunaise
floor and measurement time).
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integrated devices, based on a measurement of the

« electromagnetic fingerprint » of a circuit. Theegented

results have shown that significant changes in the

electromagnetic fingerprint of a circuit can be swad when
some modifications of the original design are piledi or when
it is submitted to an accelerated-aging test. Cotedl
measurements have been leaded to extract theostegnetic
fingerprint in the case studies of this paper, senkral parallel



