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1 Intr oduction

Security is a major issuefor mobile componentsthat
roamthe Internet. Whendownloadinga softwarecom-
ponentfrom theInternet,it is oftenimpossibleto decide
in advanceif this pieceof codeshouldbeconsideredas
safeor potentially dangerousfor the local system. A
malicious – or simply buggy – componentmight put
the whole systemin jeopardy, as it might destroy cru-
cial datafiles, or consumetoo muchCPU time, mem-
ory, or network bandwidth. Another important issue
whenhostingmobile componentsis resourcemanage-
ment. Somecomponentscando very well with sparse
resources,while othersrequire predictableor guaran-
teedlevelsof qualityof service(QoS)regardingresource
availability.

With the JAMUS (Java Accommodationof Mobile Un-
trusted Software) platform we tackle theseproblems
basedon a contractualapproachof resourcemanage-
mentandaccesscontrol. JAMUS canaccommodatemo-
bile Java components,provided that thesecomponents
canspecifytheir requirementsregardingresourceutili-
sationin bothqualitative(eg accessrightsto partsof the
file system)and quantitative terms(eg readand write
quotas).

Nowadays,termssuchas“mobility” and“mobile com-
ponent”admitmany definitionsin thecomputerscience
community. Many projectsare in progressthat aim at
supportingthemobility of softwarecomponents(includ-
ing mobile agents),as well as the designand the de-
ploymentof mobileapplications[KT98, Bou01, Wel01,
GCKR00]. The work reportedin this paperdoesnot
focuson componentmobility assuch.Themobilecom-
ponentsweconsideraresimplyuntrustedJavaprograms
and applets,which could be downloadedfrom remote
Internetsitesor receivedasEmail attachments.JAMUS

is basicallyanexperimentalplatform,dedicatedto offer-
ing a safeandguaranteedruntimeenvironmentfor such
basicmobilecomponents.

Theremainingof thispaperis organisedasfollows.Sec-

tion 2 listsrecentworksthataimatgainingcontrolof the
resourcesusedby applicationprograms.Thegeneralar-
chitectureof the JAMUS platform is discussedin Sec-
tion 3. This sectionalsogivesanoverview of RAJE, the
runtimeenvironmentJAMUS relieson. Section4 intro-
ducesthenotionof resourceutilisationprofile. It shows
how thisnotionis implementedandusedin JAMUS. Re-
sourceutilisationprofilesareimportantelementsin the
platform, asthey make it possibleto setrestrictionson
theresourcesit offers,while specifyingtherequirements
of hostedcomponentsregardingtheseresources.Most
notably, they arethe keys to resourcemanagementand
control,which areundertheresponsibilityof a resource
broker. Therole andthemainfeaturesof this brokerare
detailedin Section5. Section6 showshow hostedcom-
ponentsareconstantlymonitoredwhile runningon the
platform,andit detailsthemechanismsthatpermit this
monitoring.Section7 concludesthis paper.

2 ResourceControl in RelatedWork

Theproblemof monitoringandcontrollingtheresources
used by runtime entities (ie programs,processes,or
threads)hasbeenaddressedin several projects. This
sectionlists someof the mostrecentones,focusingon
thosethat specificallyconsiderthe issuesrelatedto re-
sourcecontrolin aJava environment.

TheJavaRuntimeEnvironment(JRE)of theJava2 plat-
form implementsasecuritymodelthatreliesonthecon-
cept of protectiondomain [Gon97, GS98,Ven98]. A
protectiondomainis a runtimeenvironmentwhosese-
curity policy canbespecifiedasasetof permissions.An
accesscontroller is associatedwith eachprotectiondo-
main. It checksany resourceaccessperformedfrom this
domain,andit implementsthesecuritypolicy asdefined
by thepermissionsassociatedwith thedomain.J-Kernel
extendsthisapproachby permittingcommunicationand
datasharingbetweenprotectiondomains[HCC

�

98].

Thesecuritymodelsimplementedin J-Kernelandin the



JRE rely on statelessmechanisms.Accessconditions
can thus be expressedin qualitative terms, but not in
quantitativeterms(amountof CPU,I/O quotas,etc.).

Environments such as JRes [BB97, CvE98],
GVM [BTS

�

00], and KaffeOS [BHL00] include
mechanismsthat permit to count and to limit the
amountsof resourcesusedby an active entity (a thread
for JRes,a processfor GVM andKaffeOS).However,
resourceaccountingis only achieved at coarsegrain.
For exampleit is possibleto countthenumberof bytes
sentandreceivedby a thread(or by a process)through
the network, but it is not possibleto count the number
of bytesexchangedwith a givenremotehost,or with a
specificremoteportnumber.

ProjectsNaccio [ET99, Eva00] and Ariel [PH99] per-
mit the control of resourceconsumptionat a very fine
grain. Both provide a languagefor defining a precise
securitypolicy, aswell asmechanismsfor enforcingthis
policy while anapplicationprogramis running.Security
policy enforcementis carriedout statically, by rewriting
theapplicationprogrambyte-codeaswell asthatof the
Java API. GeneratinganAPI dedicatedto a specificse-
curity policy is thusa quite expensive procedure.Con-
sequently, the approachproposedin Naccio and Ariel
is mostlydedicatedto thegenerationof predefinedJava
APIs thateachenforceagenericsecuritypolicy.

[CIK00] presents another interesting resource-
constrained sandboxing approach. The sandbox
describedin this paper can enforce qualitative and
quantitativerestrictionson thesystemresourcesusedby
applicationprograms,while providing theseprograms
with soft guaranteesof and fairnessof resources. It
monitorsthe application’s interactionswith the under-
lying operatingsystem,pro-actively controlling these
interactionsin order to enforcethe desiredbehaviour.
The work presentedin [CIK00] differs from those
mentionedpreviously, asit doesnot specificallyaddress
thecontrolof theresourcesconsumedby Javaprograms.
Insteadit relieson the standardsharedsystemlibraries
available in Windows NT and in Linux, in order to
provide sandboxingfacilities for traditionalexecutable
programs.

Our objective is to offer a safeandguaranteedruntime
environmentfor mobilecomponents.This objective im-
plies that resourceconsumptionbe kept undercontrol.
As a consequence,our work shows similitude with the
above-mentionedprojects.However, while working on
the designand implementationof the JAMUS platform
we try to keepthefollowing aimsin mind.

� Monitoring and control of resource utilisation
shouldbefeasibleat a veryfinegrain.

It shouldbepossibleto monitortheaccessto anet-
work interfaceor to the file system,but it should
also be possibleto monitor the accessto specific
hostsand servicesthroughthe network interface,
or to specificdirectoriesandfiles in thefile system.

� Accessconditionsshouldbeexpressiblein qualita-
tive andquantitativeterms.
It should be possible to set accesspermissions
on the resourcesusedby Java components,but it
shouldalsobepossibleto setaccessquotasonthese
resources.

� The security policy enforced on a component
shouldbederivedfromtherequirementsexpressed
by this component.
Each Java component hosted by the platform
shouldrun in a specificenvironment,whose“di-
mensions”should be deducedfrom the compo-
nent’s requirements.

3 Overview of the JAM US Platform

The generalarchitectureof the platform is shown in
Figure 1. The platform is implementedover RAJE, a
Resource-Aware Java Environmentwhosedevelopment
is alsocarriedout in our laboratory.

Resource-Aware Java Envir onment. RAJE can be
perceivedasanextensionof thetraditionalruntimeenvi-
ronmentof theJava 2 platform. This extensionincludes
classesthat reify systemresources(CPU, network in-
terfaces,etc.),aswell asclassesthat modelconceptual
resources(sockets,files,etc.).Someof theseclassesare
specificto RAJE, while otherssimplyprovidealternative
implementationsfor classesof the standardJava API.
For example,standardJava classesSocket andFile are
givenspecificimplementationsin RAJE, sothatany ac-
cessto theconceptualresourcesthey modelcanbemon-
itoredandcontrolledat runtime.

RAJE thusprovidesvariousfacilitiesfor monitoringand
controlling the resourcesusedby Java applicationpro-
grams.Systemresourcescanbe monitoredaswell, al-
thoughJAMUS doesnot take advantageof this possibil-
ity yet.

Most of thecodeincludedin RAJE is pureJava and,as
such,is readilyportable.However, partof thiscodecon-
sistsof C functionsthat permit the extractionof infor-
mationfrom theunderlyingOS,andtheinteractionwith
innerpartsof theJVM (Java Virtual Machine).To date
RAJE is implementedunderLinux, andtheJVM it relies
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Figure1: Overview of theplatform’sarchitecture

on is avariantof TransVirtual Technology’sKaffe 1.0.6.
Systemresourcesaremonitoredby polling variousfiles
in the /proc pseudofile-systemof the Linux OS. The
JVM is modifiedin suchaway thatJava threadsareim-
plementedas standardLinux native threads. This ap-
proachgivesus bettercontrol over the CPU resource.
For example,it makesit possibleto monitortheamount
of CPU consumedby eachJava thread,since this in-
formationis readilyavailableunder/proc for any Linux
thread.

RAJE is dedicatedto supportinghigh-level resource-
awareapplications,suchasadaptive systems,security-
orientedsystems,or QoS-orientedsystems.TheJAMUS

platformlies at thefrontier betweenthe two lattercate-
gories.It controlstheresourcesusedby Javaapplication
programsin order to ensurea secureruntimeenviron-
mentfor theseprograms,aswell asguaranteedQoSas
farasresourceavailability is concerned.

Contractual Approach of Resource Control. Re-
sourcecontrol in JAMUS is basedon a contractualap-
proach. Whenever an applicationprogramappliesfor
beinghostedby the platform, this programmustspec-
ify explicitly whatresourcesit will needat runtime,and
in what conditions.Moreover accessconditionscanbe
specifiedin both a qualitative way (eg accesspermis-
sions)and a quantitative way (eg accessquotas). By
specifying its requirementsregarding resourceaccess
privilegesandquotas,thecandidateprogramrequestsa
specificservicefrom the JAMUS platform. At thesame
timeit promisesto usenootherresourcethanthosemen-
tionedexplicitly. Likewise,whentheplatformacceptsa
candidateprogramit promisesto provide the program
with all theresourcesit requires.At thesametime it re-
servesthe right to sanctionany programthatwould try
to accessotherresourcesthanthoseit required.

Themainoriginalityof thisapproachliesin thecontracts

that must be signedbetweenthe JAMUS platform and
theapplicationcomponentsit accommodates.Basedon
thesecontracts,JAMUS providessomelevel of qualityof
serviceregardingresourceavailability. It alsoprovides
hostedprogramswith a relatively saferuntimeenviron-
ment,sinceno hostedprogramcanaccessor monopo-
lize resourcesto thedetrimentof otherhostedprograms.
Thesecharacteristicsbothresultfrom theapplicationof
two mainprinciples,asdiscussedbelow.

AdmissionControl. Any applicationprogramthatap-
pliesfor beinghostedby theJAMUS platformmustpass
an admissioncontrol examination. This stepis under
theresponsibilityof a resourcebroker. Thebroker inter-
actswith the applicationprogramin orderto collect its
requirementsregardingresources.It thenusesthis infor-
mationin orderto decideif the candidateprogramcan
beacceptedon theplatform.

Resourcerequirementsmustbeexpressedasa setof so-
calledresourceutilisationprofiles.Section4 givesa de-
tailed descriptionof theseprofiles, while the resource
broker is furtherdiscussedin Section5.

SystematicProgram Monitoring . Oncean applica-
tion programhasbeenacceptedfor runningon the JA-
MUS platform,thisdoesnotnecessarilymeanthatatrun-
timethisprogramwill behaveexactlyasexpectedby the
platform.A hostedprogramshouldneverattemptto use
otherresourcesthanthoseit requiredduring theadmis-
sion control step. Yet, a programdesignedin a clumsy
way – or in a malevolent perspective – may attemptto
misbehave by accessingresourcesit did not explicitly
askfor.

In orderto preventsuchproblemsany programhostedby
JAMUS is consideredasnon-trustworthy. Its execution
is monitoredso asto to checkthat it never attemptsto
accessresourcesin away thatwouldviolatethecontract
it signedwith theplatformduringtheadmissioncontrol
step. The mechanismsthat permit the supervisionof a
programat runtimearepresentedin Section6.

4 ResourceUtilisation Profiles

At startupthe JAMUS platformis givena descriptionof
theresourcesit canmakeavailableto hostedapplication
programs.This informationconsistsin an enumeration
of all – or part of – the resourcesthat areavailableon
thelocalsystem,togetherwith indicationsonhow to use
theseresources.



Whenevera candidateapplicationprogramis submitted
to the admissioncontrol step,this programmustspec-
ify its own requirementswith respectto the resources
offeredby the platform. The informationprovided by
theprogramconsistsin anenumerationof theresources
it plansto useat runtime, togetherwith indicationson
how it plansto usetheseresources.

Thereis anobvioussimilitudebetweenthe information
given to the platform at startup,and that provided by
candidateprogramsat admissiontime. The conceptof
resourceutilisation profile was introducedin order to
capturethis similitude,while providing a meansto han-
dlebothkindsof informationat runtime.

Describing Resource Utilisation Profiles. From an
applicationprogram’s point of view, a resourceutilisa-
tion profile describesa specificrequirementof the pro-
gramwith respectto the resourcesofferedby the plat-
form. RAJE providesa classResourceUtilisationProfile
that modelssuch a requirement. Resourceutilisation
profilescanthusbe definedasJava code,andhandled
at runtimeasstandardJavaobjects.

ResourceUtilisationProfile

ResourcePatternResourcePermissionResourceQuota

Figure2: Object-orientedmodellingof resourceutilisa-
tion profiles.

An instanceof class ResourceUtilisationProfile basi-
cally aggregatesthreeobjects,which implementtheRe-
sourcePattern, ResourcePermission, andResourceQuota
interfacesrespectively, asshown in Figure2. Theseob-
jectsarereferredto throughattributespattern, permis-
sion, andquotain aResourceUtilisationProfileobject.

ResourcePattern
+conformsTo(other:ResourcePattern): boolean
+isMatchedBy(res:Resource): boolean

SocketPattern
+remoteDomain: InetDomain
+minPort: int
+maxPort: int

ThreadPattern
+parentId: int

FilePattern
+pathName: String

Figure3: Excerptfrom theresourcepatternhierarchy, as
definedin JAMUS.

The attribute pattern in a ResourceUtilisationProfile
hencerefersto a ResourcePattern object. The role of
this attributeis to identify preciselythekind of resource
consideredin theprofile. Someof theresourcepatterns
implementedin JAMUS areshown in Figure3. This set
is neithercomplete,nor exhaustive. New patternscould

be includedin JAMUS in thefuture,asnew kindsof re-
sourcesareallowed for, or asnew modesof utilisation
areadmittedfor known resourcetypes.

By insertingthedesiredpatternin a resourceutilisation
profile,onecancreateaprofile thatconcernsonly asub-
set of the resourcesavailable on the JAMUS platform.
For example,thefollowing instruction,

new SocketPattern(“univ-ubs.fr”, 0, 1023);

createsa resourcepatternthatconsidersonly socket re-
sources,andmorepreciselythosesockets that connect
the local systemto a specificset of remotehostsand
ports. In this examplethe remotehostmustbelongto
the Internetdomain“univ-ubs.fr” , andthe remoteport
mustbein thespecifiedport range.

A ResourcePattern objectcanthusbe usedto describe
a set of resources.By including a given patternin a
ResourceUtilisationProfile one indicatesthat this pro-
file only concernsthoseresourceobjectswhosefeatures
matchthepattern.Consequently, a ResourcePatternob-
ject also plays a role at runtime, as it can be usedto
selectbetweena set of resourceobjectsthoseobjects
whoseaccessshouldbecheckedagainstthepermission
andquotaassociatedwith the utilisationprofile consid-
ered.To achieve this goaltheinterfaceResourcePattern
definesa booleanfunction isMatchedBy(). This func-
tion takesaresourceobjectasaparameter, andit returns
a booleanvalue that indicatesif this object satisfiesa
given selectioncriterion. Each classthat implements
interfaceResourcePattern thusdefinesa specificselec-
tion policy. In the simplestcase,sucha classmay se-
lect objectresourcesbasedon their type. For example,
the classSocketPatternmay implementthe function is-
MatchedBy()in suchawaythatit simply returnstruefor
Socket objects,andfalsefor any othertype of resource
object.However, sucha simplisticfilter couldonly dis-
tinguishsocket resourcesfrom otherkindsof resources.
Resourcepatternscan also implementmore elaborate
selectioncriteria. For examplethe classSocketPattern
shown in Figure3 admitsanInternetdomainanda port
rangeasconstructionparameters.For this class,these-
lectioncriterionimplementedin functionisMatchedBy()
canexaminethevaluesof theremoteaddressandremote
port of a Socket objectin orderto selectspecificsockets
basedon the remoteendof a socket connection.With
sucha filter it is possibleto selectonly thosesockets
that connectthe local systemto a specificremotedo-
main,andto specificremoteportsin this domain.

Attributespermissionand quota in a ResourceUtilisa-
tionProfileobjectbothspecifyutilisationconditionsthat
shouldapplyto theresourcesselectedby thepatternat-
tribute. TheResourcePermissionobjectassociatedwith



the attribute permissiondefinesthesemodalitiesqual-
itatively, whereasthe ResourceQuotaobjectassociated
with the attribute quotadefinesthesemodalitiesquan-
titatively. For example, a classSocketPermissioncan
be usedto setaccesspermissionson socket resources,
whereasa classSocketQuotacan limit the numberof
bytesthatcanbesentandreceivedthroughthesesocket
resources.

Setting Restrictions on the Platform’ s Resources.
At startuptheJAMUS platformreceivesasetof resource
utilisationprofiles,which specifywhatresourcescanbe
madeavailableto hostedprograms,andunderwhatcon-
ditions (accesspermissionsandquotas).Theseprofiles
implicitly definea securitypolicy, as they imposere-
strictionson theresourcesofferedto hostedprograms.

The pieceof codereproducedin Figure 4 shows how
suchrestrictionscanbeexpressedasresourceutilisation
profiles.Thecodein this exampledefinesthreedistinct
profiles,hencethreebasicrestrictionson resourceutili-
sation. TheserestrictionsareidentifiedasC1, C2, and
C3 (whereprefixC standsfor “Constraint”)in Figure4.

int MB = 1024*1024;
ResourceUtilisationProfile C1, C2, C3;

// Global restrictions set on all socket-based
// communications: 200 MB sent, 500 MB received.
C1 = new ResourceUtilisationProfile(

new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(200*MB, 500*MB));

// Global restrictions set on any access
// to directory /tmp: 100 MB written, 100 MB read.
C2 = new ResourceUtilisationProfile(

new FilePattern(“/tmp”),
new FilePermission(FilePermission.all),
new FileQuota(100*MB, 100*MB));

// Selective restriction set on any access
// to directory /tmp/jamus: 15 MB written, 40 MB read.
C3 = new ResourceUtilisationProfile(

new FilePattern(“/tmp/jamus”),
new FilePermission(FilePermission.all),
new FileQuota(15*MB, 40*MB));

Figure4: Exampleof restrictionsimposedontheJAMUS

platform.

C1 appliesto all socket-basedtransmissions,sinceit in-
cludesa SocketPatternwith no specificationof a remote
domainor port range. It specifiesthat the platform is
assigneda limited quotaof 200 MBytes in sendmode,
and 500 MBytes in receive mode. C2 and C3 set ac-
cessconditionson thefile system.C2 specifiesthatac-
cessis grantedunderdirectory /tmp, with quantitative
limitations set to 100 MBytes in both read and write

modes.C3setsfurtherrestrictionsonaccessto directory
/tmp/jamus, allowing only 15MBytesin write modeand
40 MBytesin readmode.

Specifying Hosted Programs’ Requirements. The
classResourceUtilisationProfile is also usedby candi-
dateapplicationprogramsto expresstheir requirements
during the admissioncontrol step. In that case,an in-
stanceof ResourceUtilisationProfile returnedby a can-
didateprogramspecifieswhatkind of resourcesthepro-
gramwill needto accesswhile runningon theplatform,
andwhatpermissionsandquotasit will requirefor these
particularresources.

public class MyProgram {
public static Set getResourceRequirements(String[] args) {

int MB = 1024*1024;
ResourceUtilisationProfile R1, R2, R3, R4;

// Global requirement for all socket-based
// communications: 20 MB sent, 80 MB received.
R1 = new ResourceUtilisationProfile(

new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(20*MB, 80*MB));

// Selective requirement for connections to the specified
// Internet domain: 5 MB sent, 12 MB received.
R2 = new ResourceUtilisationProfile(

new SocketPattern(“univ-ubs.fr”),
new SocketPermission(SocketPermission.all),
new SocketQuota(5*MB, 12*MB));

// Global requirement for the file system: access limited
// to directory ’/tmp’: 30 MB written, 40 MB read.
R3 = new ResourceUtilisationProfile(

new FilePattern(“/tmp/jamus”),
new FilePermission(FilePermission.all),
new FileQuota(30*MB, 40*MB));

// Selective requirement concerning accesses to directory
// /tmp/jamus/data: 5 MB read, write access not required.
R4 = new ResourceUtilisationProfile(

new FilePattern(“/tmp/jamus/data”),
new FilePermission(FilePermission.readOnly),
new FileQuota(0, 5*MB));

Set req = new HashSet();
req.add(R1); req.add(R2); req.add(R3); req.add(R4);
return req;

}

public static void main(String[] args) { . . . }:
}

Figure5: Exampleof anapplicationprogramthatspeci-
fiesits own requirementsregardingtheresourcesit plans
to useat runtime.

Figure 5 shows how a candidateapplicationprogram
canspecifyits own requirementsregardingtheresources
offered by the JAMUS platform. In this example the



programdefinesa methodgetResourceRequirements().
This methodis systematicallycalled by the platform’s
launcherin orderto askcandidateprogramsfor their re-
quirements.

In thepresentcase,therequirementsof theprogramsplit
up into four distinct resourceutilisation profiles,which
aredenotedasR1, R2, R3,andR4(whereprefixRstands
for “Requirement”)in the figure. R1 and R2 concern
the useof socket resources.R1 specifiesthat the pro-
gramrequiresto be allowed to sendup to 20 MBytes,
andto receiveup to 80 MBytesvia network sockets.R2
givesfurther requirementsregardingsocket-basedcon-
nectionsestablishedwith aparticularInternetdomain.

R3 and R4 expressrequirementsconcerningthe use
of the file system. R3 indicatesthat the programre-
quires to be able to accessdirectory /tmp/jamuswith
read and write privileges. Moreover it may have to
write up to 30 MBytes to this directory, and read up
to 40 MBytes from this directory. Profile R4 gives
further requirementsconcerningthe accessto directory
/tmp/jamus/data. It specifiesthatat runtimetheprogram
mayattemptto readup to 5 MBytesfrom this directory.
Noticethat in this case,theprogramdoesnot requireto
beableto write to directory/tmp/jamus/data.

Checking Requirements against Restrictions. The
interfaces ResourcePattern, ResourcePermission and
ResourceQuotaall definea booleanfunction conform-
sTo(). This functioncheckstheconformitybetweentwo
objectsthatimplementthesameinterface.For example,
considerthe restrictionC1 imposedon the platform in
Figure4, andtherequirementR1expressedby a hosted
programin Figure5. Thefollowing Java statement...

R1.pattern.conformsTo(C1.pattern);

checksthat the resourcepatternassociatedwith profile
R1 conformsto thatof profile C1. A patternSa is said
to conformto anotherpatternSb if any resourceobject
that satisfiesthe selectioncriterion definedin Sa also
satisfiesthat of Sb. In the former statement,both pat-
ternsin R1andC1aredefinedassimple(parameter-less)
instancesof classSocketPattern. An evaluationof the
statementwould thusreturntrue. Similarly, thepattern
associatedwith R2in Figure5 wouldbedeclaredascon-
formingto thatof C1(sinceall socketconnectionsestab-
lishedwith domain”univ-ubs.fr” are,first andforemost,
socket connections).Notice that whenSaconformsto
Sb, this doesnot necessarilyimply thatSbconformsto
Sa. For example,C1’s patterndoesnot conformto R2’s
pattern.

While the function conformsTo() declaredin interface

ResourcePatterncheckstheconformitybetweentwo re-
sourcepatterns,thesamefunction is alsodeclaredwith
similar aims in interfacesResourcePermissionandRe-
sourceQuota. For example, if Pa and Pb denotein-
stancesof classSocketPermission, one can checkthat
all operationsallowed in Pa arealsoallowedin Pb (al-
thoughPb mayallow operationsthataredeniedin Pa).
Similarly, if Qa andQb denoteinstancesof classSock-
etQuota, thenonecaneasilycheckthatthetransmission
quotasallowed in Qa aresmallerthanthoseallowed in
Qb (so that no transmissionsequenceadmittedby Qa
wouldviolateQb).

5 ResourceBroker

Theresourcebroker implementedin JAMUS is inspired
from thatdescribedin [KN00]. A resourcebroker is an
intermediateresourcemanagerbetweenclientsandare-
sourceschedulingsystem.It is responsiblefor handling
requestsfrom clients,andfor enforcingresourcealloca-
tion andreleaseon behalfof theseclients.

At startup,the resourcebroker receives the set of re-
sourceutilisation profiles that describethe restrictions
imposedon the platform’s resources.Basedon this in-
formation,thebroker canbuild its own “perception”of
the resourcesinitially availableon the platform,andof
theconditionsseton any accessto theseresources.

Admission Control. Whenever a candidateprogram
is submitted to the admission control test, the re-
sourcebroker examinesthe requirementsof this pro-
gram. Theserequirementsaredescribedasa setof re-
sourceutilisation profiles, asshown in Section4. For
eachbasicrequirement(that is, for eachprofile submit-
ted by the candidateprogram),the broker mustdecide
if this requirementis admissible.A requirementis de-
claredadmissibleif it violatesnoneof the restrictions
imposedon theplatform.

In thefollowing we detail theevaluationprocedureof a
singlerequirement.Let Rdenotethisrequirement.In or-
derto decideif Rcanbedeclaredadmissible,thebroker
must first selectthe platform’s restrictionsthat pertain
to thesameresourcesasthoseconsideredin R. This se-
lectioncomesdown to usingfunctionconformsTo() (as
declaredin interfaceResourcePattern) to comparethe
patternattribute of requirementR with thoseof all the
platform’s restrictions. Oncea subsetof theserestric-
tions hasbeenselected,the broker checksthat the ac-
cesspermissionsandquotasspecifiedin R arecompat-
ible with the permissionsand quotasimposedin each



R2: ResourceUtilisationProfile

pattern: SocketPattern("univ-ubs.fr")
permission: SocketPermission(all)
quota: SocketQuota(5 MB, 12 MB)

R3: ResourceUtilisationProfile

pattern: FilePattern("/tmp/jamus")
permission: FilePermission(all)
quota: FileQuota(30 MB, 40 MB)

C1: ResourceUtilisationProfile

pattern: SocketPattern()
permission: SocketPermission(all)
quota: SocketQuota(200 MB, 500 MB)

C2: ResourceUtilisationProfile

pattern: FilePattern("/tmp")
permission: FilePermission(all)
quota: FileQuota(100 MB, 100 MB)

C3: ResourceUtilisationProfile

pattern: FilePattern("/tmp/jamus")
permission: FilePermission(all)
quota: FileQuota(15 MB, 40 MB)

conformsTo()

true

conformsTo()

true

conformsTo()

false

Figure6: CheckingrequirementsR2andR3againstre-
strictionsC1, C2, andC3.

of the selectedrestrictions. Once again the function
conformsTo() declaredin interfaceResourcePermission
(resp.ResourceQuota)is usedto checkthat thepermis-
sions(resp.thequotas)specifiedin Rconformto theper-
missions(resp. thequotas)specifiedin eachplatform’s
restriction.

As anexample,considertherequirementdenotedasR2
in Figure5, andassumethatthebrokeris examiningthis
requirementin orderto decideif it canbe declaredad-
missible,allowing for the restrictionsspecifiedin Fig-
ure4. UsingfunctionconformsTo() to comparethepat-
ternsof all theseprofiles, the broker can readily iden-
tify C1 astheonly restrictionimposedon thesocket re-
sourcesconsideredin R2. As a consequence,all socket
connectionsestablishedwith theInternetdomainspeci-
fied in R2shouldconformto therestrictionsimposedin
C1. Thebroker thuschecksthat theaccesspermissions
(resp. quotas)requiredin R2do not violate the restric-
tions imposedin C1. In the presentcase,R2 requires
that all accesspermissionsbe granted,which doesnot
contradictC1. Likewise,R2 requiresspecifictransmis-
sionquotas,whicharecompatiblewith thelargerquotas
imposedin C1. After this analysis,requirementR2can
bedeclaredadmissibleby thebroker (seeFigure6).

Now assumethat the broker is examining requirement
R3, as definedin Figure 5. It first observes that the
patterndefinedin R3 conformsto thosedefinedin C2
andC3. In otherwords,accessto the part of the file-
systemconsideredin R3shouldbeperformedaccording
to the restrictionsimposedin both C2 andC3. On the
onehand,analysisof theaccesspermissionsrequiredin
R3 shows that thesepermissionscontradictneitherthe
restrictionsimposedin C2, nor thoseimposedin C3.
On the otherhand,althoughthe permissionquotasre-
quiredin R3 arecompatiblewith the restrictionsset in
C2, they donotconformto thosesetin C3. Requirement

R3shouldthusbedeclaredasnon-admissibleby there-
sourcebroker: the requirementexpressedin R3 could
not besatisfiedby JAMUS without violating at leastone
of therestrictionsimposedon theplatform. As a conse-
quence,the candidateprogramshouldalsobe declared
asnon-admissibleby theplatform.

Theadmissioncontrolstepcompleteswhenall thepro-
gram’s requirementshave beenchecked. Thecandidate
applicationprogramis declaredadmissibleif all its re-
quirementsareadmissible.A programcanbehostedon
the JAMUS platform only after it hasbeendeclaredad-
missibleby theresourcebroker.

Resource Reservation. When a candidateprogram
hassuccessfullypassedtheadmissioncontroltest,it can
startrunningontheplatform.However, JAMUS commits
itself to providehostedprogramswith theresourcesthey
require.Sincetheresourcebroker is responsiblefor this
commitmenton behalfof the entireplatform, it imple-
mentsa resourcereservationscheme.Theresourcesre-
quiredby a programarereservedfor this programuntil
its executionis complete.

Resourcereservation is thus achieved by updatingthe
broker’s “perception”of the resourcesavailableon the
platform. This perceptionmostly consistsin the infor-
mation relatedto quotasin the restrictionsmaintained
by the broker. Oncea programhasbeendeclaredad-
missibleby the broker, and before this programactu-
ally startsrunning,the broker updatesthe quotavalues
in theplatform’srestrictions,basedon theprogram’sre-
quirements. The interfaceResourceQuotadefinestwo
methodsadd()andsubtract()thatsupportsuchan“arith-
metic” of quotas.

As anexample,let usagainconsidertherequirementsof
the programshown in Figure5, togetherwith the plat-
form’s restrictionsreproducedin Figure4. Assumethat
the quotasrequiredin R3 areonly 10 MBytes in write
modeand20MBytesin readmode(otherwiseR3would
notconformto C3, asshown in theformersection).With
thisassumption,theprogramcanbedeclaredadmissible
by the platform’s broker. Resourcereservation if per-
formed by updatingthe quotasspecifiedin C1 to C3,
basedonthosespecifiedin R1to R4. For example,since
thepatternin R3conformsto thepatternsin C2 andC3,
thequotasin C2andC3shouldbeupdatedbasedon the
quotarequiredin R3. TheFileQuotaobjectsin profiles
C2 andC3 shouldthusbe modifiedby subtractingthe
FileQuotaobjectdefinedin profile R3:

C2.quota.subtract(R3.quota);
C3.quota.subtract(R3.quota);



Thebrokerhenceupdatesits perceptionof theavailable
resourceswhenever a new programis admittedon the
platform. It similarly allows for thereleaseof resources
whenevera programreachescompletion.

6 Runtime Monitoring

Component Monitors and Resource Monitors.
Whena programis loadedon theplatform,theresource
brokerputsthisprogramunderthecontrolof aninstance
of classComponentMonitor. This componentmonitor
usesthe resourceutilisation profiles provided by the
programto instantiateasmany resourcemonitors.

A resourcemonitor is anobjectthatimplementstheRe-
sourceMonitorinterface.It takesa singleResourceUtil-
isationProfileasa constructionparameter. Its missionis
to monitortheresourceswhosecharacteristicsmatchthe
patterndefinedin thisprofile,andto enforcetheprofile’s
accesspermissionsandquotason theseresources.

JAMUS providesat leastone type of resourcemonitor
andonetypeof resourceutilisationprofile for eachtype
of resourceconsideredin RAJE. For example,theclass
SocketMonitorimplementsaresourcemonitordedicated
to socket resources.A SocketMonitoradmitsa standard
ResourceUtilisationProfile asa constructionparameter,
but theattributesin this profile mustrefer to SocketPat-
tern, SocketPermission, andSocketQuotaobjectsrespec-
tively. Whenmonitoringtheresourcesusedby a hosted
program,the role of a SocketMonitor is to checkthat
the socket resourcesthat satisfy the selectioncriterion
definedin the SocketPattern objectare usedaccording
to the conditionsspecifiedin the SocketPermissionand
SocketQuotaobjects.

: Socket

SM2: SocketMonitor

: ComponentMonitor

R1: ResourceUtilisationProfile
enforces

«create»

SM1: SocketMonitor

listens to«create»

R2: ResourceUtilisationProfile
enforces

Figure7: Creationof socket monitorsSM1 andSM2 in
orderto enforceprofilesR1andR2onsocket resources.

As anexample,considertheprogramshown in Figure5,
andassumethat this programhasbeenadmittedby the
JAMUS platform (after a slight modificationon R3, as
mentionedin Section5). When loading this program,
the platform createsa componentmonitor. This moni-

tor examinestherequirementsof theprogram,andsince
theserequirementsareexpressedas four resourceutil-
isationprofiles, it createsfour resourcemonitors. Two
of theseresourcemonitorsaresocket monitors,andthe
othertwo arefile monitors.Let uscall thesocket moni-
torsSM1andSM2(seeFigure7). Monitor SM1receives
profile R1 asa constructionparameter. From this time
on SM1 is dedicatedto monitoring the use of all the
Socket resourcesthehostedprogrammaycreateat run-
time, while enforcingthe global quotasspecifiedin R1
(nomorethan20MBytessent,nomorethan80MBytes
received) on thesesockets. Monitor SM2 receives R2
asa constructionparameter:it will thushave to mon-
itor only sockets connectedto hostsof the remoteIn-
ternetdomain”univ-ubs.fr” , enforcingthequotasspec-
ified in R2 (no morethan5 MBytessent,no morethan
12 MBytesreceived)on thesesockets.

Theremainingof this sectiondescribesthemechanisms
componentmonitorsandresourcemonitorsrely on.

Resource Registration and Tracking. In JAMUS all
resourcesare modelled as Java objects (instancesof
classesSocket, File, Thread, etc.).Resourceobjectscan
be createdand destroyed by a hostedapplicationpro-
gram throughoutits execution. A resourceregister is
responsiblefor keepingtrackof all theseobjectsat run-
time. This register is createdas an instanceof class
ResourceRegister. All the resourceclassesprovided in
RAJE have beenimplementedin sucha way thatwhen-
ever a resourceobject is createdor destroyed, the re-
sourceregister is notified of this event (seeFigure 8).
By consultingtheresourceregister, a componentmoni-
tor canthuskeepinformedaboutany creationor destruc-
tion of a resourceobjectby theprogramit monitors.

: ResourceRegister

: Socket : File : Thread

addResource(this)

getResources()

: ComponentMonitor

Figure8: All resourceobjectsnotify the resourcereg-
isterat creationtime. Thecomponentmonitor consults
theregisterto identify resources.

In thecurrentimplementationof theplatforma distinct
resourceregisteris associatedwith eachhostedprogram.
Moreover, eachprogramis loadedusingadistinctClass-
Loader. This approachensuresthat resourceobjects
usedby differentprogramsareregisteredseparately. It
alsoguaranteesthat two hostedprogramsdo not share
thesamename-space,hencepreventingresourcecapture
andcorruptionbetweenconcurrentprograms.



Resource Monitoring and Profile Enforcement.
RAJE providesvariousfacilitiesfor monitoringresource
objects. Someof thesefacilities areusedin JAMUS to
put resourcesunderthecontrolof dedicatedmonitors.

Resourcemonitoringis obtainedin RAJE by implement-
ing a call-backmechanismin resourceclasses.Any re-
sourceobjectadmitsa setof listeners.This setcanbe
updateddynamically. Whenevera methodis calledon a
resourceobjectby anapplicationprogram,theresource
objectinformsall its registeredlistenersthatanattempt
is beingmadeto accessthe resourceit models. A lis-
tenercanrefusethatacertainoperationbeperformedon
a resourceby returninga ResourceAccessExceptionsig-
nal to thecorrespondingresourceobject. In sucha case
theresourceobjectmustaborttheoperationconsidered,
andreturntheappropriateexceptionsignalto theappli-
cationprogram.

In JAMUS, any resourcemonitor can register as a lis-
tenerof all the resourceobjectswhosecharacteristics
matchits pattern. With this approacha resourcemon-
itor is kept informedaboutany operationattemptedon
the resourcesit must monitor. Whenever suchan op-
eration is attempted,the resourcemonitor checksthat
this operationconformsto the accesspermissionsand
quotasdefinedin theassociatedresourceutilisationpro-
file. If the monitor observesthat the operationconsid-
eredwould violate this profile, it notifies the resource
broker. The broker thenterminatesthe faulty program.
It alsoreleasesthe resourcesthis programused,so that
they canbereassignedto othercandidateprograms.

R1: ResourceUtilisationProfile

pattern: SocketPattern()
permission: SocketPermission(all)
quota: SocketQuota(20 MB, 80 MB)

SM1: SocketMonitor enforces
1

1

: Socket

listensTo

notifies

Figure9: SocketmonitorSM1“listensto” all socketob-
jects,enforcingprofileR1on theseresources.

Considerthe executionof the programshown in Fig-
ure 5, with the monitors SM1 and SM2 discussedat
the beginningof this section. At runtimemonitor SM1
wouldregisterasalistenerof all socketobjects(seeFig-
ure 9). It could the check that all transmissionsper-
formedvia thesesocketsconformto thepermissionsand
quotasdefinedin profile R1. Monitor SM2would only
have to “listen to” socketsconnectedto domain”univ-
ubs.fr”, checkingthat transmissionsvia thesesockets
conformto theconditionsdefinedin profileR2.

Notice that at runtime any socket monitoredby SM2
shouldbe alsomonitoredby SM1, asits characteristics

would match the patternsdefinedin both R1 and R2.
Thissituationis fully justifiedbecauseSM1needsto ac-
countfor thenumberof bytessentandreceivedthrough
all sockets,includingthoseconnectedto hostsof domain
”univ-ubs.fr” . Henceit is worth mentioningthat, asa
generalrule, a resourcemay be supervisedby several
monitors,just like a singlemonitor may have to super-
viseseveralresourcessimultaneously.

Synchronous vs Asynchronous Monitoring . The
above-mentionedapproachto resourcemonitoring can
bequalifiedasa synchronousapproach.Resourcemon-
itoring is said to be achieved synchronouslywhenany
attemptto accessagivenresourcecanbeinterceptedand
checked immediatelyby the monitorsassociatedwith
this kind of resource.Synchronousmonitoringcanbe
obtainedquite easily when a resourceis modelledby
an accessorobject, that is, when accessinga resource
comesdown to calling a methodon a Java object that
representsthisresourcein theJavaenvironment.Classes
Socket, DatagramSocket, File, etc. areaccessorclasses:
they modelconceptualresources,andassuchthey define
accessorobjectsthat canbe submittedto synchronous
monitoring.

All resourcescannot be monitored using the syn-
chronousapproach,though. For example,althoughall
Javaprograms(or, moreprecisely, all Java threads)con-
sumesharesof the CPU resource,they do not do so
explicitly by calling methodson an object that would
modeltheunderlyinghardwareCPU.Instead,accessto
theCPUis controlledexclusivelyby theschedulerof the
Java Virtual Machine,or by thatof theunderlyingoper-
atingsystem[Ven98].

In orderto dealwith resourcesthatcannotbemonitored
synchronously, we planto integrateasynchronousmon-
itoring facilities in RAJE. Basically, monitoring a re-
sourceasynchronouslycomesdown to consultingthe
stateof this resourceevery now andthen,in sucha way
thatthetime of theobservationdoesnot necessarilyco-
incide with the time of an attemptto usethe resource.
In the near future, RAJE should thus provide abstrac-
tions and implementationalternatives for performing
bothsynchronousandasynchronousmonitoring.Asyn-
chronousmonitoringfacilitieswill beusedin JAMUS to
allow for thoseresourcesthatcannotbemonitoredsyn-
chronously.



7 Conclusion

TheJAMUS platformis dedicatedto hostingmobileJava
components,provided that thesecomponentscanspec-
ify their requirementsregardingtheresourcesthey plan
to use at runtime in both qualitative and quantitative
terms.JAMUS implementsa contractualapproachof re-
sourcemanagementandaccesscontrol in orderto pro-
videhostedcomponentswith asafeandguaranteedrun-
time environment.Any componentthatappliesfor run-
ning on the platform is submittedto an admissioncon-
trol examination.A componentis admissibleonly if the
resourcesit requiresareavailableontheplatform.More-
over, whenacomponentis admittedontheplatform,the
resourcesit askedfor arereservedfor its soleusage.Fi-
nally, while a componentis runningon theplatform,its
executionis submittedto a constantmonitoring,sothat
resourceaccessviolations can be readily detectedand
dealtwith.

In its current implementationJAMUS is basically an
experimentalplatform, whosedevelopmentis still in
progress.Sometypesof resources(includingthemem-
ory) cannotbe monitoredyet. Moreover the platform
cansofaronly accommodatesimplemobilecomponents
suchasJava applicationprogramsandapplets.Theac-
commodationof truly migrantcomponents(suchasmo-
bile agents)couldbeaddressedin thefuture.

Since the developmentof the platform is not com-
plete, no performanceevaluation has beenperformed
yet. However, the fact that JAMUS relies on fully dy-
namicmechanismssuggeststhat thecostof monitoring
Java componentsat runtime might be ratherhigh. In
compensation,webelievethatthiscostcouldeventually
be consideredas acceptable,consideringthat the plat-
form makes it possibleto control resourcesat a very
fine grain. Anotheradvantageof thedynamicapproach
is that it makes provision for the dynamicnegotiation
(or re-negotiation)of resourcesbetweenmobilecompo-
nentsandtheplatform.This is oneof thetopicsweplan
to addressin thenearfuture.
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