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1 Intr oduction

Securityis a major issuefor mobile componentghat
roamthe Internet. Whendownloadinga software com-
ponentfrom thelnternet,it is oftenimpossibleto decide
in adwvanceif this pieceof codeshouldbe considereds
safeor potentially dangeroudor the local system. A

malicious— or simply buggy — componentmight put
the whole systemin jeopardy asit might destry cru-

cial datafiles, or consumetoo much CPU time, mem-
ory, or network bandwidth. Anotherimportantissue
when hostingmobile componentds resourcemanage-
ment. Somecomponentgando very well with sparse
resourceswhile othersrequire predictableor guaran-
teedlevelsof quality of service(QoS)regardingresource
availability.

With the JaAmus (Java Accommodatiorof Mobile Un-
trusted Softwae) platform we tackle these problems
basedon a contractualapproachof resourcemanage-
mentandaccesgontrol. JAMUS canaccommodateno-
bile Java componentsprovided that thesecomponents
canspecifytheir requirementsegardingresourceutili-
sationin bothqualitative (eg accessightsto partsof the
file system)and quantitatve terms (eg read and write
guotas).

Nowadays termssuchas“mobility” and“mobile com-
ponent”’admitmary definitionsin the computerscience
community Many projectsarein progressthataim at

supportinghemobility of softwarecomponentginclud-

ing mobile agents),as well asthe designand the de-
ploymentof mobile applicationdKT98, Bou01, Wel01,

GCKROQ]. The work reportedin this paperdoesnot

focuson componenmobility assuch.The mobilecom-

ponentsve consideraresimply untrustedlava programs
and applets,which could be downloadedfrom remote
Internetsitesor received as Email attachmentsJaMuUs

is basicallyanexperimentablatform,dedicatedo offer-

ing a safeandguaranteeduntimeervironmentfor such
basicmobile components.

Theremainingof this papeiis organisedsfollows. Sec-

tion 2 listsrecentworksthataim atgainingcontrolof the
resourcesisedby applicationprograms.Thegeneralr
chitectureof the Jamus platformis discussedn Sec-
tion 3. This sectionalsogivesanoverview of RAJE, the
runtimeernvironmentJAMUS relieson. Section4 intro-
ducesthe notion of resourceautilisation profile. It shavs
how this notionis implementedandusedin JAMUS. Re-
sourceutilisation profilesareimportantelementsn the
platform, asthey male it possibleto setrestrictionson
theresource# offers,while specifyingtherequirements
of hostedcomponentsegardingtheseresources Most
notably they arethe keys to resourcemanagemenand
control,which areundertheresponsibilityof aresource
broker. Therole andthe mainfeaturesof this brokerare
detailedin Section5. Section6 shovs how hostedcom-
ponentsare constantlymonitoredwhile runningon the
platform, andit detailsthe mechanismshat permitthis
monitoring. Section7 concludeghis paper

2 ResourceControl in RelatedWork

Theproblemof monitoringandcontrollingtheresources
used by runtime entities (ie programs, processesor
threads)has beenaddressedn several projects. This
sectionlists someof the mostrecentones,focusingon
thosethat specificallyconsiderthe issuesrelatedto re-
sourcecontrolin aJava ervironment.

TheJaraRuntimeEnvironment(JRE)of theJava 2 plat-
form implementsa securitymodelthatreliesonthecon-
ceptof protectiondomain[Gon97, GS98,Ven9g. A

protectiondomainis a runtime ervironmentwhosese-
curity policy canbespecifiedasasetof permissionsAn

accesgontrolleris associatedvith eachprotectiondo-
main. It checksary resourceaccesperformedrom this
domain,andit implementghe securitypolicy asdefined
by the permissionsssociatedvith thedomain.J-Kernel
extendsthis approachyy permittingcommunicatiorand
datasharingbetweerprotectiondomaingHCC*9§g].

Thesecuritymodelsimplementedn J-Kernelandin the



JRE rely on statelessmechanisms.Accessconditions
can thus be expressedn qualitative terms, but not in
guantitatve terms(amountof CPU, /O quotasetc.).

Ervironments such as JRes [BB97, CvE9g,

GVM [BTSt00], and KaffeOS [BHLOO] include
mechanismsthat permit to count and to limit the
amountsof resourcesisedby an active entity (a thread
for JRes,a processfor GVM and KaffeOS). However,

resourceaccountingis only achieved at coarsegrain.
For exampleit is possibleto countthe numberof bytes
sentandrecevedby athread(or by a process}through
the network, but it is not possibleto countthe number
of bytesexchangedwith a givenremotehost,or with a
specificremoteport number

ProjectsNaccio [ET99, Eva0( and Ariel [PH99 per
mit the control of resourceconsumptionat a very fine
grain. Both provide a languagefor defininga precise
securitypolicy, aswell asmechanism$or enforcingthis
policy while anapplicationprogramis running. Security
policy enforcemenis carriedout statically by rewriting
the applicationprogrambyte-codeaswell asthatof the
Java API. Generatingan API dedicatedo a specificse-
curity policy is thusa quite expensve procedure.Con-
sequently the approachproposedin Naccio and Ariel
is mostly dedicatedo the generatiorof predefinedlava
APIsthateachenforcea genericsecuritypolicy.

[CIKOO] presents another interesting resource-
constrained sandboxing approach. The sandbox
describedin this paper can enforce qualitatve and

guantitatve restrictionson the systenresourcesisedby

applicationprograms,while providing theseprograms
with soft guaranteef and fairnessof resources. It

monitorsthe applications interactionswith the under

lying operatingsystem, pro-actively controlling these
interactionsin orderto enforcethe desiredbehaiour.

The work presentedin [CIKO0O] differs from those
mentionedpreviously, asit doesnot specificallyaddress
thecontrolof theresourcesonsumedby Java programs.
Insteadit relieson the standardsharedsystemlibraries
available in Windows NT and in Linux, in order to

provide sandboxingfacilities for traditional executable
programs.

Our objective is to offer a safeandguaranteeduntime
ervironmentfor mobile componentsThis objective im-
plies that resourceconsumptiorbe kept undercontrol.
As a consequencegur work shavs similitude with the
above-mentionedrojects. However, while working on
the designandimplementationof the JAMuUs platform
we try to keepthefollowing aimsin mind.

e Monitoring and control of resouce utilisation
shouldbefeasibleat a veryfinegrain.

It shouldbepossibleto monitortheaccesgo a net-
work interfaceor to the file system,but it should
also be possibleto monitor the accesgo specific
hostsand servicesthroughthe network interface,
or to specificdirectoriesandfilesin thefile system.

e Accessonditionsshouldbe expressiblein qualita-
tive and quantitativeterms.
It should be possibleto set accesspermissions
on the resourcesusedby Java componentshut it
shouldalsobepossibleto setaccesgjuotasonthese
resources.

e The security policy enforced on a component

shouldbe derivedfrom the requirrmentexpressed
by this component.
Each Java componenthosted by the platform
shouldrun in a specificenvironment, whose“di-
mensions”should be deducedfrom the compo-
nentsrequirements.

3 Overview of the JaAmuUs Platform

The generalarchitectureof the platform is shavn in

Figure 1. The platform is implementedover RAJE, a
Resouce-Avare Java Environmentwhosedevelopment
is alsocarriedoutin ourlaboratory

Resource-Avare Java Environment. RAJE can be
percevedasanextensionof thetraditionalruntimeervi-
ronmentof the Java 2 platform. This extensionincludes
classeghat reify systemresourceqCPU, network in-
terfaces,etc.),aswell asclasseghat modelconceptual
resourcegsoclets,files, etc.). Someof theseclassesre
specificto RAJE, while otherssimply provide alternatve
implementationdor classesf the standardJava API.
For example,standardlava classesSoket and File are
givenspecificimplementationsn RAJE, sothatany ac-
cesdo theconceptuatesourceshey modelcanbemon-
itoredandcontrolledat runtime.

RA JE thusprovidesvariousfacilitiesfor monitoringand
controlling the resourcesisedby Java applicationpro-
grams. Systemresourcesanbe monitoredaswell, al-
thoughJamus doesnot take advantageof this possibil-

ity yet.

Most of the codeincludedin RAJE is pureJava and,as
suchis readilyportable.However, partof this codecon-
sistsof C functionsthat permit the extraction of infor-
mationfrom theunderlyingOS, andtheinteractionwith
inner partsof the JVM (Java Virtual Machine). To date
RAJE isimplementedinderLinux, andtheJVM it relies
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Figurel: Overview of the platform’s architecture

os

onis avariantof TransMrtual Technologys Kaffe 1.0.6.
Systemresourcearemonitoredby polling variousfiles

in the /proc pseudofile-systemof the Linux OS. The

JVM is modifiedin suchaway thatJasathreadsareim-

plementedas standardLinux native threads. This ap-

proachgives us better control over the CPU resource.
For example,it makesit possibleto monitortheamount
of CPU consumedby eachJava thread, since this in-

formationis readily availableunder/proc for any Linux

thread.

RAJE is dedicatedto supportinghigh-level resource-
aware applications suchas adaptve systemssecurity-
orientedsystemspr QoS-orientedgystemsThe JAMUS

platformlies at the frontier betweerthe two latter cate-
gories.It controlstheresourcesisedby Javaapplication
programsin orderto ensurea secureruntime erviron-

mentfor theseprogramsaswell asguaranteeoSas
farasresourceavailability is concerned.

Contractual Approach of Resource Control. Re-
sourcecontrolin JAMUS is basedon a contractualap-
proach. Whenever an applicationprogramappliesfor
being hostedby the platform, this programmust spec-
ify explicitly whatresourcedt will needat runtime,and
in what conditions. Moreover accesgonditionscanbe
specifiedin both a qualitatve way (eg accesgpermis-
sions)and a quantitatve way (eg accessjuotas). By
specifying its requirementsregarding resourceaccess
privilegesandquotas the candidateprogramrequestsa
specificservicefrom the Jamus platform. At the same
timeit promisedo usenootherresourcehanthosemen-
tionedexplicitly. Lik ewise,whenthe platformacceptsa
candidateprogramit promisesto provide the program
with all theresourcedt requires.At the sametimeiit re-
senesthe right to sanctionany programthatwould try
to acces®dtherresourceshanthoseit required.

Themainoriginality of thisapproacHiesin thecontracts

that must be signedbetweenthe JAMUS platform and
the applicationcomponentst accommodatesBasedon

thesecontracts,JAmuUs providessomelevel of quality of

serviceregardingresourceavailability. It alsoprovides
hostedprogramswith a relatively saferuntimeenviron-

ment, sinceno hostedprogramcanaccessor monopo-
lize resourceso thedetrimentof otherhostedorograms.
Thesecharacteristichothresultfrom the applicationof

two mainprinciples,asdiscussedbelow.

AdmissionControl. Any applicationprogramthatap-
pliesfor beinghostedby the JAMUS platformmustpass
an admissioncontrol examination. This stepis under
theresponsibilityof aresourcebroker. Thebrokerinter-

actswith the applicationprogramin orderto collectits

requirementsegardingresourcesilt thenusesghisinfor-

mationin orderto decideif the candidatgorogramcan
beacceptean theplatform.

Resourceequirementsnustbe expressedisa setof so-
calledresourcautilisation profiles. Section4 givesa de-
tailed descriptionof theseprofiles, while the resource
brokeris furtherdiscussedn Section5.

Systematic Program Monitoring. Oncean applica-
tion programhasbeenacceptedor runningon the Ja-

MUs platform,this doesnotnecessarilynearthatatrun-
timethis programwill behare exactly asexpectedby the
platform. A hostedorogramshouldnever attemptto use
otherresourceshanthoseit requiredduringthe admis-
sion control step. Yet, a programdesignedn a clumsy
way — or in a malevolent perspectie — may attemptto
misbehae by accessingesourcest did not explicitly

askfor.

In orderto preventsuchproblemsarny programhostedoy
JAMUS is consideredas non-trustvorthy. Its execution
is monitoredso asto to checkthatit never attemptsto
accessesourced away thatwould violatethe contract
it signedwith the platformduringthe admissiorcontrol
step. The mechanismghat permit the supervisionof a
programatruntimearepresentedh Section6.

4 Resouice Utilisation Profiles

At startupthe JAMus platformis givena descriptionof
theresource® canmake availableto hostedapplication
programs.This informationconsistsin an enumeration
of all — or part of — theresourceghat are available on
thelocal systemtogethemwith indicationson how to use
theseresources.



Whenever a candidateapplicationprogramis submitted
to the admissioncontrol step, this programmust spec-
ify its own requirementswith respectto the resources
offered by the platform. The information provided by
the programconsistdn anenumeratiorof theresources
it plansto useat runtime, togetherwith indicationson
how it plansto usetheseresources.

Thereis an obvious similitude betweerthe information
given to the platform at startup,and that provided by
candidateprogramsat admissiontime. The conceptof
resourceutilisation profile was introducedin orderto
capturethis similitude, while providing a meango han-
dle bothkindsof informationat runtime.

Describing Resource Utilisation Profiles. From an
applicationprograms point of view, a resourceutilisa-
tion profile describesa specificrequiremenbf the pro-
gramwith respectto the resourceofferedby the plat-
form. RAJE providesa classResouceUtilisationPofile
that modelssuch a requirement. Resourceutilisation
profiles canthus be definedas Jasa code,and handled
atruntimeasstandardlaza objects.

[ResourcedtilisationProfile |
T

'}
[ResourceQuota] [ResourcePermission] [ResourcePattern |

Figure?2: Object-orientednodellingof resourceautilisa-
tion profiles.

An instanceof class ResouceUtilisationPofile basi-
cally aggreyateshreeobjects,whichimplementthe Re-
sourceRattern ResouceRermissionandResouceQuota
interfacesrespectrely, asshavn in Figure2. Theseob-
jectsarereferredto throughattributespattern permis-
sion, andquotain a ResouceUtilisationPofile object.

ResourcePattern

+conf or msTo( ot her : Resour cePattern):
+i sMat chedBy(res: Resource): bool ean

bool ean

1
SocketPattern
+r enot eDoni n: | net Donai n
+minPort: int
+maxPort: int

FilePattern
+pat hName: String

1
ThreadPattern
+parent!d: int

Figure3: Excerptfrom theresourcepatternhierarchyas
definedin JAmusS.

The attribute pattern in a ResouceUtilisationPofile
hencerefersto a ResouceRattern object. The role of
this attributeis to identify preciselythekind of resource
consideredn the profile. Someof the resourcepatterns
implementedn JAMUS areshavn in Figure3. This set
is neithercomplete hor exhaustive. New patternscould

beincludedin Jamus in the future, asnew kinds of re-
sourcesare allowed for, or asnew modesof utilisation
areadmittedfor known resourceypes.

By insertingthe desiredpatternin a resourceutilisation
profile,onecancreatea profile thatconcernnly asub-
setof the resourcesavailable on the JAmus platform.
For example the following instruction,

new SocketPattern(“univ-ubs.fr’, 0, 1023);

createsa resourcepatternthat considersonly soclet re-

sourcesand more preciselythosesocletsthat connect
the local systemto a specific set of remotehostsand
ports. In this examplethe remotehost mustbelongto

the Internetdomain“univ-ubs.fr”, andthe remoteport

mustbein the specifiedportrange.

A ResouceRattern objectcanthusbe usedto describe
a setof resources. By including a given patternin a
ResouceUtilisationPofile one indicatesthat this pro-
file only concernghoseresourcenbjectswhosefeatures
matchthe pattern.Consequentlya ResouceRatternob-
ject also plays a role at runtime, asit can be usedto
selectbetweena set of resourceobjectsthoseobjects
whoseaccesshouldbe checledagainstthe permission
andquotaassociatedvith the utilisation profile consid-
ered.To achieve this goalthe interfaceResouceRattern
definesa booleanfunction isMatchedBy() This func-
tion takesaresourcenbjectasa parameterandit returns
a booleanvalue that indicatesif this object satisfiesa
given selectioncriterion. Each classthat implements
interface ResouceRattern thus definesa specificselec-
tion policy. In the simplestcase,sucha classmay se-
lect objectresourcedasedon their type. For example,
the classSodetPattern may implementthe functioniis-
MatchedBy()in suchaway thatit simply returnstruefor
Sodet objects,andfalsefor ary othertype of resource
object. However, sucha simplisticfilter could only dis-
tinguishsocletresourcedrom otherkinds of resources.
Resourcepatternscan also implementmore elaborate
selectioncriteria. For examplethe classSodetRattern
shawvn in Figure 3 admitsan Internetdomainanda port
rangeasconstructionparameterskor this class,the se-
lectioncriterionimplementedn functionisMatchedBy()
canexaminethevaluesof theremoteaddress&ndremote
port of a Sodet objectin orderto selectspecificsoclets
basedon the remoteend of a soclet connection. With
sucha filter it is possibleto selectonly thosesoclets
that connectthe local systemto a specificremotedo-
main,andto specificremoteportsin this domain.

Attributes permissionand quotain a ResouceUtilisa-
tionProfile objectbothspecifyutilisationconditionsthat
shouldapplyto theresourceselectedy the patternat-
tribute. The ResouceRermissionobjectassociatedvith



the attribute permissiondefinesthesemodalitiesqual-
itatively, whereaghe ResouceQuotaobjectassociated
with the attribute quota definesthesemodalitiesquan-
titatively. For example, a class SoketRermissioncan
be usedto setaccesgpermissionn soclket resources,
whereasa class SodketQuotacan limit the number of
bytesthatcanbe sentandrecevedthroughthesesoclet
resources.

Setting Restrictions on the Platform’s Resources.
At startupthe JAmMUS platformrecevesa setof resource
utilisation profiles,which specifywhatresourceganbe

madeavailableto hostedorogramsandunderwhatcon-

ditions (accesgermissionsandquotas). Theseprofiles

implicitly definea security policy, asthey imposere-

strictionson theresourcegfferedto hostedorograms.

The pieceof codereproducedn Figure 4 shovs how
suchrestrictionscanbe expressedsresourcaitilisation
profiles. The codein this exampledefinesthreedistinct
profiles,hencethreebasicrestrictionson resourceutili-
sation. TheserestrictionsareidentifiedasC1, C2, and
C3 (whereprefix C standgor “Constraint”)in Figure4.

int MB = 1024*1024;
ResourceUtilisationProfile C1, C2, C3;

/I Global restrictions set on all socket-based

/I communications: 200 MB sent, 500 MB received.

C1 = new ResourceUtilisationProfile(
new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(200*MB, 500*MB));

/] Global restrictions set on any access
/I to directory /tmp: 100 MB written, 100 MB read.
C2 = new ResourceUtilisationProfile(
new FilePattern(“/tmp”),
new FilePermission(FilePermission.all),
new FileQuota(100*MB, 100*MB));

/I Selective restriction set on any access
/I to directory /tmp/jamus: 15 MB written, 40 MB read.
C3 = new ResourceUtilisationProfile(
new FilePattern(“/tmp/jamus”),
new FilePermission(FilePermission.all),
new FileQuota(15*MB, 40*MB));

Figure4: Exampleof restrictionamposedntheJamus
platform.

Clappliesto all socket-basedransmissionssinceit in-
cludesa SoketPatternwith no specificatiorof aremote
domainor port range. It specifiesthat the platformis
assignedh limited quotaof 200 MBytes in sendmode,
and 500 MBytes in receve mode. C2 and C3 setac-
cessconditionson thefile system.C2 specifieghatac-
cessis grantedunderdirectory /tmp, with quantitatve
limitations setto 100 MBytes in both read and write

modes.C3setsfurtherrestrictionsonaccesso directory
/tmp/jamusallowing only 15 MBytesin write modeand
40 MBytesin readmode.

Specifying Hosted Programs’ Requirements. The
classResouceUtilisationPofile is also usedby candi-
dateapplicationprogramsto expresstheir requirements
during the admissioncontrol step. In that case,an in-
stanceof ResouceUtilisationPofile returnedby a can-
didateprogramspecifiesvhatkind of resourceshe pro-
gramwill needto accessvhile runningonthe platform,
andwhatpermissionsindquotast will requirefor these
particularresources.

public class MyProgram {
public static Set getResourceRequirements(String[] args) {
int MB = 1024*1024;
ResourceUtilisationProfile R1, R2, R3, R4;

/I Global requirement for all socket-based

/I communications: 20 MB sent, 80 MB received.

R1 = new ResourceUtilisationProfile(
new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(20*MB, 80*MB));

/I Selective requirement for connections to the specified

/I Internet domain: 5 MB sent, 12 MB received.

R2 = new ResourceUtilisationProfile(
new SocketPattern(“univ-ubs.fr”),
new SocketPermission(SocketPermission.all),
new SocketQuota(5*MB, 12*MB));

/I Global requirement for the file system: access limited
/I to directory '/tmp’: 30 MB written, 40 MB read.
R3 = new ResourceUtilisationProfile(
new FilePattern(“/tmp/jamus”),
new FilePermission(FilePermission.all),
new FileQuota(30*MB, 40*MB));

/I Selective requirement concerning accesses to directory
/I tmp/jamus/data: 5 MB read, write access not required.
R4 = new ResourceUtilisationProfile(

new FilePattern(“/tmp/jamus/data”),

new FilePermission(FilePermission.readOnly),

new FileQuota(0, 5*MB));

Set req = new HashSet();
reg.add(R1); req.add(R2); req.add(R3); req.add(R4);
return req;

}

public static void main(String[] args) {. .. }
}

Figure5: Exampleof anapplicationprogramthatspeci-
fiesits own requirementsegardingtheresource# plans
to useatruntime.

Figure 5 shavs how a candidateapplicationprogram
canspecifyits own requirementsegardingtheresources
offered by the Jamus platform. In this example the



programdefinesa methodgetResoureRequiements()
This methodis systematicallycalled by the platform’s
launcherin orderto askcandidateprogramdor theirre-
guirements.

In thepresentasetherequirementsf theprogramsplit

up into four distinctresourceutilisation profiles,which

aredenotedasR1, R2 R3, andR4(whereprefix R stands
for “Requirement”)in the figure. R1 and R2 concern
the useof soclet resources.R1 specifiesthat the pro-

gramrequiresto be allowedto sendup to 20 MBytes,

andto receve up to 80 MBytesvia network soclets. R2

givesfurther requirementsegardingsoclet-based:on-

nectionsestablishedvith a particularinternetdomain.

R3 and R4 expressrequirementsconcerningthe use
of the file system. R3 indicatesthat the programre-
quiresto be able to accesddirectory /tmp/jamuswith
read and write privileges. Moreover it may have to
write up to 30 MBytes to this directory and read up
to 40 MBytes from this directory Profile R4 gives
further requirementgoncerninghe accesgo directory
/tmp/jamus/datalt specifieghatatruntimethe program
may attemptto readup to 5 MBytesfrom this directory
Noticethatin this case the programdoesnot requireto
beableto write to directory/tmp/jamus/data.

Checking Requirements against Restrictions. The
interfaces ResouceRattern, ResouceRermission and
ResouceQuotaall definea booleanfunction conform-
sTo(). Thisfunctionchecksthe conformity betweertwo
objectsthatimplementthe sameinterface.For example,
considerthe restrictionC1 imposedon the platformin
Figure4, andtherequiremenR1expressedy a hosted
programin Figure5. Thefollowing Java statement...

R1.pattern.conformsTo(C1.pattern);

checksthat the resourcepatternassociatedvith profile

R1 conformsto that of profile C1. A patternSais said
to conformto anotherpatternSbif arny resourceobject
that satisfiesthe selectioncriterion definedin Sa also
satisfiesthat of Sh In the former statementpoth pat-
ternsin R1andC1 aredefinedassimple(parametetess)
instanceof classSoketRattern An evaluationof the
statementvould thusreturntrue. Similarly, the pattern
associategvith R2in Figure5 wouldbedeclaredascon-
formingto thatof C1(sinceall socletconnectiongstab-
lishedwith domain”univ-ubs.fr’ are,first andforemost,
soclet connections).Notice that when Sa conformsto

Sh this doesnot necessarilymply that Sbconformsto

Sa For example,C1's patterndoesnot conformto RZ's

pattern.

While the function conforms®() declaredin interface

ResouceRatternchecksthe conformity betweertwo re-
sourcepatternsthe samefunctionis alsodeclaredwith
similar aimsin interfacesResouceRermissionand Re-
souiceQuota For example, if Pa and Pb denotein-
stancesf classSodketRermission one can checkthat
all operationsallowedin Pa arealsoallowedin Pb (al-
thoughPb may allow operationghataredeniedin Pa).
Similarly, if Qa andQb denoteinstancesf classSok-
etQuota thenonecaneasilycheckthatthetransmission
guotasallowedin Qa are smallerthanthoseallowedin
Qb (so that no transmissiorsequencadmittedby Qa
would violate Qb).

5 ResourceBroker

The resourcebroker implementedn JAmMuUsS is inspired
from thatdescribedn [KNOQ]. A resourcebrokeris an
intermediateesourcenanagebetweerclientsandare-
sourceschedulingsystem.lt is responsibldor handling
requestgrom clients,andfor enforcingresourcealloca-
tion andreleaseon behalfof theseclients.

At startup,the resourcebroker recevesthe set of re-

sourceutilisation profiles that describethe restrictions
imposedon the platform’s resources Basedon this in-

formation,the broker canbuild its own “perception” of

the resourcesnitially available on the platform, and of

theconditionsseton ary accesdo theseresources.

Admission Control. Whenerer a candidateprogram
is submitted to the admission control test, the re-
sourcebroker examinesthe requirementsof this pro-
gram. Theserequirementsare describedasa setof re-
sourceutilisation profiles, as shavn in Section4. For
eachbasicrequirementthatis, for eachprofile submit-
ted by the candidateprogram),the broker mustdecide
if this requiremenis admissible.A requiremenis de-
claredadmissibleif it violatesnone of the restrictions
imposedon the platform.

In thefollowing we detailthe evaluationprocedureof a
singlerequirementLet Rdenotehisrequirementln or-
derto decideif R canbedeclarecadmissiblethe broker
mustfirst selectthe platform’s restrictionsthat pertain
to the sameresourcesisthoseconsideredn R. This se-
lection comesdown to usingfunction conforms®() (as
declaredin interface ResouceRattern) to comparethe
patternattribute of requirementR with thoseof all the
platform’s restrictions. Oncea subsetof theserestric-
tions hasbeenselected the broker checksthat the ac-
cesspermissionsand quotasspecifiedin R arecompat-
ible with the permissionsand quotasimposedin each



R2: ResourceUltilisationProfile C1: ResourceUtilisationProfile

conformsTo()

pattern: SocketPattern("univ-ubs.fr") pattern: SocketPattern()
permission: SocketPermission(all) true permission: SocketPermission(all)
quota: SocketQuota(5 MB, 12 MB) [ ------ quota: SocketQuota(200 MB, 500 MB)

C2: ResourceUtilisationProfile

conformsTo() pattern: FilePattern("/tmp")
permission: FilePermission(all)
R3: ResourceUtilisationProfile true _ -~ 7 | quota: FileQuota(100 MB, 100 MB)

pattern: FilePattern("/tmp/jamus") [«

permission: FilePermission(all) conformsTo()
%

quota: FileQuota(30 MB, 40 MB)
-~ pattern: FilePattern("/tmp/jamus")

= ~ { permission: FilePermission(all)
quota: FileQuota(15 MB, 40 MB)

C3: ResourceUtilisationProfile

Figure6: Checkingrequirementik2andR3againstre-
strictionsC1, C2, andC3.

of the selectedrestrictions. Once againthe function

conforms®() declaredin interfaceResouceRermission
(resp.ResouceQuota)is usedto checkthatthe permis-
sions(resp.thequotaskpecifiedn Rconformto theper

missions(resp. the quotas)specifiedin eachplatform’s
restriction.

As anexample,considertherequirementienotecasR2
in Figure5, andassumehatthebrokeris examiningthis
requiremenin orderto decideif it canbe declaredad-
missible,allowing for the restrictionsspecifiedin Fig-
ure4. Usingfunctionconforms®() to comparethe pat-
ternsof all theseprofiles, the broker canreadily iden-
tify C1astheonly restrictionimposedonthesocletre-
sourcesconsideredn R2 As a consequencall soclet
connectiongstablishedvith the Internetdomainspeci-
fiedin R2shouldconformto therestrictionamposedn
CLl Thebrokerthuschecksthatthe accesgpermissions
(resp. quotas)requiredin R2 do not violate the restric-
tions imposedin C1. In the presentcase,R2 requires
that all accesgpermissionde granted,which doesnot
contradictC1. Likewise, R2requiresspecifictransmis-
sionquotaswhich arecompatiblewith thelargerquotas
imposedin C1. After this analysisrequiremenR2can
be declarecadmissibleby the broker (seeFigure6).

Now assumethat the broker is examining requirement
R3 asdefinedin Figure 5. It first obsenesthat the
patterndefinedin R3 conformsto thosedefinedin C2
andC3. In otherwords, accesgo the part of the file-
systemconsideredn R3shouldbe performedaccording
to the restrictionsimposedin both C2 andC3. On the
onehand,analysisof theaccesgpermissionsequiredin
R3 shaws that thesepermissionscontradictneitherthe
restrictionsimposedin C2, nor thoseimposedin C3.
On the other hand, althoughthe permissionquotasre-
quiredin R3 arecompatiblewith the restrictionssetin
C2,they donotconformto thosesetin C3. Requirement

R3shouldthusbe declaredasnon-admissibléy there-

sourcebroker: the requirementexpressedn R3 could

not be satisfiedby JAMUS without violating at leastone
of therestrictionamposedon the platform. As aconse-
guence the candidateprogramshouldalso be declared
asnon-admissibldy the platform.

The admissioncontrol stepcompletesvhenall the pro-

gramsrequirementdiave beenchecled. The candidate
applicationprogramis declaredadmissiblef all its re-

guirementsareadmissible A programcanbehostedon

the Jamus platform only afterit hasbeendeclaredad-

missibleby the resourceébroker.

Resource Resewation. When a candidateprogram
hassuccessfullypassedheadmissiorcontroltest,it can
startrunningontheplatform. However, JAMUS commits
itself to provide hostedprogramsawith theresourceshey

require.Sincetheresourcedrokeris responsibldor this
commitmenton behalfof the entire platform, it imple-
mentsa resourcaesenationscheme.Theresourcese-
quiredby a programareresenedfor this programuntil

its executionis complete.

Resourceresenation is thus achieved by updatingthe
broker’s “perception” of the resourcesvailable on the
platform. This perceptionmostly consistsin the infor-

mation relatedto quotasin the restrictionsmaintained
by the broker. Oncea programhasbeendeclaredad-
missible by the broker, and beforethis programactu-
ally startsrunning,the broker updateshe quotavalues
in the platform’srestrictionspasedn theprogramsre-

guirements. The interface ResouceQuotadefinestwo

methodsadd()andsubtract() thatsupportsuchan“arith-

metic” of quotas.

As anexample Jet usagainconsidettherequirementsf

the programshawn in Figure 5, togetherwith the plat-

form’srestrictionsreproducedn Figure4. Assumethat
the quotasrequiredin R3 areonly 10 MBytes in write

modeand20MBytesin readmode(otherwiseR3would

notconformto C3, asshovn in theformersection).With

thisassumptiontheprogramcanbedeclaredadmissible
by the platform’s broker. Resourceresenation if per

formed by updatingthe quotasspecifiedin C1 to C3,

basednthosespecifiedn R1to R4. For examplesince
thepatternin R3conformsto the patternsn C2andC3,

thequotasin C2andC3shouldbeupdatedasednthe
guotarequiredin R3 The FileQuotaobjectsin profiles
C2 and C3 shouldthus be modified by subtractingthe
FileQuotaobjectdefinedin profile R3:

C2.quota.subtract(R3.quota);
C3.quota.subtract(R3.quota);



The broker henceupdatests perceptiorof the available
resourcesvhene&/er a new programis admittedon the
platform. It similarly allows for thereleaseof resources
wheneera programreachesompletion.

6 Runtime Monitoring

Component Monitors and Resource Monitors.
Whena programis loadedon the platform, theresource
broker putsthis programunderthecontrolof aninstance
of classComponentMonitar This componentmonitor
usesthe resourceutilisation profiles provided by the
programto instantiateasmary resourcemonitors.

A resourcamonitoris anobjectthatimplementghe Re-
souiceMonitorinterface.lt takesa singleResouceUtil-
isationPiofile asa constructiorparameterlts missionis
to monitortheresourcesvhosecharacteristicenatchthe
patterndefinedn this profile, andto enforcetheprofile’s
accespermissionandquotason theseresources.

JaMus provides at leastone type of resourcemonitor

andonetype of resourcautilisation profile for eachtype

of resourceconsideredn RAJE. For example,theclass
SodketMonitorimplementsaresourcenonitordedicated
to socletresourcesA SoketMonitoradmitsa standard
ResouceUtilisationPofile asa constructionparameter
but the attributesin this profile mustreferto SodketPat-

tern, SoketRermissionandSodketQuotaobjectsrespec-
tively. Whenmonitoringthe resourcesisedby a hosted
program,the role of a SodketMonitor is to checkthat

the soclet resourceghat satisfy the selectioncriterion

definedin the SodetRattern objectare usedaccording
to the conditionsspecifiedin the SodketRermissionand

SodketQuotaobjects.

enforces»

SM1: SocketMonitor

listens to»

R1: ResourceUltilisationProfile I

: ComponentMonitor Socket I

SM2: SocketMonitor

enforces»

R2: ResourceUtilisationProfile I

Figure7: Creationof socket monitorsSM1 andSM2 in
orderto enforceprofilesR1 andR2 on socletresources.

As anexample,considetthe programshowvn in Figure5,
andassumehatthis programhasbeenadmittedby the
Jamus platform (after a slight modificationon R3, as
mentionedin Section5). Whenloading this program,
the platform createsa componenimonitor. This moni-

tor examinesherequirementsf theprogramandsince
theserequirementsare expressedas four resourceutil-

isationprofiles, it createdour resourcemonitors. Two

of theseresourcemonitorsare soclket monitors,andthe
othertwo arefile monitors.Let us call the soclet moni-
torsSMlandSM2(seeFigure7). Monitor SM1receves
profile R1 asa constructionparameter From this time
on SM1is dedicatedto monitoring the use of all the
Sodet resourceshe hostedprogrammay createat run-
time, while enforcingthe global quotasspecifiedin R1
(no morethan20 MBytessent,no morethan80 MBytes
receved) on thesesoclets. Monitor SM2 receves R2
asa constructionparameter:it will thushave to mon-
itor only soclets connectedo hostsof the remoteln-

ternetdomain”univ-ubs.fr”, enforcingthe quotasspec-
ified in R2 (no morethan5 MBytes sent,no morethan
12 MBytesreceved)onthesesoclets.

Theremainingof this sectiondescribeshe mechanisms
componenmonitorsandresourcemonitorsrely on.

Resource Registration and Tracking. In Jamus all

resourcesare modelled as Java objects (instancesof

classesSoket, File, Thread etc.). Resourceabjectscan
be createdand destryed by a hostedapplicationpro-
gram throughoutits execution. A resourceregisteris

responsibldor keepingtrack of all theseobjectsat run-
time. This registeris createdas an instanceof class
ResouceR@gister All the resourceclassegprovidedin

RAJE have beenimplementedn suchaway thatwhen-
ever a resourceobjectis createdor destryed, the re-

sourceregisteris notified of this event (seeFigure 8).

By consultingthe resourceegister acomponenmoni-

tor canthuskeepinformedaboutary creationor destruc-
tion of aresourcenbjectby the programit monitors.

: ResourceRegister

______________________ K/‘ /JA get Resour ces()

HE,
| : Socket IJ

addResour ce(this)

: ComponentMonitor

Figure8: All resourceobjectsnotify the resourcereg-
ister at creationtime. The componenmonitor consults
theregisterto identify resources.

In the currentimplementatiorof the platforma distinct
resourceaegisteris associateavith eachhostedprogram.
Moreover, eachprogramis loadedusingadistinctClass-
Loader This approachensuresthat resourceobjects
usedby differentprogramsare registeredseparately It
alsoguaranteeshat two hostedprogramsdo not share
thesamename-spacéencepreventingresourcecapture
andcorruptionbetweerconcurrenprograms.



Resource Monitoring and Profile Enforcement.
RAJE providesvariousfacilitiesfor monitoringresource
objects. Someof thesefacilities areusedin JAMUS to

putresourcesinderthe control of dedicatednonitors.

Resourcenonitoringis obtainedn RAJE by implement-
ing a call-backmechanismn resourceclassesAny re-
sourceobjectadmitsa setof listeners. This setcanbe
updateddynamically Wheneer amethodis calledona
resourcenbjectby anapplicationprogram theresource
objectinformsall its registeredistenersthatan attempt
is beingmadeto accesghe resourcet models. A lis-
tenercanrefusethata certainoperatiorbe performedon
aresourceyy returninga ResouceAccessExceptimig-
nalto the correspondingesourcenbject. In sucha case
theresourceobjectmustabortthe operationconsidered,
andreturnthe appropriateexceptionsignalto the appli-
cationprogram.

In JAMUS, ary resourcemonitor can registeras a lis-
tenerof all the resourceobjectswhosecharacteristics
matchits pattern. With this approacha resourcemon-
itor is keptinformedaboutary operationattemptecon
the resourcest mustmonitor. Whenerer suchan op-
erationis attempted the resourcemonitor checksthat
this operationconformsto the accesgpermissionsand
guotasdefinedin theassociatedesourcautilisationpro-
file. If the monitor obseresthatthe operationconsid-
eredwould violate this profile, it notifies the resource
broker. The broker thenterminateghe faulty program.
It alsoreleaseshe resourceshis programused,sothat
they canbereassignedo othercandidatgprograms.

«listensTo | gy1: SocketMonitor enforces»
1

R1: ResourceUtilisationProfile

notifies»

pattern: SocketPattern()
permission: SocketPermission(all)
quota: SocketQuota(20 MB, 80 MB)

Figure9: SocketmonitorSM1“listensto” all socletob-
jects,enforcingprofile R1ontheseresources.

Considerthe executionof the programshown in Fig-
ure 5, with the monitors SM1 and SM2 discussedat
the beginning of this section. At runtime monitor SM1
wouldregisterasalistenerof all socket objects(seeFig-
ure 9). It could the checkthat all transmissionger
formedviathesesocletsconformto thepermissionsnd
guotasdefinedin profile R1 Monitor SM2would only
have to “listen to” socketsconnectedo domain”univ-
ubs.fr”, checkingthat transmissionsria thesesoclets
conformto the conditionsdefinedin profile R2.

Notice that at runtime ary socket monitoredby SM2
shouldbe alsomonitoredby SM1, asits characteristics

would matchthe patternsdefinedin both R1 and R2
This situationis fully justifiedbecaus&M1needso ac-
countfor the numberof bytessentandrecevedthrough
all soclets,includingthoseconnectedo hostsof domain
"univ-ubs.fr’. Henceit is worth mentioningthat, asa
generalrule, a resourcemay be supervisecby several
monitors,just like a single monitor may have to super
vise severalresourcesimultaneously

Synchronous vs Asynchronous Monitoring. The
abose-mentionedapproachto resourcemonitoring can
be qualifiedasa synchronousipproachResourcanon-
itoring is saidto be achieved synchronouslywhenary
attemptto accessgivenresource&anbeinterceptedand
checled immediatelyby the monitors associatedvith
this kind of resource. Synchronousnonitoring canbe
obtainedquite easily when a resourceis modelledby
an accessoobject, that is, when accessinga resource
comesdown to calling a methodon a Java objectthat
representthisresourcen theJavaernvironment.Classes
Sodet, DatagramSo&et, File, etc. areaccessoclasses:
they modelconceptuatesourcesandassuchthey define
accessopbjectsthat can be submittedto synchronous
monitoring.

All  resourcescannot be monitored using the syn-
chronousapproachthough. For example,althoughall
Javaprogramgor, morepreciselyall Javathreads)on-
sumesharesof the CPU resource,they do not do so
explicitly by calling methodson an object that would
modelthe underlyinghardware CPU. Instead accesgo
theCPUis controlledexclusively by theschedulepf the
Java Virtual Machine,or by thatof theunderlyingoper
atingsystem{Ven9g.

In orderto dealwith resourceshatcannotbe monitored
synchronouslywe planto integrateasynchronousmon-

itoring facilities in RAJE. Basically monitoring a re-

sourceasynchronouslhcomesdown to consultingthe

stateof this resourcesvery now andthen,in suchaway

thatthe time of the obsenationdoesnot necessarilyco-

incide with the time of an attemptto usethe resource.
In the nearfuture, RAJE shouldthus provide abstrac-
tions and implementationalternaties for performing
bothsynchronousndasynchronousnonitoring. Asyn-

chronousmonitoringfacilitieswill be usedin JAMus to

allow for thoseresourceshat cannotbe monitoredsyn-
chronously



7 Conclusion

TheJamus platformis dedicatedo hostingmobile Java
componentsprovided that thesecomponentganspec-
ify their requirementsegardingthe resourceshey plan
to use at runtime in both qualitatve and quantitatve
terms.JAMUS implementsa contractuabpproactof re-
sourcemanagemenandaccessontrol in orderto pro-
vide hostedcomponentsvith asafeandguaranteedun-
time ervironment. Any componenthatappliesfor run-
ning on the platformis submittedto an admissioncon-
trol examination.A components admissibleonly if the
resourcest requiresareavailableontheplatform. More-
over, whenacomponents admittedon the platform,the
resourcedt askedfor areresenedfor its soleusage Fi-

nally, while a components runningon the platform, its

executionis submittedto a constantmonitoring,sothat
resourceaccessviolations can be readily detectedand
dealtwith.

In its currentimplementationJAMUS is basically an
experimentalplatform, whose developmentis still in
progress.Sometypesof resourcegincludingthe mem-
ory) cannotbe monitoredyet. Moreover the platform
cansofaronly accommodatsimplemobilecomponents
suchasJava applicationprogramsandapplets.The ac-
commodatiorof truly migrantcomponentgsuchasmo-
bile agentsouldbeaddresseth thefuture.

Since the developmentof the platform is not com-
plete, no performanceevaluation has been performed
yet. However, the fact that JAMusS relies on fully dy-
namicmechanismsuggestshatthe costof monitoring
Java componentsat runtime might be ratherhigh. In
compensationye believe thatthis costcouldeventually
be consideredas acceptableconsideringthat the plat-
form makesit possibleto control resourcesat a very
fine grain. Anotheradwantageof the dynamicapproach
is that it makes provision for the dynamicnegotiation
(or re-ngyotiation)of resourcedetweermobile compo-
nentsandtheplatform. Thisis oneof thetopicswe plan
to addressn the nearfuture.
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