
How to Evaluate Transformation Based Cancelable

Biometric Systems?
(Submitted to IBPC 2012)

Rima Belguechi, Estelle Cherrier and Christophe Rosenberger
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I. INTRODUCTION

The concept of cancelable biometrics has been defined

for the first time in the pioneering article [17]. It is aimed

at enhancing privacy protection and template security, as

detailed in the recent reference [8]. Two main approaches

can be distinguished dealing with cancelable biometrics. On

the one hand, biometric cryptosystems or secure sketches,

such as those presented in [9], [7], [24], [6], [5], [2],

resort to cryptography. On the other hand, we find feature

transformations approaches. The BioHashing algorithm is

one of the most popular technique and is based on biometric

data salting. It has been developed for different biometric

modalities such as those presented in [23], [3], [18]. In

order to validate their proposition, authors generally provide

some experimental results based on performance evaluation

(EER value, ROC curves, etc.) and sometimes through a

security analysis by considering different scenarios [19].

None standard methodology has been defined in order to

qualify these privacy by design biometric systems [21] even

if some previous research works have been proposed recently

[15].

We intend in this paper to clearly define the properties

that are requested for the evaluation of cancelable biometric

systems, and we propose different attacks that can be simulated

to assess how the targeted system fulfills these properties.

The plan of the paper is the following. Section 2 first gives

an overview of definitions. We then list security and privacy

properties in the state of the art for the evaluation of cancelable

biometric systems. We present different attacks from the

impostor point of view in order to assess the previous proper-

ties. Some measures are also given to complete this security

and privacy analysis of a transformation based cancelable

biometric system. We conclude and give some perspectives

in section 4.

II. DEFINITIONS AND PROPERTIES

In the sequel, we focus on BioHashing since some

weaknesses have been reported in the former approach in

[10], [12], [20]. We suppose having a biometric modality

where the template is represented by a vector of real values

(it can be generalized to any representation like a map of

interested points).

We use the following notations like in the paper [15]. Let

bz and b́z represent the template and query biometric features

of user z, respectively. Let f be the feature transformation

function. We denote n the dimension of the f(bz) biocode

for user z. Let Kz be a set of transformation parameters

corresponding to user z. Let DO denotes a distance function

between the biometric features in the untransformed (original)

domain and DT be a distance function in the transformed

one. The cancelable biometric system outputs a verification

decision denoted Rz if the distance between the reference

biocode and query biocode is less than a threshold denoted

as ǫ:

Rz = 1{DT (f(bz,Kz),f(b́z,Kz))≤ǫ} (1)

Very few works have been dedicated to the evaluation of

such biometric systems in the literature [1], [25], [15].

The ISO/IEC 24745 ”Information technology Security

techniques Biometric information protection” defines the

security properties of a biometric system, we use the same

terms. Cancelable systems must fulfill several properties as

also mentioned in [14]:

• Revocability/Renewability:

It should be possible to revoke a biometric template and

to generate a new one from the original data. Given the

biometric template of user z, through a transformation

based cancelable biometric system, it is possible to

compute one biocode f(bz,Kz
1) given parameters Kz

1

and to revoke it by computing f(bz,Kz
2) with other

parameters Kz
2. As only the reference biocode is stored,

the revocability can be achieved easily.

• Performance:

The template protection shall not deteriorate the perfor-

mance of the original biometric system. As the perfor-

mance is related to the security of the authentication

process (e.g., minimizing the number of false acceptance),

a cancelable biometric system must be as efficient as

possible. For transformation based cancelable biometric



systems, the seed (contained in Kz for user z) can

be seen as an a priori information (or a secret key).

For this reason, a gain of performance is expected. To

assess the efficiency of a biometric system (without any

transformation), we generally consider two error metrics:

FRRO(ǫ) = P (DO(bz, b́z) ≤ ǫ) (2)

FARO(ǫ) = P (DO(bz, b́z) > ǫ) (3)

Where FRRO is the false reject rate and FARO is

the false accept rate of the original biometric system

(without any template protection). For a transformation

based cancelable biometric system, we consider the two

following metrics:

FRRT (ǫ) = P (DT (f(bz,Kz), f(b́z,Kz)) ≤ ǫ) (4)

FART (ǫ) = P (DT (f(bz,Kz), f(b́z,Kz)) > ǫ) (5)

Where FRRT is the false reject rate and FART is

the false accept rate of the cancelable biometric system

(with template protection).

• Non-invertibility or Irreversibility:

From the transformed data, it should not be possible

to obtain enough information on the original biometric

data, to prevent any attack consisting in forging a stolen

biometric template (as for example, it is possible to

generate an eligible fingerprint given minutiae [16]).

This property is essential for security purposes. For any

attack, an impostor provides an information in order to

be authenticated as the legitimate user. The success of the

attack is given by:

FARA(ǫ) = P (DT (f(bz,Kz), Az) ≤ ǫ) (6)

Where FARA is the probability of a successful attack

by the impostor for a decision threshold set to ǫ. The

Az biocode is computed by the impostor by taking into

account as much information as possible within different

contexts.

• Diversity or Unlinkability:

It should be possible to generate different biocodes

for multiple applications, and no information should

be deduced from the comparison or the correlation of

different realizations. This is an important property for

privacy issues as it avoids the possibility to trace an

individual based on the authentication information. Let be

Bz = {f(bz,Kz
1), .., f(bz,Kz

Q)} a set of Q generated

biocodes for user z and Kz
i the set of parameters for

user z for the ith revocation, it shall constitute a random

sub-sampling of {0, 1}Q. This property prevents also the

linkage attack consisting in using different biocodes of

an user to predict an admissible one. This is related to

an attack consisting in for an impostor to listen different

realizations of biocodes for the same user.

These properties are well known and often cited in papers

from the state of the art. We go further in this paper: given

a cancelable biometric system, how can we verify if these

properties are fulfilled ? Is it possible to quantify the risk

associated to the feasibility of an attack limiting one of these

properties ? We propose in the next section some measures

and attacks to answer these two questions.

III. SECURITY AND PRIVACY ANALYSIS

Based on some of the early works [17], [4] which identified

weak links in each subsystem of a generic authentication

system, some papers considered the possible attacks in

cancelable biometric systems (such as those presented in

[22], [8], [15], [18]). We follow the Shannon’s maxim (”The

enemy knows the system”), we so assume that the impostor

has all necessary information on the process used to generate

the biocode (feature generation method, biocode size...).

Note that the following study requires that the decision

threshold ǫ to be fixed. In this paper, we set the decision

threshold ǫEERT
to the EER value of the cancelable

biometric system (without any template protection). Even

if this functioning point of the biometric system has no

operational meaning, it is often used and can always be

estimated. Different other values can be used for ǫ depending

on the security requirements of the application. In order to

quantify the robustness of the studied cancelable biometric

system, we suppose having a biometric database with multiple

biometric samples for each user. Some samples permit to

generate the biometric template of each user while the others

are used for the tests. We detail below how we quantify if the

properties previously mentioned are fulfilled: eight criteria

are described below. For each criterion, a value Ai ∈ [0, 1],
i = 1, . . . , 8 is computed on the BioHashing scheme (there

is at least one criterion for one required property). These

risk values will be gathered in an eight-dimensional vector to

characterize the evaluation of the studied cancelable biometric

scheme.

The security and privacy analysis can be done for the two

classical steps in biometrics. We first focus on an authentica-

tion problem (one against one matching): we develop different

attack scenarios that an intruder would manage to impersonate

a particular genuine user. In a second step, the identification

(one against many matchings) problem is considered. In this

case, the impostor tries to impersonate one of the individuals

in the database.

A. Authentication

1) Performance (A1):

To verify if the efficiency is not decreased by using the

template protection scheme, we propose to compute the

following measure:

A1 = 1−
AUC(FART,FRRT)

AUC(FARO,FRRO)
(7)

where AUC denotes the area under the ROC curve for

both systems. Many cases are interesting to consider.



First, it may happen that A1 = 1 meaning that

the cancelable biometric system provides a perfect

performance (without any error or EER = 0%).

Second, if the value A1 is negative, it means that the

efficiency of the biometric system is deteriorated by

the template protection scheme. Otherwise, the scheme

improves performance as expected.

2) Non-invertibility or Irreversibility (A2 to A5):

This essential property can be evaluated through

different attacks. For all these attacks, we use one or

multiple biometric samples to generate an admissible

query b́z of the user z. Based on the principle of each

attack, we generate many fake attempts Az of the

genuine user (as described in equation 6):

• Zero effort attack (A2):

an impostor user x provides its biometric feature

b́x and parameter Kx to be authenticated as the

user z : Az = f(b́x,Kx)

• Brute force attack (A3):

An impostor tries to be authenticated by trying

different random values of A: Az = A

• Stolen token attack (A4):

An impostor has obtained the token Kz of the

genuine user z and tries different random values b

to generate: Az = f(b,Kz)

• Stolen biometric data attack (A5):

An impostor knows b́z (directly or after computation

of the feature on a biometric raw data) and tries

different random numbers K to generate: Az =
f(b́z,K)

To evaluate the efficiency of these four attacks, we

propose to compute for each of them, the following

criteria:

Ai = FARA(ǫEERT
), i = 2, . . . , 5 (8)

Indeed, from the impostor point of view, the FAR is the

relevant value: the intruder has to generate f(b́z,Kz)
using different available data (Kz , b́z . . . ). Recall that

the threshold has been fixed to the value ǫEERT

(obtained by computation of the EER of the cancelable

biometric system).

From the impostor’s point of view, the values Ai,

i = 2, . . . , 5 must be as high as possible.The obtained

value for each attack Ai, i = 2, . . . , 5 allows us a

ranking of the different attacks and directly gives the

risk for the system that an impostor can be authenticated

as a genuine user.

3) Diversity or Unlinkability (A6 to A8) :

A prominent feature of a cancelable biometric system

is its ability to produce different biocodes for the

same individual and for different applications. The first

criterion we want to assess concerns the unlinkability

property for privacy issues.

• Mutual information of biocodes:

In order to measure the diversity property in this

case, we propose to compute the mutual information

provided by several biocodes issued from same

biometric data as defined in (9):

I(X,Y ) =
∑

x

∑

y

P (x, y) log(
P (x, y)

P (x)P (y)
) (9)

where X and Y are two random variables and P

the estimation of the probability. In order to measure

the diversity property, we quantify the highest value

of the mutual information among different biocodes

for each individual. The value A6 is then computed

using the average value for all users of the highest

value of mutual information, according to equation

10:

A6 =
1

N

∑

z

M∑

j=1

max(I(f(bz,Kz), f(b
j
z,Kz)))

(10)

Where:

– bz: denotes the biometric template of the individ-

ual z in the database,

– bjz: denotes the jth biometric query of the indi-

vidual z in the database,

– N : the number of individuals in the database,

– M : the number of generated biocodes for each

individual,

– P : the estimation of the probability.

The second criterion we want to assess concerns

the unlinkability property for security issues.

• Listening attacks:

An impostor must not be able to extract any in-

formation from different biocodes issued from the

same user. Since biocodes can be revoked, an impos-

tor can intercept Q of them and issue a new biocode

by predicting an admissible value (as for example by

setting each bit to the most probable value). These

attacks are tested given by the following process:

– Generation of Q biocodes for user z:

Bz = {f(bz,Kz
1), .., f(bz,Kz

Q)}
– Prediction of a possible biocode value by setting

the most probable value of each bit given Bz ,

– Computation of equation (8).

⇒ A7 value for Q = 3 and A8 for Q = 11



Of course, more complex prediction methods of

the biocode given Bz could be proposed. This is

one perspective of this work. An evolution of the

efficiency of this attack (depending on the evolution

of Q) may be used to predict how many intercep-

tions are necessary for the intruder to achieve an

authentication.

These criteria allow us to quantify the robustness of cance-

lable biometric verification systems.

B. Identification

For identification, the properties are the same but the criteria

computation are slightly different. First, the values Ai, i = 1, 6
are the same for the authentication and identification contexts.

Concerning the non-invertibility and irreversibility properties,

equation (6) must be modified to:

FARA(ǫ) = max
z

P (DT (f(bz,Kz), Az) ≤ ǫ) (11)

Indeed, in the identification case, the impostor tries to

impersonate all individuals in the database. Attacks are

similar but quantified in a different way. The computation of

Ai, i = 2 : 5, 7 : 8 is realized considering equation 11.

As a conclusion of the proposed methodology, the security

and robustness of a cancelable biometric system are charac-

terized by an eight-dimensional vector (Ai, i = 1, . . . , 8). The

key benefit of this quantitative presentation is to allow easily

the comparison of cancelable biometric systems.

IV. ILLUSTRATIONS

We illustrate this methodology on two biometric modalities

for an authentication application: Finger knucle print and

fingerprint. We use generic features based on Gabor filtering

on the raw images. We obtain 128 parameters (16 scales,

8 orientations) for each image. We use a single enrollment

process for both biometric systems. Without any template

protection, we compute a simple distance (measured with the

Minkowski’s one) between the reference template bz and b́z
for each user z. Of course, these biometric systems are far to

be the best in the state of the art, they can be seen as generic

systems. In this study, we are interested in quantifying the

robustness of these systems with template protection using

the classical BioHashing process (size of the biocode: 128

bits).

In this paper, we use two biometric benchmarks:

• PolyU FKP Database [11]: 4 fingers of 165 volunteers,

each individual has provided 12 images acquired during

2 sessions,

• FVC2002 benchmark [13] dB3: composed of 8

fingerprints (resolution 355 x 390 pixels) for 100

individuals.

Table I presents the values of the different criteria

Ai, i = 1..8 describing the robustness of the studied

cancelable biometric systems. These results correspond to the

average value of each criterion for 10 tries. It is not possible

to compare results from these two biometric systems as the

used benchmarks are different. But, it is possible to quantify

which attack is the most efficient.

First, we remark that the protection scheme as expected

increases the performance of the two biometric systems (A1 >

0). For the fingerprint modality and for this benchmark, we

obtain an EER value equals to 0%. Using fingerprints, none

attack is efficient. If the threshold is set to a higher value,

all attacks would be efficient (as it can be seen in Figure

1). It is interesting to notice that the less efficient attack is

the one using the less a priori information (brute force). The

most efficient attacks (represented by a curve the most on the

left) are the stolen token and listening (N=11) ones. As the

performance of the cancelable biometric system using finger

knuckle print is lower, the threshold value to obtain the EER

is higher. In this case, all attacks are possible with the highest

value of the risk equals to 59%. That shows the importance

of the setting of the threshold value for efficiency but also for

security and privacy reasons.

V. CONCLUSION AND PERSPECTIVES

We propose in this paper a new methodology to quantify

how security and privacy properties of a cancelable biometric

system are verified. Eight criteria are proposed to quantita-

tively measure the robustness properties detailed in this paper.

They allow a rigorous comparison of cancelable biometric

systems. The key benefit of the retained quantitative-based

approach is to easily allow the comparison of new cance-

lable biometric systems. The perspectives of this work are to

compare the obtained results with the assessment of expert

in biometrics for the privacy analysis of different cancelable

biometric systems. We think also on new attacks and on more

sophisticated approaches to generate a fake biocode given all

the known information.
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