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Abstract

Validation of the behavior of a Programmable Logic
Controller (PLC) by comparison of observed I/O se-
quences to sequences built from a formal specification
model requires that the consequences of the PLC I/O scan-
ning cycle be considered. This paper proposes a method
based on an enforcement technique to interpret observed
I/O sequences so that the result of this comparison be
meaningful.

1 Introduction

As defined in [3], validation consists in checking that
the product does the right thing or, with other words, that
the product conforms to its specification. Programmable
Logic Controllers (PLC) are products which are more and
more integrated in automated systems, even to perform
critical functions; this explains why validation of PLC is
gaining an always increasing interest.

A possible solution to meet this objective is to apply
formal verification techniques ([2]) on the specification of
the control logic ([4], [13]) or the PLC code that imple-
ments this logic ([1], [5], [6], [9], [12]). These techniques
are based on an exhaustive analysis of a state space which
represents the specification or the PLC code according
to the verification objective. However, they operate on
a model and not a real device. Hence they are helpful but
not sufficient to validate a real PLC that executes a control
code.

Validation of a real PLC may be performed by confor-
mance test ([7], [11]). In this approach, the PLC is not
connected to the plant that it must control but to a test-
bench; the PLC output sequences in response to input se-
quences generated by the bench are compared to the ex-
pected sequences. A second solution for PLC validation
is to connect the controller to the plant, or to a simula-
tion of the plant (Hardware In the Loop approach), to ob-

serve the input/output (I/O) sequences in this closed-loop
system and to compare them with the expected sequences.
The first solution requires a wider state space be analyzed,
because the PLC behavior is not constrained by that of the
plant, then a longer validation time. The second solution
focuses only on the useful functional behavior (only the
constrained state space of the PLC behavior is considered)
and will be selected in this work.

However, comparison of observed and theoretical ex-
pected I/O sequences require the technological features
of the PLC, and in particular its I/O scanning cycle, be
considered. A negative comparison verdict indeed may
come from a flawed control algorithm or code or a dif-
ference introduced by this cycle; these two cases must be
distinguished. The aim of this paper is to show that an en-
forcement technique permits to meet this objective. The
modeling formalism which has been selected to specify
the expected behavior of the PLC is presented in the next
section. Some phenomena introduced by the I/O scanning
cycle are presented in section 3. Section 4 presents a brief
reminder on the selected enforcement technique, enforce-
ment by edit automaton, and the main contribution of this
paper, a method to construct from a specification model an
enforcement monitor. This method is illustrated in section
5. Concluding remarks and some perspectives are given
in the last section.

2 Description of the expected behavior

This section presents the formalism selected to rep-
resent the expected behavior of a PLC whose input and
output Boolean variable sets are respectively IPLC and
OPLC : Mealy machines.

A Mealy machine is a 6-tuple (IM , OM , SM , sinit,
δM , λM ) where:

• IM is the input alphabet; |IM | = 2|IPLC | is the size
of this alphabet and each element Ij is a Boolean
combination of elements of IPLC



• OM is the output alphabet; |OM | = 2|OPLC | is
the size of this alphabet and each element Oj is a
Boolean combination of elements of OPLC

• SM is a finite set of states si

• sinit is the initial state

• δM : SM × IM → SM is the transition function

• λM : SM × IM → OM is the output function

In the sequel of this paper, the Mealy machine is as-
sumed to be deterministic (δM is a function), minimal
and completely defined (δM is defined for every couple
(si,ij)).

An expected sequence σexp is a sequence of In-
put/Output (I/O) vectors built by firing a set of successive
transitions of the Mealy machine. This sequence corre-
sponds to a conform behavior and will be written:

σexp =

((
IPLC

OPLC

)exp

1

, · · · ,
(

IPLC

OPLC

)exp

n

)
(1)

The construction of the edit automaton that will allow
a consistent comparison of an observed sequence with an
expected sequence will be illustrated in this paper on the
example of Figure 1. This Mealy machine describes the
expected behavior of a simple logic controller with two
input variables IPLC = {i1, i2} and two output vari-
ables OPLC = {o1, o2}; its input and output alphabets
are respectively IM = {i1 · i2, i1 · i2, i1 · i2, i1 · i2}1 and
OM = {o1 · o2, o1 · o2, o1 · o2, o1 · o2}.

An I/O vector associated to a transition of the machine
is written under the form:

I/O =


i1
i2
o1
o2


A possible expected sequence can be built from this

example by defining the following scenario of successive
input changes:

• When the initial state is the active state, all inputs are
False; the two outputs are False too.

• Then, both inputs are simultaneously set to True; the
active state becomes the state 2 and both outputs be-
come True.

• The input variable i2 is reset (becomes False) after-
wards; the machine remains in the current state and
the outputs are not modified.

1(·) represents the operator of disjunction and ( ) represents the com-
plement

Figure 1. Example of specification

Therefore, the corresponding I/O expected sequence
for this scenario, where 1 means True and 0 False, is:

σexp =




0
0
0
0

 ,


1
1
1
1

 ,


1
0
1
1


 (2)

3 Observed I/O sequences features

To validate a PLC in real condition of operation, it has
to be connected to a plant, or to a software that simulates
the plant (Hardware in the Loop). Then, the values of the
inputs and outputs of the controller can be obtained at the
output and input interfaces of the plant (an output of the
plant is an input of the controller and vice versa); it is
assumed that every change of an input/output value is de-
tected and that only of the I/O vectors that differ from the
previous one are kept. The experimental input and out-
put variable sets are IPLC and OPLC . Then, an observed
sequence σobs corresponds to the sequence of I/O vectors
recorded during HIL simulation.

σobs =

((
IPLC

OPLC

)obs

1

, · · · ,
(

IPLC

OPLC

)obs

n

)
(3)

Each observed I/O vector comprises an input vector de-
fined on the set IPLC and an output vector defined on
the set OPLC . It must be noted that the definitions of
the expected and observed sequences are similar but that
the expected sequence contains input/output values ob-
tained from the specification model whereas the observed
sequence contains experimental values. Last, it must be
underlined that the HIL simulation is not used to validate
directly the controller, by mere observation of the plant
evolutions by a human operator, but to obtain observed I/O
sequences that will be compared later to expected ones.

This work assumes that the PLC which is to be val-
idated is mono-task; this assumption is quite reasonable



because most of controllers that are integrated in auto-
mated systems use this kind of task scheduling. In this
case, the execution of the control algorithm is based on a
cyclic I/O scanning that can be periodic or not. Each I/O
scanning cycle comprises 4 phases:

• Inputs reading,

• Internal and output variables computation,

• Outputs updating,

• Waiting time until the end of the period, if the cycle
is periodic.

An observed I/O sequence may differ from the ex-
pected one because the PLC code includes some flaws
(the validation verdict must be then negative) but also be-
cause the I/O scanning cycle may provoke three phenom-
ena that are not possible in the formal model: delay on
output emission, synchronization of asynchronous input
variables or desynchronization of synchronous input vari-
able. Only the last phenomenon will be considered in this
paper because even if it is less known and treated than
the synchronization phenomenon, its effects are not neg-
ligible. Indeed, it is not always possible to build a speci-
fication model in the form of a Mealy machine that does
not include simultaneous input changes for two successive
transitions, as discussed in [10]. Indeed, this phenomenon
happens when two input simultaneous changes occur dur-
ing the reading phase. As this phase is not instantaneous,
one input change may be detected and the other one not,
as illustrated on Figure 2.

Figure 2. Desynchronization phenomenon
of synchronous events during inputs read-
ing2

This phenomenon and its potential consequences on
the observed I/O sequences are illustrated hereafter on the
example of section 2, where two input values are changed
from the first to the second vector. It must be underlined
that the values of the inputs and outputs are observed from
the plant, i. e. outside of the PLC in what follows.

The observed sequence

σobs1 =




0
0
0
0

 ,


1
1
1
0

 ,


1
0
1
0


 (4)

2Only two inputs are represented in these timing diagrams but the
reasoning can be extended to more than two inputs.

can be explained by a desynchronization such that i2 is
detected by the PLC cycle before i1. The values of the
outputs in the second vector point out that the controller
has evolved to a state that corresponds to the state 3 of the
specification (o1 True and o2 False); the second observed
I/O vector does not comply with the specification, because
it is not possible to have these values of the outputs when
both inputs are True from the initial state.

The observed sequence

σobs2 =




0
0
0
0

 ,


1
1
0
0

 ,


1
1
1
1

 ,


1
0
1
1


 (5)

can be explained by a desynchronization such that i1 is
detected by the PLC cycle before i2. The values of the
outputs in the second and third vectors point out that the
controller has performed two evolutions which correspond
first to a self-loop on the initial state then to a transition to
the state 2 of the specification. However, all combinations
of inputs and outputs in this sequence comply with the
specification.

To distinguish these two cases, the observed sequence
must be interpreted before being compared with the ex-
pected sequence. This interpretation of the observed se-
quence according to the possible consequences of the I/O
scanning cycle can be performed by using enforcement
techniques, as it will be shown in section 4. These tech-
niques have been developed recently as an alternative for
software verification during runtime to the well-known
model-checking techniques that require a model be built
and that often lead to state space explosion when ana-
lyzing this model; enforcement techniques operate on se-
quences of events, then do not require any model and are
claimed less sensitive to combinatory explosion. A brief
description of the enforcement technique that has been se-
lected in this study is given in the next section before pre-
senting the application to the addressed issue.

4 Enforcement by edit automaton

4.1 Definition
Several enforcement techniques have been proposed,

for timed or non-timed systems. The technique based on
an edit automaton, introduced in [8], has been selected in
this work because it is quite suitable to solve the issue that
has been pinpointed in the previous section and can be
relatively easily applied when the specification model is a
Mealy machine, as it will be shown in the next section. In
this approach (Figure 3), an enforcement monitor receives
a sequence of events σ that may or not satisfy a given
property φ (notation σ |= φ?) and generates an output
sequence o that satisfies this property (notation o |= φ).
This monitor is composed of an automaton, termed edit
automaton, and a memory to store a sequence of events.

The following notations will be used:



Figure 3. Principle of enforcement by edit
automaton

• Σ is the set of observable events.3 In this study, an
event a is an observed I/O vector.

• Σ∗ is the set of all finite sequences over Σ. Σ∗ repre-
sents then the set of all possible observed sequences.

• σ ∈ Σ∗ is a finite sequence of events, then an ob-
served sequence.

The symbol Ø denotes the empty sequence, σ[i] de-
notes the i − th term in the sequence σ. Let σ and τ
be two sequences of actions. σ; τ is the concatenation of
both sequences and σ ≺ τ (resp. σ � τ ) means that σ is a
subsequence of τ (resp. τ is a subsequence of σ).

With these notations, an edit automaton can be defined
as a 6− tuple (Σ, Q, q0, δ, γo, γk) where:

• Σ is a finite non-empty set of observable events,

• Q is a finite set of states,

• q0 is the initial state,

• δ : Q×Σ→ Q is a labeled partial transition function,

• γo : Q×Σ→ Σ∗ defines the sequence emitted when
firing a transition,

• γk : Q×Σ→ Σ∗ defines the sequence kept in mem-
ory.

Let σ = a;σ′ be a sequence where a is the first event;
four cases are generally possible to define γo and γk:

• Validation transition (Figure 4.a) with γo(q, σ) = a
and γk(q, σ) = σ′; the event a is emitted and the rest
of the sequence is kept.

• Suppression transition (Figure 4.b) with γo(q, σ) =
Ø and γk(q, σ) = σ′; no event is emitted and the rest
of the sequence is kept.

• Insertion transition (Figure 4.c) with γo(q, σ) = a′

and γk(q, σ) = σ; a new event a′ is emitted and the
complete sequence σ is kept.

• Stop transition (Figure 4.d) with γo(q, σ) =Ø and
γk(q, σ) = Ø; no event is emitted and the whole se-
quence is deleted.

3In the original paper which introduced the edit automata, this set
was termed the ’set of actions’. We have thought that ’set of events’ is
clearer for readers with a background in Discrete Event Systems theory.

The first case means that the property φ is satisfied
when a is emitted and the second case that the event a
must not be emitted to satisfy φ. The third case means
that another event must be emitted to satisfy φ (a will be
emitted or not in a next transition) while the fourth case
that it is no more possible to satisfy φ; the outgoing se-
quence is then stopped.

On Figure 4, the label above the transition (a) is the first
event of the incoming sequence and the label below the
transition is the result of the function γo (emitted event).

Figure 4. Possible transitions of an edit au-
tomaton

4.2 Building an edit automaton from a Mealy ma-
chine

The aim of this section is to propose a method to con-
struct, from a Mealy machine which represents the spec-
ified behavior of a controller, an edit automaton that will
be able to distinguish the two kinds of observed sequences
discussed at section 3: sequences where all I/O vectors
comply with the specification (relation 5) and sequences
that contain at least one I/O vector which does not comply
with the specification (relation 4).

Construction of this edit automaton requires that the
consequences of the PLC I/O scanning cycle be integrated
in the formal model (Figure 5). As only one consequence,
desynchronization of synchronous input changes is con-
sidered in this paper, the edit automaton will include new
states and transitions that correspond to this only phe-
nomenon; the principle of the construction could be ap-
plied for the other consequences, however.

Figure 5. Construction of the edit automa-
ton

The edit automaton is constructed in two steps. The
first step is a simple syntactic transformation where a first



structure of the edit automaton is derived from that of the
Mealy machine:

• The set of states of the automaton is the same than
that of the machine.

• As an event is an I/O vector in this work, the set of
events is easily derived from the input and output al-
phabets of the machine.

• A transition of the automaton is created for each tran-
sition of the machine; this transition is a validation
transition where the incoming sequence is reduced to
the single event constructed from the input and out-
put labels of the corresponding transition of the ma-
chine.

In the second step, states that represent the possible I/O
vectors which can be observed when desynchronization
occurs and comply with the specification are introduced
for each transition that may suffer from the desynchro-
nization phenomenon; these new states are named inter-
mediate states. Suppression transitions from the specified
state to the intermediate states are then added; these tran-
sitions model changes of the I/O vector that are not rep-
resented in the theoretical specification model but may be
observed and will lead to the specified state, target of the
specified transition. Last, validation transitions are added
from the intermediate states to the downstream state of the
considered transition.

At the end of the treatment, the edit automaton con-
tains two types of states: specified states, obtained at the
end of the first step, and intermediate states, added during
the second step, and two kinds of transitions: specified
transitions which are derived directly from the specifica-
tion model and new suppression or validation transitions
that represent possible changes of the observed I/O vector
that are allowed because they can lead to a specified state.
An observed I/O sequence that will be declared conform
to the specification is a path between two specified states;
this path may cross intermediate states or not depending
on the occurrence of desynchronization.

5 Illustration

The construction method described in the previous sec-
tion will be illustrated on a reduced part of the example of
Figure 1: the transition from the state 1 to the state 2. If
this transition is fired immediately after the self-loop on
the state 1 where both inputs are False, two simultaneous
changes of inputs will occur in the theoretical model but
these changes may be desynchronized by the PLC scan-
ning cycle. The method must be applied obviously to the
similar transitions starting from the other states.

Once this part of the edit automaton will be obtained, it
will be shown how the two observed I/O sequences given
at the end of section 3 (definitions 4 and 5) are enforced
by this automaton.

5.1 Construction of the edit automaton
The result of the first step of the construction method is

shown on Figure 6. The input/output labels of the Mealy
machine are replaced by I/O vectors and all transitions are
validation transitions, i.e. when the enforcement monitor
receives the corresponding I/O vector, this vector is emit-
ted and nothing is stored in the memory of the monitor.

Figure 6. Result of the first step

The result of the second step is presented in Figure
7. The intermediate state 4 corresponds to an I/O vector
where no output has changed and the intermediate states
5 and 6 to an I/O vector where respectively only o1 or o2
has changed. The transitions from the state 1 to these in-
termediate states and between two intermediate states are
suppression transitions; the I/O vector is represented with
pale characters in this case. The transitions from the inter-
mediate states to the state 2 are validation transitions; the
I/O event is represented with dark characters.

Figure 7. Result of the second step

It must be underlined that this automaton remains de-
terministic because the events associated to the new tran-
sitions starting from the state 1 are different from those of
the initial transitions, derived directly from the Mealy ma-



chine, because they correspond to I/O combinations which
are not possible in the specification.

5.2 Enforcing observed I/O sequences
When the other observed I/O sequence (4) is applied to

this automaton, the second I/O vector provokes the sup-
pression transition to the state 6; this vector is then sup-
pressed. Moreover, no transition is starting from this state
for the third I/O vector; this means that the enforcement
of the sequence must be stopped. Implicit stop transitions
start indeed from every state for all I/O vectors that are not
associated to existing validation, suppression or insertion
transitions starting from this state. The resulting enforced
sequence is:

σenforced1 =




0
0
0
0


 (6)

and points out that the evolution was not that expected.
When the observed I/O sequence (5) is applied to this

automaton, from its initial state, the first I/O vector, which
corresponds to a self-loop on the initial state, is emitted.
The second I/O vector provokes the suppression transition
to the state 4; this vector is therefore suppressed. Then, the
third I/O vector provokes the validation transition to the
state 4 and is emitted; this is also the case for the fourth
I/O vector which causes a self-loop validation transition
on the state 2. Finally, the enforced sequence is:

σenforced2 =




0
0
0
0

 ,


1
1
1
1

 ,


1
0
1
1


 (7)

and is identical to that expected. The event consequence
of the PLC scanning cycle (second I/O vector) has been
suppressed by enforcement.

6 Conclusion

This paper has shown how an enforcement technique,
enforcement by an edit automaton, may be employed to
interpret an I/O sequence obtained by observation of the
evolutions of a closed loop system. This technique allows
in particular an observed sequence be compared to an ex-
pected sequence, built from a specification model, even if
these two sequences include different numbers of I/O vec-
tors because the PLC I/O scanning cycle has introduced
new vectors in the observed sequence.

However, this work has considered only one conse-
quence of the I/O scanning cycle: desynchronization of
theoretically synchronous events. The next step is to ex-
tend the approach to the other consequences. This might
lead however to increase significantly the number of new
states and transitions. To prevent from this immoderate
growth of the state space, enforcement approaches based
on the representation of the property to satisfy by rules
and not by an automaton are under investigation.
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