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Summary

Wireless sensor networks are specific ad-hoc networks. They are characlerized by their limited computing power
and energy constraints, This paper proposes a survey on security in this kind of network., We show what are the
specificities and vulnerabilities of wireless sensor networks. We present a list of attacks, which can be found in
these particular networks and different solutions made by the scientific commanity to secure them. Finally we take
the opportunity to present two of the most representative secure protocols, SPINS and TinySEC. Copyright (€

2009 John Wiley & Sons, Lid.
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1. Introduction

The facilitics of sensors deployment and the
reduction of costs have increased the use of wircless
sensor networks. Today we find this kind of network in
the industrial monitoring, the record of environmental
data [1][2], the home antomation | 3], the fire detection
[4], the medical {5] or even in the military. Most of
these applications are deployed to monitor an area and
to have a reaction when they record a critical factor.
Data doesn’t need to be confidential in areas such
as home automation or the capture of environmental
evenls. Bul confidentiality of data can be essential in
other applications, such as for medical diagnostic of a
patient in an hospital or for the security of a territory in
the military. An example of these critical applications
exists in the CodeBlue project {5], where sensors
collect information from a patient in a hospital. Other
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examples also exist in military applications such as
monitoring a zone of war, registration of health status
or position of troops. In these two examples, the
confidentiality of the information is essential, from a
legal point of view in the first case, and a security
point of view in the second. This security is obviously
endangered by the medium used, radio waves, but also
by specific vulperabilities of wireless sensor networks.
The solutions used in conventional ad hoc networks,
can not be applied in wireless sensor nelworks,
because the scnsors are limited by their battery
and computing power. Specifically, cryptographic
solutions currently used such as asymmetric key
solutions are too complicated to be calculated
by processors of current sensors. In addition,
all security protocols must limit the number of
messages necessary {or its proper functioning, because
communication between sensors is the main source of
energy consumption in wireless sensor networks.
These constraints [6} require us to rethink effective
current solutions in terms of speed of calculation and
energy consumption, in order to secure wireless sensor
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networks without consuming their energies.

In this paper we present the specificities of wireless
sensor networks and their vulnerabilities that we
list. Then we explain the most common solutions
proposed by the scientific community and existing
secure protocols. This paper is organized as follows :
section 2, we describe specificitics of wireless sensor
networks, focusing on their vulnerabilities and their
architecture, In section 3, we list the attacks that
threaten wireless sensor networks. In section 4, we
presenl existing solutions to counfer these attacks
and the mechanisms which are used. In section 5,
we introduce two secure protocols : SPINS [7] and
TinySEC [8]. Finally in Section 6, we conclude on
future advances.

2. Architecture of wireless sensor networks

Wireless sensor networks are specific ad-hoc
networks [9] with a larger number of nodes, a limited
energy and a lower computing power. We are going to
introduce these pariicularities in this part.

2.1. Topology

Figure 1 shows the topology which prevails in
wireless sensor networks : a set of nodes { each node
is & semsor), which are raised on an heterogeneous
zone, on objects or moving individuals, All these
nodes communicate with each other. Each node can
communicate with other nodes which are located in its
coverage area.

Fi1G. L. Topology of a wireless sensor network

Generally, wireless sensor networks are connected
to one or several sinks. These sinks have mission to
collect information circulating on the network, and
store them or send them directly via an Internet or a
GSM connection. There can be for example a laptop
or a sensor with a greater power. They monitor the
network and make a link between user and network.
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2.2. Routing

To limit the number of communications, becanse
they consume energy, wireless sensor networks need
protocols with cffective routes [10]. A solution is
to use clustering, which divides networks in many
clusters. In each cluster, a cluster-head is elected and
this cluster-head collects data from the other nodes of
the cluster. It transmits this dala {o the other clusters
and inversely. The clection of the cluster-head is made
by choosing, for example, the node with the most
important encrgy. The objective is to extend the life
of the network.

6. 2. Clusterisation’s example

Figure 2 shows an example of clustering network,
where nodes A, B, C were elected respectively
cluster-head of clusters 1, 2 and 3. We have to
take care of other preblems to limit the number
of communications, such as problems of implosion
and overlap [11]. Figure 3 shows the problem of
implosion, where node A sends data to its neighbours
B and C. Without an effective protocol, both send the
same data to their neighbour D. The energy used will
be double and we will have a redundancy of this data.
We can also have a problem of collision, if the two
nodes send data at the same time.

G, 3. fmplosion’s problem

The overlap problem is shown figure 4, where two
nodes, A and B, monitor respectively two areas, 1
and 2, and share the same arca 3. If they detect the
same information in the same time in area 3, without

Security Comm. Networks H: 1-11 (2009)
DOL: 10.1002/sec
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an effective protocol, they will send the same data
at the same time (o their neighbour C. We have a
redundancy of the data, a double consumption and
maybe a problem of collision.

F1G. 4. Overlap’s problem

These two problems show us the need of protocols
with effective routings, and with a negotiation between
nodes before they send data.

2.3. Fault tolerance

In wircless sensor networks, one or several
sensors can be deficient. Sensors are sensitive 1o
an alteration of state, like climatic phenomena
{humidity, temperature, electromagnetism) or because
their battery are low. The network have to be able to
detect this kind of error and correct it. it can modify
the routing lable to find an another route to send data.
Sensors should be able to detect deficient sensors,
which send wrong data.

2.4, Scalabiiity

The number of sensors used for application could
be some 10 thousands. The number could be more in
some networks. This scalability is one of a main asset
of wireless sensor networks, because they can monitor
alarge area, Protocols have 1o be efficient whatever the
number of sensors.

2.5. Limited energy

Most of sensors use a battery. But this baltery is
actually limited (from some days to some years).
Wireless sensor networks are often used to monitor an
arca. Sensors are deployed to never be recovered or
maodified. Moreover, it will be difficull in a network
with thousands sensors, to find a sensor, which
has a deficient battery and fo change it. To limit
their consumption, sensors have a period of sleep.
Communications and calculations use more energy.
That is why we have to limil communications and
calculations (o economize energy.

Copyright € 2009 John Wiley & Sons, Lid.
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2.6. Low power

Despite the current progress in the fabrication of
most powerful sensors, sensors have a low power of
calculation (for example 16 MHz of frequency and
128Ko of memory for MicaZ). This fow computing
power does not allow to use complex algorithm
for sensor nelworks, like complex cryptography.
Moreover, most of applications using wireless sensor
networks need a large number of sensors. That is
why, it is important these sensors are cheap, but cheap
sensors have a lower computing power. The weakness
of computing power also increases the latency of the
network. I a sensor have to do many calculations, its
responsiveness will significantly deteriorate.

2.7. Medium

The medium used is radio waves, We find generally

three technologies in wireless sensor networks

— Wi-Fi : it provides the most important bandwidth,
but its energy cost is too important for sensors
that do not require big communications.

— Bluetooth : it is used in wireless sensor networks,
but for specific applications, because it limits the
number of nodes.

— Zigbee : It is the medium of communication,
which is the most suited to wireless sensor
neiworks, with a low-cost communication, it
allows a very large number of nodes in the
network (60 000 nodes).

3. Vuinerability

The specificitics of wircless sensor networks (fow
power, limited energy, etc) expose them to many
threats. If some of these threats could be found in all
ad-hoc networks, others are specific Lo wireless sensor
networks. For most of them, they attack the limited
CTCTEY Sensors.

An attacker could try to capture some data in the
network to listen the network, if these data is sent
with no encryption. In such a case, we call a passive
attack, an attack that doesn’t modify the data. We call
an active attack, an atlack that modify or delete some
data. Following of this section, we make a list of the
most current attacks in wireless sensor networks.

3.1. Eavesdropping

This passive attack consists to listen the network
to intercept information on the network, This attack
is casy to make, if dala are not encrypted. Since this

Security Comm. Nenworks 00: 1--11 (2009)
DOT: §0.1002/5ec
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attack doesn’t modify the data, it is difficult to detect
it.

3.2, Message’s injection

The attacker will send many messages on the
network. The aim may be to send false information
or simply o saturate the network. |

3.3. Flooding

An attacker will use one or many malicious nodes
or something else with a powerful signal, to send
regularly some messages in the network, to flood it,
This is an aclive attack such as deny of service, to
consume the energy of nodes in the network [12].

3.4. Node compromige (Destruclidn or theft)

Theft or the destruction of one or many nodes is the
simplest physical attack in wireless sensor networks.
Sensors are deployed in an area, which can not atways
be monitored. One physical person can steal one or
many nodes, or can destroy them. The network can
not work if a node, that link two nodes, is destroyed
or stolen. Moreover, if a node is stolen, an attacker
can capture some.data in this node, like cryptographic
data. He can also reprogram the sensor, which can
become a malicicus node in the network and will spy
the network, like explained in [13], [14] and [15].

3.5. HELLO Floeding

Many discovery protocols in ad-hoc network use
the sending of Hello message to discover neighboring
nodes and to automatically create a sensor network.
With an attack of Hello Flooding, an attacker can use
a device with large enough transmission power could
compromise every node of the network that this device
is its neighbor.

In [16], we find an example of this attack, showing
picture 5, of a malicicus node with a powerful
connection, which sends HELL.O messages to nodes
of the network. The neighbouring nodes V believe that
the malicious node is a neighbour and will send data
to it, but because they are far away, they send packets
into oblivion.

3.6. Radio jamming

An attacker sends some radio waves at the same
frequency that it used by wireless sensor networks
{12]. The nodes can not communicate if the transport
mediom is flooded by radio interferences.

Copyright © 2009 John Wiley & Sons, Lid.
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F1G. 5. HELLO Flooding attack

3.7. Black Hofe Attack

The black hole attack consists at first 1o insert a
malicious node in the network [16). This malicious
node, in several ways, will change routing tables, to
force a maximum of neighboring nodes to send data
to it. After that, like a real black hole in space, all
recovered data will never be sent back by the malicious
node. The picture 6 shows a malicious node X, which
has created a black hole auack. It has changed the
routing table of clusters 1, 2, 3 and 4, which send
their data to it. In this case, the black hole created
by the malicious node X, will never send data, and
the communication between the four clusters becomes
impossible.

F1G. 6. An example of black hole attack in a clustering
network

3.8. Selective Forwarding (Grey hole attack)

This is a variant of the black hole attack {i6].
Like in the black hole attack, an attacker will insert
a malicious node in the network and this node will
change the routing to capture data around it. Unlike the
black hole, the attack of selective forwarding relays
information. For example, the malicious node will
relay all information concerning the routing and it will
not relay data, which is critical. That is why, this kind
of attack is more difficult to detect than the black hole
attack. If the malicious node works normally, it can not
casily be detected.

Security Comm. Networks 00: 1-11 (2009)
DOL 10,1002/scc
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3.9. Wormhole attack

This attack needs 1o insert in the network at feast
two malicious nodes [17]. These nodes are connected
by a powerful connection such as a wired Haison or a
powerful wireless signal.

This attack wrongs the other nodes of the network
on the distance between the two bad nodes, and
proposes a roule quicker. Generally the routing
protocols search the route with the shortest number of
hops. In a wormhole attack, the two malicious provide
to achieve a distani position with an unigue hop. This
possibility will wrong other nodes on the real distances
that separate the two malicious nodes. The nodes will
choose this shortest route for send their data, and they
will send (heir information 1o the malicious nodes.
The wormhole attack is showed in the figure 7. Two
malicious nodes X1 and X2, connected by a powerful
connection, make a wormhole. The nodes A and B will
choose the shortest route provided by the wormhole
for send their data. Data will be captured by the
malicious nodes and the attacker.

MG, 7. A wormhole attack

3.10. Sinkhole attack

A malicious node will attack directly the data,
which circulate near the sink, because the sink is the
point, which catch the maximum of data on the entire
network [16]. To do this attack, the malicious node
will offer the quickest route to reach the sink, using
a powerful connection, as shown in figure 8.

Nodes, which are near the malicious node, will send
data for the sink o it. All information, which is sent
from these nodes to the sink, may be captured by the
attacker.

An attacker can make an attack even more powerful.
The attacker can use wormhole attacks associated with
a sinkhole attack. The aim is to use these wormholes Lo
cover all the nodes in the network, as shown in figure
9. The malicious nodes X1, X2, X3 are connected
with powerful connections and make wormholes, X3

Copyright € 2009 John Wiley & Sons, Litd.
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F1G. 8. A sink hole attack

is connected fo the sink with a powerful connection
to make a sinkhole attack. This is known as a sphere
of influence exerted by the attacker on the network,
because it is then able to recover all the information
circulating in the wireless sensor network,

F1G. 9. An example of sinkhole attuck using wormhole
attacks

3.11. Specific sensor attack

This kind of attack depends on the kind of sensor;
An attacker will modify by physical means the
response of a sensor. For example, it can light a fame
in fromt of a thermal sensor or Hght a lamp in front of
a brightness sensor. The aim is to deceive sensor, and
then send or record false information on the network,
or simply to react quite a long time a node or a
network, so that they consume their energy.

3.12. Sybil attack

A Sybil attack 18] is a malicious sensor which is
masquerading as multiples sensors. It will modify the
routing table, which will be wrong. A malicious node,
which is masquerading as multiple nodes, can have
an important advantage for a cluster head clection.
With a higher number of votes, it may compromise its
neighboring nodes 10 become a cluster head,

Security Comm. Nesworks 00 1--11 (2000)
DOI: 10.1002/sec
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3.13. Infinite loops

An attacker can use two or more malicious nodes to
send infinitely packets on the network. Because these
messages will be endlessly sent by the network like
a ping-pong game, sensors will consume (heir energy
and the network will saturate.

3.14. Message alteration

A malicious node will catch a message and change
it. It will add wrong data (about the receiver, the
sender or information itself) or delete some packets.
The message will be illegible.

3.15. Slowdown

An attacker can use some malicious nodes to
slowdown the network, It can use a selective
forwarding attack to do it. This slowdown may be
crucial if the network sends critical information like
fire delection or intrusion. This information will be
slowed so that the attacker can have an advantage.

3.16. Sleep deprivation torture

An attacker sends many messages or asks calcula-
tions to a sensor. The aim is to prevent the sensor to
sleep to consume his energy until the sensor become
out of order. This active attack prevents a sensor (o
sleep in different ways [ 19]. If the sensor can not sleep,
it will consume very guickly its battery to be out of
service.

4. Security Mechanisms

To counter these attacks, that threaten wireless
sensor networks, several researches are trying to find
appropriate solutions. These solutions have to take into
account the specificities of wircless sensor networks.
We have 1o therefore find simple solutions that allow
securing the network while consuming as little energy
as possible and that these solutions are adapted to a
low computing power.

Among these solutions, there are mechanisms such
as the data partitioning, using key management, intru-
der detection by lecation or even trust management.

4.1. Data Parlitioning

[20] and [21] give a solution to prevent the caplure
of information in wireless sensor networks by the data
pariitioning. The aim is to divide the information into

Copyright & 2009 John Wiley & Sons, Lid,
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several parts.

If a sensor tries to send information, it will cut the
dafa into several packets of fixed size. Each packet
will be sent on a different route. Packets will pass
in different nodes. Packets will eventually be received
by the sink, which could then bring them together fo
reproduce information. All these paris will be received
by the sink, which will assemble data to have the
information. If someones want to read the information,
he needs to have all the paris. The problem of this
solution is that it consumes more energy, because
data come from more sensors. An attacker have to
catch all packets of a message if it want to know the
information. In order to do if, it has to be able o
listen the entire network. It is more complicated {or
an attacker to have the information, but this solution
increases the cnergy’s consumption (with a risk of
overloading freatment), because it needs to use a
number of nodes more important to communicate,

FIG. 10. An example of partitioning data

An example of this solution is represented by the
figure 10, where a sensor A divides a message into 3
packets which are going to follow 3 different routes.

4.2. Key management

As we have explained before, it is not possible in
wireless sensor networks to use complex encryption
methods like use of assymetric keyS. The low
computing power of sensor processor does not allow
it, and when it periits, the computing time is too long
and incompatible with a responsive network, The table
1 is an example of time execution made by [22].

However, it is possible to use simple key
management with symmetric keys as shown in
23]

PFour types of cryptography are used :

— Global key : one key is shared by the entire
network. To send a message, information is
encrypted with this key. Once the message is

Securiry Comm. Networks 00: 111 (2009)
DOL: 10,1002/sec
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. RSA-1024 ECC-i160
Sensor node
Performance Performance
MICAZDOT 22008 160s
MICA2MMICAzZ | 12005 0.87s
TelosB 5705 05s

Tas. L Time needed by the sensor nodes to perform $SL/TLS
handshake

received, it can be decrypted with the same key.
This selution is an energy-efficient solution of
cryplography . The information is encrypted
once by the sender and decrypted only once by
the receiver. However, it's the solution with a
limited security, 17 an attacker could find the
key, he is able to hear the entire network which
communicates with this unigue key. To know
this key also allows the possibility to inserl a
malicious node in the network.

— Pair wise key node : Each node has a different
key to communicate with a neighboring node
which shares this key. So if one node has
“n" neighbours, it will have "n" key stored
to communicate with its neighbours. In this
solution, a node that will send a message have
{0 encrypt the message with key neighbour who
will receive the information. The neighboring
node will decrypt information to re-encrypt with
the key corresponding to the following receiver.
This solution increases considerably the security
of the network, because if an attacker discovers
a key, this key is just able to communicate
with two nodes, and limits the power of this
attack. The attacker have to find all pair wise
key to listen the entire network. However, this
technique is not energy-efficient especially in
time of calculation, since each pair of nodes
which transmits information must encrypt and
decrypt a message. The lifetime of the network
and #s rate is going 1o be reduced.

— Pair wise key group : Each group or cluster
has a key to communicate between nodes in
the cluster. Cluster-heads use a single key for
all cluster-heads to communicate or use a pair
wise key to communicale between two cluster-
heads. This solution is an hybrid solufion to the
first two techniques of encryption and offers
a compromise between security and cnergy
efficiency,

It may limit the number of encryption in

Copyright © 2009 John Wiley & Sons, Lid,
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communications. However it increases the work
of clusters heads, which have to decrypt and
encrypl the information. To be effective, we have
to ensure that cluster-heads change regularly in
order not to consume all the energy of the cluster
head.

~ Individual key : In this solution, each node has its
own key to encrypl data. This key is only known
by the sink. As a consequence, a message sent by
this node goes around hidden on the network unti)
it reaches the sink.
This solution is one of the better way to limit the
consumption of the network. Nevertheless, this
solution secures only comumunication between a
node and the sink.

4.3. Generation

One solution proposed by [24] is to use a key
generation. Each period or generation, the sink sends
a new key to the whole network, This key is used as
a certificate to each node, to prove it belongs to the
network. If an unidentified node tries to come into the
wireless sensor network and if it does not have this key
generation, the network will refuse its integration.

Another benefit of this technique is that it limits
substitution attacks of a sensor and the reprogramming
of the sensor to be reused in the network. If this node
is removed at the momerd (O with the key generation
K{0), by the time the attacker reprograms 10 bring it
back into the network, it will have elapsed time "x".
When the sensor will be back in the network, key of
the new generation will be then K(x). The malicious
node will ask its neighboring nodes to return in the
network with the key K(0} and not K(x) because he
was unable to receive this new key. As K (0) ! = K (),
neighboring nodes will not aceept its request and the
malicious node won’t join the network.

FiG. 11. Detection of a malicious node with key generation

Security Comm, Networks . 1-11 (2009)
DOL: 10.1002/s¢ec
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An example is given in figure | 1, where four sensors
A, B, C, D are part of a sensor network which
communicate with a symmetric pair wisé key node.
In Phase 1, sensors have a key generation 5. In Phase
11, the A node is removed by an attacker, and during
its absence on the network, the sink forward a new
generation key 7. In Phase 111, the sensor A which has
been reprogrammed and reinserted into the network
makes an inseriion request into the network to sensor
B and sensor C. In Phase I'V nodes B and C reject the
request of A, because comparing their key generation,
they found that they are different.

This technique is energy-cfficient and easy to
deploy. However it directed only closed networks,
which can not accept new nodes. Moreover, there is
the probiem of a node, which can not receive a key 10
progress time,

4.4, Localization

A mechanism used te detect malicious nodes and
especially wormhole attacks, is to use a technique
for locating geographically a node, as proposed by
{257 and {26]. For this solution, the wireless sensor
network have o be equipped with specific sensors
called beacon, which are sensors that knowing their
geographical position. They use for example a GPS
equipment.

With the localization, if & sensor requests to join
the network, beacons will receive this request and
be able to estimate its location with cheir listening
area. Beacons will make a grid of their respective
listening area, and each beacon node, which received
the request for entry in the network, will vote for an
area of the grid that is able to hear. The area which
receives the greatest number of votes will be supposed
10 be the area where is the new sensor.

Figure 12 shows an example of election between
4 beacon sensors A, B, C and D. They make a grid
of their area listening. They vote for each zone of
the grid. They can estimate the position of the sensor
which they are able o estimate. The new sensor should
be found in the area with the most votes, in this
example area with 3 votes.

In case of a wormhole attack with two malicious
nodes, they will be geo-located by beacon nodes,
which are going 1o be to able to determine the distance
between the two nodes. They can see if this distance is
higher than the normal distance for a communication
in one hop, and then detect the attack. The problem of
this solution is that it nceds beacon sensor equipped
with GPS device (and it is more expensive) or pre-
calibrated on the ground.

Copyright (€) 2009 John Wiley & Sons, Ltd,
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Fi1G. 12. Localization with beacons

4.5. Trust management

One solution proposed by {271, [28], [29], [30],
[31] and {32] is to use the mechanisms of trust and
reputation that can be found in peer to peer networks
[33], community networks or even market websites
like Ebay .

In this kind of network as in wireless sensor
networks, it is hard, because of the large number of
nodes, to know what node can be a malicious node.
To detect and protect the integrity of the network,
cach node of the network will monitor its neighboring
nodes and their actions over time. Depending on
actions taken by its neighboring nodes, a node will
increase a level of trust of these nodes, based on its
reputation. When a node does not carry out a request,
its Tevel of trust will fall. If this node always sends
comrectly data, its level of trust will increase.

With the help of these levels of trust, a node will
then choose the most secure route for sending data.
Instead of going through the fastest route (number of
hops or geographical distance), the node will choose
to send its data via nodes with the highest level of trust
(the safest route).

F16G. 13. Routing with trust management

This mechanism is represented figure 13, where a
node A has to send data to a node D. Instead of going
through the shortest route which passes through X,
which is a node with a level of trust of 3 (fevel is
between 0 and 10, 10 is the highest level of trust),
that is potentially a malicious node, the node A will
send information via nodes B and C that they have

Security Comm. Networks 00 141 (2000
DOL: 10.1002/sec
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a level of trust of 8 and 9 and which propose the
safest route., With this solution, it also uses a technigue
called watchdog [34]. In the mechanism of watchdog,
each communicalion between two nodes A and B
ts heard by an intermediate node C, located in the
area of communication, The node can oversee if this
communication has been carried out, as shown in
Figure 14,

F1G. 14. An example of warchdog

These techniques make it possible to eliminate
nodes that are potentially dangerous, and protect data
to go through these nodes. Solutions based on the
frust management are energy-cfficient, and can not
use cryptography in a network, which doesn’t need 2
high security. But for networks that require maximum
security, they are not always adapted. Thus a malicious
node that just record data on the network and, would
behave in the normal way, is hardly detectable.

5. Security protocols

Among the security protocols, SPINS [7] and
TinySEC [8] are currently the most widely used.
This iw why, we choose to describe the security
mechanisms used by these two protocols in this
section.

5.1. SPINS

SPINS (Security Protocols for Sensor Networks) is
a protocol based on two blocks of security : SNEP and
HTESLA [35].

SNEP uses two securily mechanisms. The first
is to encrypt to ensure the confidentiality of data
and the second is to use a code authenticity of
messages MAC (Message Authentication Code) to
ensure authentication and data integrity between two
entities.

With SNEP, for each first exchange of data between
two nodes, the sender node adds a string of random
bits in the beginning of the message, also called
the initial vector (IV). Then it encrypts the message
with a DES-CBC function. This technigue prevents

Copyright € 2009 John Wiley & Sons, Ltd.
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an aftacker, who is listening to the network and who
knows the encryption key, from understanding the
message, cven if it has got an cquivalent of the
message cleared and encrypted. The two nodes then
share a counter allowing them to use cipher blocks in
counter mode (CTR). They stop using initial vector.
For each block exchanged, the counter is incremented.
An attacker can decrypt the information if he can see
exactly the same message several times encrypied.
Using a random initial vector and a counter prevent
this possibility. A single message will be followed
unencrypled cither by a string of bits or by a counter
always different. #TESLA allows the use of broadcast
authenticated. 1t is a version suited to wireless sensor
networks of protocol TESLA [36]. #TESLA uses a
symanetrical authentication linked to an asymmetrical
method where the symmetrical keys are disclosed over
time. To enable this authentication, it is necessary
that the sink and the different nodes be loosely
synchronized. The sink adds a MAC key in the packets
to send, which remains secret at this moment. A node
receiving this packet can verify that the MAC key has
not been disclosed through its synchronized clock yet.
If' it has not been disclosed, it can be deduced that
only the sink knows the MAC key and an attacker
was unable to alter the message during its transit, It
can then store the packet in its buffer until the next
disclosure of the key. When the key is released, it will
decrypt the message and verify its anthenticity.

5.2. TinySEC

TinySEC is a security package integrated in
operating system TinyOS [37].

The aim of this link layer is to detect unauthorized
packets while they are injected for the first iime
into the network, to prevent their spread in the
network that would generated by communications, 1o
a loss of encrgy. TinySEC establishes authentication
mechanisms (with the use of MAC key), encryplion
of information and protection against duplication of
information.

To allow greater freedom of action, TinySEC offers
two different security options

— TinySEC-Auth the security provided only
authentication data. The data are not encrypled,
but are sent with a MAC key to ensure the
authenticity of the sender.

— TinySEC-AE : the security concerns awthentica-
tion and data encryption. The data are encrypted
and sent with a MAC key generaled from the data
encrypted.

Security Comm. Networks : 1-11 (2009
DO 16, H)02/sec
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For authentication and encryption TinySEC uses
a building cipher block channels with CBC-MAC
to create and verify the key MAC. This method is
particularly suitable for sensor networks becanse it
does not require a large memory. However CBC-MAC
is not a secure solution for packets with various sizes
because it can be easily circumvented.

6. Conclusion

Recent fechnological advances in wireless sensor
networks have allowed widespread use of this kind of
network. But information is stifl vulnerable to many
attacks, which arc often specific to ad-hoc networks,
or even exclusive to wireless sensor networks,

Some solutions are proposed by the scientific
community 1o counter these attacks. But these
solutions have not yet a maximum security. The
tow computing power of sensors and especially their
limited energy are obstacles to the deployment of
advanced techniques, and we are still searching for
solutions, which can accomodate security, would meld
life-time and a good latency of sensors. We have to
remember that they are not an only secure solution
in wireless sensor networks. The level of security in
wireless sensors networks depends on the application
that we have to deploy.
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