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Code Identifier Length Type
EAP-FAP

FAP-
Code

Data
Length

Data ...

0 8 16 32 39
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Authenticator
(AP)

RADIUS
client

Authentication Server
                          (FAPS)
Ubuntu 6.10

FreeRADIUS
1.1.3

EAP

EAP-FAP

EAP

Supplicant (FAPC)

Ubuntu 6.10

XSupplicant-
1.2.8

EAP

EAP-FAP

EAPOL

RADIUS
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hardware  
Intel Pentium(R) 4 CPU 1.5GHz, 256Mb RAM 

software  
  Linux Ubuntu 6.10 
  FreeRadius-1.1.3 

Authenticator – Access point 

hardware  
  CISCO AIRONET 1200 series, supports both 802.1X 
and RADIUS 

Supplicant 

hardware  
Intel Pentium Centrino , 512Mb RAM 
Intel(R) Pro/Wireless 2200 BG Network Connection 

software  

  Linux Ubuntu 6.10 
  Xsupplicant – 1.2.8 
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default_eap_type = fap �

fap { 
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xsupplicant.conf  

identity = maryna 

eap-fap { 

username = maryna 

ticket = /etc/tickets a path to a directory contain ing 
authentication tickets 

auth_res = /etc/auth_res a path to a directory cont aining the 
result of the previous authentication 

} 
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If  access request received 

If  t(now) � t forgiv   

Tu= Tu(m-n distrust ) ; 

npos =0, n neg=0; 

Serve this client; 

Else  deny access 
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If  behaviour==”positive” 

npos =npos +1; 

If  (t(now)>t forgiv )&(n pos >nvisit +nbeg_trust ) 

If  nneg>0, then  n neg=nneg-1;  

If  behaviour==”negative” 

If  nneg<nstop_trust  

then  n neg= n neg+� i ; 

If  npos >nbeg_trust , n pos =nbeg_trust .  

If  nneg=nstop_trust  

then  n distrust = n distrust +1; 

If  ndistrust = m, f=false  (can not be forgiven); 

t forgive =t(now)+t forgive . 
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If  rate neg<thr_rate 1 

then  n beg_trust =initial value  

nstop_trust =initial value ; 

if  thr_rate 2>rate neg>thr_rate 1 

then   n beg_trust =nbeg_trust +� beg 1 

nstop_trust =nstop_trust - � stop 1; 

… 

If  rate neg>thr_rate p 

then   n beg_trust =nbeg_trust +� beg p 

nstop_trust =1. 
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If  service provider  (SP) n is unknown and is not 
recommended by the home network, 

then  Do not use its services 

if  Recommended but unknown SP 

then  R(n)=0 

If  received information was correct 

then  R(n)=R(n)+1 

Sort the list of SP by reputation going down; 

If  received information was not correct 

then  R(n)=R(n)-1 

Sort the list of SP by reputation going down; 

Define a low threshold of acceptable reputation. 
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1.  Extract visible networks from the list of known 
service providers 

2.  Extract only those that have a reputation value 
greater than a collaboration threshold R(n)>CT  

3.  Collaborate with the service provider with 
maximum reputation level. 
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Visible networks
• Serving network
• Neighbor network 1: received 

beacons 
• Neighbor network 2: received 

beacons 
• Home network – by default

Sorted list of IPs

• R(net1)

• R(net2)

• R(net3)

• …
• R(netk)

Sorted visible IPs

• Neighbor network 2: 
R(net1)

• Serving network: 
R(net2)

• Neighbor network 3: 
R(net3)

RL
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Visible networks
• Serving network
• Neighbor network 1: received 

beacons 
• Neighbor network 2: received 

beacons 
• Home network – by default

Sorted list of IPs
• R(net1)

• R(net2)

• R(net3)

• …
• R(netk)

Sorted visible IPs
• Neighbor network 2: 

R(net1)

• Serving network: 
R(net2)

• Neighbor network 3: 
R(net3)
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struct client_t { 
  int name;  //client index() 
  int pos ; //number of positive experiences 
  double neg ; //number of negative experiences 
  simtime_t lastVis ; //time of the last visit 
  simtime_t validUntil ; //limit of trust validity  
  double trustVal ; 
  int num_fails ; // the number of times the client 
was distrusted 
  bool good ; // false if the client is currently 
distrusted 
  bool never ; //true if must not be forgiven 
 }; 
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int beg_trust ; //number of positive experiences to gain trust 
int stop_trust ; //number of negative experiences t lose trust 
int num_visit ; //number of consequent positive experiences to 
regain trust level 
int forgive_t ; //time after which a “bad” user may be forgiven 
double max_trust [5]; 
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cOutVector Trust; // trust evolution for all clients 
cDoubleHistogram trustStats; //statistics for trust evolution 
(average, min, max etc.)  
cDoubleHistogram negStats; // statistics for negative rate 
evolution (average, min, max etc.)  
cOutVector Neg; //negative rate calculated over all clients  
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static policies
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