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Abstract

This paper deals with the problem of secure communication based on Multi-Input
Multi-Output (MIMO) chaotic systems. Single input secure communication based
on chaos can be easily extended to multiple ones by some combinations technolo-
gies, however all the combined inputs possess the same risk to be broken. In order
to reduce this risk, a new secure communication scheme based on chaos with MIMO
is discussed in this paper. Moreover, since the amplitude of messages in traditional
schemes is limited because it would affect the quality of synchronization, the pro-
posed scheme is also improved into an amplitude-independent one.
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1 Introduction

Over the past decade, synchronization of chaotic systems and its potential
application to secure communication have received a lot of attentions since
Pecora and Carrol proposed a method to synchronize two identical chaotic
systems [19]. Up to now, many chaos-based secure communication systems
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have been proposed, which can be roughly classified into the following cate-
gories: chaotic masking (addition method) [14] , chaotic switching [18], chaotic
modulation (inclusion method) [24], digital communication [7] and inverse sys-
tem approach [9]. One can refer to [27] for a recent survey.

Although chaotic synchronization with a single input has been widely investi-
gated, such as adaptive synchronization [8,12], feedback-control synchroniza-
tion [16], impulsive synchronization [4,25] etc, the case of multi-input systems
has not received a lot of attention. For multi-input systems, it is well-known
that the problem becomes similar to the case of systems with a single input if
multiplexing techniques before encoding the messages are used. Nevertheless,
although multiplexing techniques appear to be a very convenient and econom-
ical means, the main drawback of this kind of scheme is that all the messages
have the same risk to be broken [28,29]. Actually, it is known that some of
the proposed secure communication systems based on chaos with single input
have been broken [1,15,20,23,26]. In [28,29], MIMO systems were used in order
to increase the robustness of chaos based secure communication schemes.

Another drawback of secure communication using synchronization of chaotic
system is the limitation of the amplitude of the confidential messages. Usually,
they have to be small enough in order to be masked by the chaotic signal (addi-
tion method) or in order to preserve the chaotic behavior (inclusion method).
This constraint obviously limits the ratio of the transferred information with
respect to the channel signal. This paper presents a scheme based on MIMO
systems that allows to involve messages whose amplitudes are higher than the
chaotic signals. This approach relies on observer design for MIMO systems
[17] and is concerned with the left invertibility theory [22].

This paper is organized as follows: in Section 2, the problem statement is
described. In Section 3, a new scheme, in which the amplitude of messages can
be greatly increased with respect to the chaotic signals, is discussed. Section 4
is devoted to highlight the feasibility of the proposed scheme by an illustrative
example.

2 Problem statement

As mentioned in the introduction, traditional methods suffer from two draw-
backs: all the messages can be broken at the same time and their amplitudes
are limited. Solutions can be brought by using MIMO systems.



2.1 How to decrease the risk to be broken?

In order to decrease the risk for the encoded messages to be broken at the
same time, the following scheme can be derived. For the transmitter, the
composition is used to combine the outputs, instead of combining directly
the inputs. At the end of the receiver, an observer-based approach is applied
in order to solve the left invertibility problem. This scheme can then be seen
as a MIMO version of the traditional inverse system approach proposed in [9].
Fig. 1 is the basic diagram for this consideration.
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Fig. 1. Scheme for multiple secure communication system

According to this scheme, the multi-input possesses different risks to be bro-
ken, i.e., even if, for instance, the message My, in Fig. 1 has been broken, the
other ones still remain unbroken. Note that if it is impossible to establish a
transmitter that contains all the inputs (sometimes the number of inputs is
very large), the users can be divided into several groups according to differ-
ent requirements or emergent levels. Under this case, different groups (Mpyy,
Mys,..., My, in Fig. 1) have different degrees of security, and all users in the
same group share the same probability to be broken since they are combined
as a single input. This secure communication scheme based on chaos with
MIMO was exhaustively described in [28], and was extended to systems with
delays in [29].

2.2  How to increase the amplitude of messages?

This problem is the subject of this paper. In traditional schemes, the amplitude
of the messages has to be smaller than that of the chaotic system’s signal.
For example, in the masking method, a fundamental requirement is that the
spectrum of the chaotic scalar signal should be infinitely broad, flat, and of
higher power density than that of the messages to be encoded. In other words,
the message’s power spectrum should be buried into that of the chaotic signal.
Therefore, in order to maintain synchronization between the transmitter and
the receiver, and to ensure that the chaotic signal masks the messages, the
dynamic range of the messages has to be significantly smaller than that of the
chaotic scalar. Moreover, the addition of a message signal to the chaotic scalar
at the transmitter can degrade the quality of the synchronization between the
transmitter and the receiver, and even result in the loss of synchronization
if the amplitude of the messages is too large. In modulation schemes, the



amplitude of messages should also be smaller than that of the chaotic signal
in order not to destroy the system chaotic behavior.

Actually, in traditional schemes, the limitation of the message amplitude
comes from the fact that only one scalar signal is used to synchronize the
transmitter and the receiver and that, simultaneously, this scalar signal is
used to transmit the encoded message. That is why a trade-off has to be
found. So if those two tasks can be split by using more signals (that means
the number of outputs is strictly larger than that of inputs), the amplitude
of the messages can be increased. In the next section, a new scheme based on
MIMO systems is proposed to enable the transmission of multiple messages
with large amplitude and the way to construct this type of system is detailed.

3 Scheme with large message amplitude

In traditional schemes, the functions of synchronization and encryption are
realized using a single scalar signal. Here, the basic idea is to separate those
functions using multiple signals so that the amplitude of the messages can be
increased.

The following transmitter is designed (see Fig 2). It is composed of a chaotic
system: Yo € RN¢, for the purpose of generating the chaotic signal, and a
dynamical system (that could also be a chaotic one): ¥p € RYP, in order to
encode the message. Both outputs of ¥ and Xp can be used to design an
observer.
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Fig. 2. Scheme based on combined subsystems concerning with message’s amplitude

The main idea is that the inputs are firstly scrambled by a chosen dynamic
system, and not by the chaotic system directly. Moreover, in order to take
advantage of the characteristic of the chaotic system, > is driven by 6, some
function of the state of ¥c. According to Fig. 2, the task of synchronization
is achieved by Hyo € RMr ¢ RNe | the output of . The output of ¥p,
(Hnr, - HNp)T € RNro ¢ RN is used to transmit the encoded messages. In
such a way, the amplitude of the messages can be greatly increased. Obviously,
the single input single output version of such a scheme is exactly the same as



the one stated in [25], in which the authors used the impulsive samples of ¥¢,
instead of Hy.1, to achieve the synchronization.

In order to increase the security, the scheme is modified as follows (see Fig. 3).
Hy . is recovered from the output of X p instead of being transmited directly
to the receiver. For this, at least Ny signals are added to the output of ¥Xp in
order to recover the synchronization signal for . Consequently, the number
of outputs Npp of the dynamical system ¥ p in the scheme given in the Figure
3 has to be greater than or equal to (N,, + N¢1). Moreover, since the chaotic
system is not a function of the unknown inputs (the messages to be encoded),
the systems ¢ and ¥p can be coupled via a function ¢ which depends on a
part of the state of ¥p and which is small enough in order not to break the
chaotic behavior of system Y. In this scheme, only the outputs of ¥, are
used to design an observer.
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Fig. 3. Improved scheme based on combined subsystems concerning with message’s
amplitude

According to this scheme, the transmitter system can be described as follows:

Yo At = fol(z, ¢ (%))

O R ) +j§gi(z,9(x))mi
Yp: fp,(z,0(x)) ggil(z,ﬁ(x))mi @

— + |5
fp,(z,0()) i;gi2(279($))mi

Yyp = hp(2)

T
where x € RN¢ and z = [zf,zﬂ € RNp (2 € RNpt and z, € RMNP2) are the
T

S

RMm are the messages to be encoded, and ¢ (z;) € RY C RNpi f(z) €
RNe ¢ RNe. Tt is assumed that the functions fo : RNe x RNe — RN,
fp, : RNpx RNo — RNo1_ fp « RND x RNo — RNp2 g, € RND x RNo — RND1
gi, € RNP x RNo — RNp2 and hp : RNP — RNPo are analytic.

state vectors of the system ¥ and Y p, respectively. m = {ml e my,



In order to be able to reconstruct the messages, the following hypothesis is
needed:

Hypothesis 1 A transmitter in the form (1) can be designed such that the
left invertibility problem can be solved, i.e. an observer corresponding to the
designed transmaitter can be implemented.

This hypothesis can be guaranteed by an appropriate choice of the functions
fp, fc and g. In [2], an algorithm for finite time state estimation and left
invertibility of nonlinear systems has been proposed and sufficient conditions
have been discussed. This constructive algorithm can be used to choose the
functions fp, fo and g. Then, both the states and the unknown inputs can
be recovered via finite time observers, such as, for instance, algebraic based
observers [3] or step-by-step sliding mode observers [10,11]. In this scheme, z
can be recovered directly from the measurements yp without the knowledge of
m. Therefore, it is possible to estimate all the states of ¥ with the knowledge
of the inputs z;. After that, for the system X p, using yp and the known inputs
0(x), it is also possible to reconstruct all the remaining states and the unknown
input m. The details of the observer design is not discussed here but a step-
by-step sliding mode observer is fully described in the example given in the
following section.

4 Illustrative example

In this section, two messages with great amplitudes are encoded using the
well-known Chua’s circuit (as a chaotic oscillator) coupled with an arbitrary
dynamical system. Based on the Chua’s oscillator [5], the subsystem Yo can
be designed as follows:

—a (21— 22— fl21)) 0
Soid= |2 —xy+ 3 +1 0 (2)
— By — y3 Pz3

T
where x = {1‘1, Ty, T3 | » @, [, and v are three non zero constants and f(z)

is the piecewise-linear characteristic of the Chua’s diode given by:

Fler) = baa + 5 a =) + 1] = — 1)

where a < b < 0 are two constants. p is defined as a small constant such that
the chaotic behavior of the system (2) is not destroyed. z3 is one of the state



variables of the following dynamical system:

—ez kxy + xomy
) —w2z3 0
Yp:i= + (3)
—gz3 + wzg qxr1 + Toamy
| —lzatzz | | nwa+azms |
T
where z = | 2, 29, 23, z4] and e, k, w, g, q, [ and n are constant scalar, chosen

such that k& # ¢ and w # 0. my, my are the two messages to be encoded. Note
that, in equation (2), the term pz3 plays the role of ¢(z;) and that, in equation
(3), x1, x2 and x3 stand for 0(x) (see Fig. 3).

T
The output is chosen to be y = { 21, %2, 24] . Then, a sliding mode observer

is designed as follows in order to reconstruct the unknown messages:

A

- i = Esrkqsign (T — 1)
&y = Bykosign (7 — 22)
21 = hosign (21 — 41)
. Zy = A\sign (20 — 29)

23 = Elkgsign (53 — 23)

24 = Ey)gsign (24 — 24)

The auxiliary variables involved in (4) are defined by:

_ El)\lsigneq (ZQ — 22)

Z3= )
w
By )\gsigneq (21 - 21) + ez — ggg + wzg — ElAgsigneq (23 — 23)
1 L — q
~ EglilSigne (i’l — Zi‘l) ~ -
Ty = q + 21 — f(Z1)

«

with x; > 0,4 € [1,2], \; >0, j € [1,4] and:



El _ 1if 9 = ,7:’2 7
0 otherwise
1 lelzl, 21:21 and 23:23
EQ — ’
0 otherwise
E3: 1ifE12:1&Hd£%1:£17
0 otherwise
E4: 1ifE3:1311d‘%2:£2

0 otherwise

The term sign,, is the so-called equivalent information injection available once
a sliding motion is obtained (by analogy with the well known equivalent con-
trol, that is to say the control value required to maintain an ideal sliding
motion). It actually represents the mean value of the signum function in slid-
ing mode and can be obtained in finite time via a low pass filter or by some
continuous approximation of the signum function [6]. One also sets:

Zi‘g = EgligSigneq (i‘g — ZL’Q) — Z1~31 + 5}2

 Agsign, (21— 21) — kT + ez

my =
L2
E4)\4signeq (24 — 2’4) + lZ4 — 53 — ni’g

mo =
T3

Proof of the observer convergence

The convergence of the state variables and the reconstruction of the messages
are obtained with a step-by-step procedure. The following observation errors
are defined:

€, = Z; —él‘, 1€ [1,4]

7

exj =Ty _j}j7 ] € [172]

First step: from (3) and (4), the dynamics of e, is given by:
é,, = —wzg — A1sign (e.,)

It is known that if Ay > supy,.,|wzs|, a sliding motion appears on e,, = 0
after a finite time ¢;. Then, the analysis of the resulting equivalent dynamics
on the sliding surfaces (obtained by writing that é,, = 0) provides the following
algebraic equation

A1signg, (22 — 22) = —wzs.



Consequently
~ AlSigneq (622)
3= ——1
w
Second step: For t > t;, Z3 = 23 and F; = 1 because e,, = 0. So, the dynamics
of the observation errors e,, and e,, are given by:

= Z3.

ézl =—ez + k’ll?l + Xomq — )\gsign (ez1)
€,y = —9g23 + W2e + qr1 + Tomy — Agsign (23 — Z3)
= —g23 + w2 + qr1 + xamy — Agsign (e,,) .

Choosing

Ao > sup |—ez; + kxy + xomy|

vt>0
A3 > sup |—gzs + wze + qry + xamy|,
V>0
a sliding motion appears after a finite time ¢35 > ¢t; on e,, = e,, = 0 and

E, = 1. Writing also that é,, = é,, = 0 yields the two following algebraic
relations:

Aosign,, (21 — 21) = —ez1 + kay + z9my (5)

Agsigneq (23 — 23) = —(gzs3 + wzo + qrq + Tomy (6)
Substracting (6) from (5), one obtains:

Aosigh,, (21 — 21) + ez — Assign,, (%3 — 23) — g%3 + w2y

k—q

and thus 7; = z;.
Third step: because, for ¢t > t5, 1 = x; and Fy = 1, one has:

~

by, =—Q (xl — Ty — f(xl)) — Kysign (27 — 21)

—a (561 — Ty — f(xl)) — K1sign (eg, )

If K1 > Supyeso ‘—oz (ml — Xy — f(xl))‘, after a finite time t3 > t5, a sliding
motion appears on e,, = 0, F5 =1 and the equivalent dynamics is given by:

K18ign,, (T1 — 1) = —a (:L‘l — Ty — f(:pl)) )
This implies that

~ /ﬁsign Zf'l — i’l - -
To = eqo(é )+$1—f(3?1):3?2




Fourth step: after t3, one obtains:

ém2 =X — X9+ T3 — /QQSigH (LZ’Q — j:Q)

=121 — Ty + x3 — Kasign (ey,)

Set Ko > SUPy,sg [T1 — 22 + 3], then e,, = 0 and E; = 1 after a finite time
ty > t3. Writing that é,, = 0, one gets the following equivalent dynamics:

KQSigHeq (Zi’g — IQ) =X — To + T3

which yields
Ty = Kosigny, (To — L) — T1 + T2 = 23

T
Thus, after t4, one gets the estimate of all the state variables z = [ 21, %2, 23, 24
T

and @ = | xy, @9, X3

The messages are reconstructed as follows. From (5), one has after ¢,:
Tomy = )\QSigneq (Zl - 21) + ez — ]{?Z‘l
and 71 = x; and o = xy after t3. Thus, after t3, an estimate of m; is given

by:
_ Agsigng, (21— 21) — kZ1 + ez

mi = = =m;.
T2
Moreover, one has
€,, = —lzq + 23 + nxo + x3my — Mgsign (e,,)

If Ay > Supyssg | =124 + 23 + nxe + x3me|, there exists a finite time ¢5 > ¢4 such
that e,, = 0. Finally, analyzing the equivalent sliding motion, one obtains:

. )\4signeq (24 — 2?4) + lZ4 — 23 — n[i'g

Mo = My,

T3
and this ends the proof.

Figure 4 gives the chaotic behaviour of the system. In Figure 5 are depicted
the behaviour of the states of the system (2) (i.e. ¥¢) in A and (3) (i.e. ¥p) in
B, as well as their estimates. The solid lines represent the trajectories of the
transmitter with initial conditions z;(0) = z1(0) = 22(0) = 235(0) = 24(0) = 1,
and x2(0) = x3(0) = 0. Their corresponding estimates are depicted by the
dash lines and the initial conditions of the observer are z;(0) = 2,(0) = —1,
Z9(0) = 22(0) = 1, 23(0) = 0.01, 23(0) = 24(0) = 0. It can be seen that the
states of systems (2) and (3) converge towards those of the observer in finite
time. After convergence of the states, the two confidential messages with great
amplitudes m; and my are successfully reconstructed (see Fig. 6).
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Fig. 4. The chaotic behaviour.
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Fig. 5. The states of ¥¢ in A, ¥p in B (solid lines) and their estimates (dash lines).

5 Conclusion

In this article, an amplitude-independent scheme based on MIMO nonlinear
chaotic systems was designed for secure communication. It allows for the trans-
mission of messages with great amplitudes, which could degrade the quality of
the synchronization in the majority of methods. An example has been given
in order to highlight the efficiency of the proposed approach.
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Fig. 6. The messages (solid lines) and their estimates (dash lines).
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