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Abstract— Inter net maps are generally constructed using the
traceroute tool fr om a few sourcesto many destinations. It ap-
peared recently that this exploration processgives a partial and
biasedview of the real topology, which leadsto the ideaof increas-
ing the number of sourcesto impr ove the quality of the maps. In
this paper, we presenta set of experimentswe have conducedto
evaluate the relevanceof this approach. It appearsthat the statis-
tical propertiesof the underlying network have a strong in�uence
on the quality of the obtainedmaps,which can be impr oved using
massively distrib uted explorations. Conversely, we show that the
exploration processinducessomepropertieson the maps.Weval-
idate our analysisusing real-world data and experimentsand we
discussits implications.

Index Terms— Network measurements,Graph theory, Simula-
tions.

INTRODUCTION.

Due to its fully distributedconstructionandadministration,
mappingthe Internet(in termsof machinesandphysicallinks
betweenthem)is a challengingtask. It is however essentialto
obtainsomeinformationon its globalshape.Indeed,it playsa
centralrole in key problemslike network robustness[3], [10],
[11], simulationof future protocolsanduses[30], and many
others.

Exploring the Internettopologyis a researchproblemin it-
self [18], [21], [28], [40], [42]. Indeed,many dif�culties (like
the identi�cation of the multiple interfacesof a samerouter)
arisewhenonewantsto mapthe Internet. Varioustechniques
andmethodshave beenintroducedto achieve this goal. Some
of them arevery subtle,but currentexplorationsstill rely on
theextensiveuseof thetraceroute tool: onecollectsroutes
from a given setof sourcesto a given setof destinations,and
thenmergestheobtainedpaths.Somepost-processingis gen-
erally necessaryto cleantheobtaineddata,but we donot enter
in thesedetailshere.

Two pointsareparticularlyimportantin theschemesketched
above. First, it mustbeclearthattheimageweobtainfrom the
network is partial (exceptif the numberof sourcesanddesti-
nationsis huge,we certainlymisssomenodesandsomelinks)
andmaybebiasedby theexplorationprocess(someproperties
of theobtainedmapmaybeinducedby thewayweexplorethe
network). Second,thenumberof sourcescannotbe increased
easily, whereasonecantake asmany destinationasonewants.
Indeed,oneneedsdirectaccessto thesourcesin orderto runthe
traceroute tool,whereasoneonly needstheIP addressesof

thedestinations.In thecaseof [18], which is oneof thelargest
explorationscurrentlyavailable,only a few dozensof sources
areusedwhereasthereis severalhundredsof thousandsdesti-
nations.

Recently, severalresearchersconducedexperimentalandfor-
malstudiesto evaluatetheaccuracy of theobtainedmapsof the
Internet[9], [23], [24], [25], [36], [39]. All thesestudiesuse
simplemodelsof networksandtraceroute but they all give
goodargumentsof thefactthat thecurrentlyavailablemapsof
the Internetarevery incomplete,andthat thereprobablyis an
importantbiasinducedby theexplorationprocess.

In order to improve thesemaps, several researchersand
groupsnow proposeto deploy massively distributedmeasure-
menttools [17], [37], [38]. Thebasicideais thatdramatically
increasingthe numberof sourceswould signi�cantly improve
thequality of theobtainedmaps.Our centralaim in this paper
is to rigorouslyevaluatetherelevanceof this approach.

To achieve this, we conduceanextensive setof experiments
designedasfollows. We considera graphG representingthe
network to explore. We thensimulatethe explorationprocess
andobtainthiswaya(partialandbiased)view G0of theoriginal
graph.WethencompareG0andG to evaluatethequalityof this
view. Weprocessthissimulationusingall thepossiblenumbers
of sourcesanddestinations,which makesit possibleto study
the impactof thesenumberson the accuracy of the obtained
view.

This methodis not new: sinceits introductionin theleading
paper[25], it hasbeenusedin [9], [23], [12]. However, whereas
in thesepaperstheauthorsconsideronlyoneor few sourcesand
studythebiasinducedon thedegreedistribution, we will here
useawidevarietyof numbersof sourcesandconsiderarich set
of statisticalproperties.

This paperis organizedasfollows. First we de�ne the sta-
tistical propertiesof networksrelevantto our study, we present
the modelswe useand discussour methodology(SectionI).
Thenwe presentandanalyzetheresultsof our simulationson
variousmodelsandstatisticalproperties(SectionsII–III). Sec-
tion V is devoted to the comparisonof our resultswith real-
world dataandexperiments,which makesit possibleto iden-
tify the mostmeaningfulsimulations. Finally we presentour
conclusionsanddiscussthem.
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I . PRELIMINARIES.

A network topologycannaturallyberepresentedby agraph.
For our purpose,the graphdoesnot needto be weightednor
directed.A routein thenetwork,asgivenby thetraceroute
tool, is apathin thecorrespondinggraph.Sinceafew years[8],
[16], [18], [34], a strongeffort hasbeenmadeto discover the
topologyof theInternetby extensiveuseof traceroute and
othertools(BGP tables,sourcerouting,etc).

Theobtainedmapsgive muchinformationon theglobalar-
chitectureof the Internet. In particular, they gave evidenceof
thefactthattheInternettopologyhassomestatisticalproperties
which make it very different from the modelsuseduntil then
[7], [16]. This inducedanintenseactivity in theacquisitionof
suchmaps[18], [21], [34], in theiranalysis[16], [41] andin the
accuratemodelingof theInternet[6], [29], [43], [44]. See[35]
for a survey.

Ouranalysisof theexplorationprocesswill bebasedonthese
statisticalpropertiesand thesemodels,which we presentbe-
low. We also needto model the traceroute tool and the
explorationprocess,which we alsodiscussin this section.Fi-
nally, wepresentourmethodology, andexplainhow our results
shouldberead.

Statisticalproperties

TheInternet,at routerlevel, is composedof severalmillions
of nodesanddozensof millions of links. Let N denoteits num-
berof nodesandM its numberof links.

It is well known andquite intuitive, that the densityof the
Internetgraphis low: the numberof existing edgesover the
numberof possibleones, 2�M

N �(N � 1) , is low. In otherwords,the
averagedegreek of thenodes(their averagenumberof links),
i.e. k = 2�M

N , is a constantindependentof thesizeof thenet-
work.

A lessknown point is that theaveragedistance(lengthof a
shortestpathbetweentwo nodes)is low. It typically scalesas
log(N ). This is however not surprising,sinceit is anessential
objective of thedesignof thenetwork, andsinceit is actually
very naturalfor any graphto have a low averagedistance[5],
[26], [33].

On thecontrary, althoughit is now well understood,thefact
thatthedegreedistributionof theInternetgraphfollowsapower
law hasbeenasurprise[16]. Indeed,theproportionpk of nodes
of degreek scalesasa power of k: pk � k � � with � ' 2:5.
Intuitively, this meansthat mostnodeshave a low degreebut
thereexists somenodeswith (very) high degree. Suchgraphs
aresaidto bescale-free.

AnotherimportantstatisticalpropertymeasuredontheInter-
net is its clusteringC de�ned asC = N �

N _
, whereN � is the

numberof triangles(threenodeswith threelinks) in the net-
work andN_ is the numberof connectedtriples (threenodes
with at leasttwo links). In otherwords,C is the probability
that two nodesareconnectedtogether, giventhatthey areboth
connectedto a samethird, which givesa measureof the local
densityof thegraph.Theclusteringof theInternetis high,con-
sideredasa constantindependentof N .

All theseclaims(low density, low averagedistance,power
law degreedistributionandhighclustering)follow theopinions

mostwidely spreadtoday. Howeverthey rely onmeasurements
processedon partial and biasedviews of the actual Internet.
They should thereforebe consideredcarefully. In particular
thereis a lot of discussionaboutthepresenceof power-law de-
greedistribution [7].

Modelingnetworks

The basicmodel for networks is the ErdosandRényi (ER)
randomgraphmodel[5], [15]. In an ER graphwith n nodes,
eachof the n �(n � 1)

2 possiblelinks existswith a givenprobabil-
ity p. In otherwords,anER graphis constructedfrom n nodes
by choosingm = p � n �(n � 1)

2 links at random.Notice thatan
ERgraphcontainsagiantcomponentassoonastheaveragede-
greeis greaterthan1. In thefollowing this conditionis always
ful�lled angenerallythegraphitself is fully connected.

In sucha graph,theaveragedistancegrows aslog(n) [5] as
long asp is high enough.However, the clusteringis small (it
tendsto zerowhenn grows),andthedegreedistributionfollows
a Poissonlaw (pk � e� � � k

k ! ). This implies in particularthat
all the nodeshave a degreecloseto the average. Therefore,
althoughthis modelcanbe consideredasrelevant concerning
theaveragedistance,it missesthetwo othermainpropertiesof
theInternet.

An importantstepwasmadewhenAlbert andBarab́asi(AB)
introducedtheir model basedon preferential attachment[1],
[14]. In this model, nodesarrive one by one and choosek
neighborsamongthe existing oneswith a probability propor-
tional to their degree. The degreedistribution of the nodesin
the obtainedgraphsfollow a power-law with an exponent� 3
(it is possibleto modify this exponentin othersmodelsusing
preferentialattachment).Theaveragedistanceof sucha graph
is logarithmicin thenumberof nodes,but theclusteringis low.

This model has beenmodi�ed to give highly clusterized
graphs: in the Dorogovtsev and Mendes(DM) model [13],
nodesarriveoneby onebut at eachsteponechoosesa random
link f u; vg andthenew nodeis linkedto bothu andv. This im-
pliesthatanodeis chosenwith aprobabilityproportionalto its
degree.Therefore,thepreferentialattachmentprinciple is hid-
denin this model,which inducesthefactthatDM graphshave
a power-law degreedistribution. Moreover, sinceoneformsa
triangleat eachstep,they havea highclustering.

It is alsopossibleto samplearandomgraphwith aprescribed
degreedistribution using the Molloy and Reed(MR) model
[27], [31], [32]. This givesgraphswith exactly thewantedde-
greedistribution,but with low clustering.

Finally, theGuillaumeandLatapy (GL) model[22], basedon
bipartitegraphs,givesgraphswith power law degreedistribu-
tions andhigh clustering,by samplinggraphswith prescribed
distributionof clique(completesub-graph)sizes.

Thesemodelsarecurrentlythemostwidely usedfor the re-
alisticmodelingof clusterizedscale-freenetworksandhaveall
theirown advantages.In particular, theparametersaredifferent
from onemodelto another:themainparameterfor ERandAB
modelsis theaveragedegree,andtheotherspropertiesof these
models(thedegreedistribution for instance)areconsequences
of the constructionprocessitself. Likewise, the original DM
model hasno parameterbut the size of the generatedgraph
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andonceagain,the propertiesof this modelarecontainedin
the constructionprocess.Finally, MR andGL modelsarede-
�ned using the degreedistributions one wantsto obtain, and
mostof the properties(including theaveragedegree)arecon-
sequencesof thesedistributions. Therefore,dependingon the
objective(degreedistribution,clustering,etc),onewill useone
modelratherthananother. Thesemodelshavebeenconsidered
asbuilding blocksfor morecomplex models.See[2] for a de-
scriptionof someof these.

In theresultswe presenthere,our aim is to give evidenceof
the impactof network propertieson theef�ciency of shortest-
pathbasedexplorations.In mostcases,theresultsdo not vary
qualitatively betweenthe AB and the MR model on the one
hand(which havea power-law degreedistribution andno clus-
tering),andbetweentheDM andtheGL onesontheotherhand
(both power-law degreedistribution andclustering). We will
thereforemainly presentresultson ER, AB andDM models,
exceptin SectionV whereit is particularlyrelevantto useMR
andGL ones.

Modelingtraceroute andtheexploration

In this paper, we will make the classicalassumption[12],
[25], [23] thata routeasobtainedby traceroute is nothing
but a shortestpathbetweenthe sourceandthe destination.It
is known thatthis is not alwaystrue[19], [24], but therealistic
modelingof routesis nowadaysanopenproblem.

Moreover, let usemphasizeon thefactthatwe will make an
intensive useof routessimulations,which makesit crucial to
be able to processthemvery ef�ciently . To this respect,our
assumptionhasimportantadvantages.

Since there may be many shortest paths between two
nodes, this is not suf�cient to properly de�ne a model of
traceroute . At a given moment,the route followed by a
packet whena givenrouterR routesit to a destinationD will
alwaysbethesameindependentlyof thesender. Thismayhave
anin�uence on thequalityof theexplorationprocess,therefore
we includedit in our modelof traceroute : we alwaysfol-
low thesameshortestpath(initially chosenrandomly)between
any two nodes. In [25] a similar de�nition of traceroute
basedonshortest-pathshasbeenintroduced.

We now have a precise model of routes as viewed by
traceroute . But we alsoneeda modelfor theexploration
process.We consideredtwo pointsof view: in the�rst onewe
supposewe make a snapshotof thenetwork, andin thesecond
onewe supposewe make a long-timeexploration. This leads
respectively to the uniqueshortestpath (USP)model, and to
theall shortestpaths(ASP)one: we eitherseeonly oneroute
for any givensourceanddestination,or we seeall thepossible
ones. The ASP modelshouldnot be consideredasa realistic
model, sinceonecannotexpect to get all shortest-pathseven
within a long periodof time (in sucha long time, thenetwork
is very likely to evolve). Howeverit canbeconsideredasabest
casewhendealingwith shortest-pathsor asanupperboundon
theamountof informationon canexpectfrom a shortest-paths
basedexploration.

We alsoconducedexperimentsusingothermodels(random
shortestpath,severalshortestpathbut not all, etc),but the re-
sultsdonotqualitatively vary, sowe donotdetail themhere.

Finally, we generallyconsidera setof sourcesanda setof
destinations,andmaketheexplorationusingeachpossiblecou-
pleof sourceanddestinationin thesesets.Suchamodelhasal-
readybeenusedin [4], [25], wheretheauthorscall it a (k; m)-
traceroute study (k is the numberof sourcesand m the
numberof destinations).

Methodology

Following [25], our globalapproachis asfollows:
1) generateagraphG usingagivenmodelwith someknown

parameters,
2) computea view G0 of G usinga givenmodelof theex-

plorationprocessandasetof sourcesandof destinations,
and

3) comparethestatisticalpropertiesof G0 to theonesof G.
Let usinsistonthefactthatweseekqualitativeresultsonly: we
want to know how qualitative propertiesof the network in�u-
encesthepropertieswe observeduringanexplorationprocess,
andhow reliablearetheobtainedmapswith respectto somesta-
tistical properties.It makesno senseto interpretquantitatively
theresultsobtainedwith thekind of approachwe usehere.On
thecontrary, by thesimplicity of themodelsandof theproper-
tiesweuse,weobtainevidencesof thefactthatsomeproperties
play a fundamentalrole in theexplorationwhereasothersmay
beneglected.

In themethodsketchedabove,thethird point (comparisonof
the original graphwith the view we obtain) is a dif�cult task.
To achieve it, we will make anextensiveuseof grayscaleplots
de�ned as follows (seeFigure6 for someeasily readableex-
amples).For a graphG of N nodes,we considera squareof
sizeN � N . Eachpoint (x; y) of thesquarecorrespondsto a
view G0 of G usingx sourcesandy destinationswith a given
model of the exploration process. The point is drawn using
a grayscalerepresentingthevalueof the real-valuedstatistical
propertyp underconsideration:from black for p = 0 to white
for the maximalvalueobtainedfor p (which might be greater
thanits valuefor G).

Therefore,in theseplots, the point (0; 0) is always black
(we do not seeanything usingzerosourcesandzerodestina-
tions)andthepoint (N ; N ) hasthegrayscalecorrespondingto
the valueof p for the original graphG (whenevery nodeis a
sourceanda destination,we seeeverything: G0 = G). The
pointsdarker than the point (N ; N ) correspondto conditions
wherethevalueof p is under-estimated,whereaspointsclearer
correspondto conditionswhereit is over-estimated.Thewhite
pointscorrespondto themaximalvaluesreachedby p. Notice
alsothatthegrayvariationis linear: if adot is twicedarkerthan
anotherdot, thentheassociatedvalueis twiceaslarge.

Eachpoint of sucha plot correspondsto a graphG0, and
thereforecomputingsuchplots is computationallyexpensive.
Therefore,is it importantto ef�ciently computethem and to
keepN quite low. We conducedexperimentswith N = 103,
N = 104 andN = 105 typically, and,whereassome�nite size
effectsare visible on small graphs(N = 103), theseeffects
disappearfor graphsof sizeN = 104 andmore. This is why
wewill presentplotsfor thisvalueof N in general.

Finally, to improvethegrayscaleplotsreadability, we added
oneachsuchplot the0:25–, the0:50–, the0:75– andthe0:99–
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level lines,wherethel–level line is de�ned asthesetof points
wherethe value of p over its maximal value is betweenl �
0:01 andl + 0:01. Theselinesareoftena precioushelp in the
interpretationof thegrayscaleplots. SeeFigure6 andtherest
of thepaperfor examples.

I I . PROPORTION DISCOVERED

In this section,we focuson the mostbasicstatisticalprop-
ertiesof an exploration,namelythe proportionof discovered
nodes,theproportionof discoveredlinks, andthequalityof the
evaluationof theaveragedegree.Wepresenttherelevantresults
ontheER,theAB, theMR andtheDM models,andweexplain
whichparametershavea strongin�uence on theseresults.

Notice that resultsusing similar approachhave beenob-
tainedin [4], however our explorationsareprocessedon ran-
domgraphsinsteadof realdata,theaim beingto highlight the
parametersof themodelsandthereforethecharacteristicsof the
graphswhich in�uence theef�ciency of theexploration.

Randomgraphs

Let us�rst studywhathappensduringtheexplorationof an
ER graph. Figures1 and 2 plot the proportionof the graph
discovered. When the averagedegreeis quite small, thereis
noqualitativedifferencebetweenASPandUSP(thereexistsin
generalvery few shortestpathbetweenany two nodes)andthe
quality of theview is goodeven for small numbersof sources
anddestinations(Figure1 showstheUSPplots,whicharevery
similar to theASPonesin this case).

Fig. 1. ER graph:numberof vertices,numberof edges,andaveragedegree.
k = 10, N = 104 , USP. TheASPplotsarevery similar in this case.

Onthecontrary, whentheaveragedegreegrows,sodoesthe
numberof shortestpaths,andthedifferencebetweenASPand
USP becomessigni�cant. This canbe observed in Figure2,
where we show the plots for both USP and ASP on an ER
graphwith high averagedegree. In this case,the verticesare
not harderto �nd thanin a low-averagedegreegraph,but the
edgesare.

Thefact that theaveragedegreeis obtainedby dividing two
otherpropertieswhichareimprovedby theuseof moresources
and/ordestinationshasimportantconsequences.If oneof the
two propertiesis highly biasedand the other is not, then the
averagedegreewill have a strongbias.Thequotientactslike a
worstcase�lter . Figure2 showsthiseffectondenseERgraphs.
Sincethe numberof edgesis very poorly estimated,so is the
averagedegree.

Notice however that when N grows, the proportion of
sourcesand destinationnecessaryto obtain an accurateview
decreases,even if the numberof sourcesanddestinationsin-
creases.

Fig. 2. ER graph:numberof vertices,numberof edges,andaveragedegree.
k = 100, N = 104 , USP(�rst line) andASP(secondline).

Scale-freegraphs

Let us now observe what happenswhenwe considerscale-
free graphs.Let us begin with the AB modelwhich makesit
possibleto obtainscale-freegraphswith agivenaveragedegree
(by choosingthenumberof edgescreatedfor eachnew vertex).
In Figure3 (all the plots, usingdifferentparameters,display
a very similar behavior), we canseethat the ef�ciency of the
explorationonsuchgraphsis qualitatively similar to theoneon
ER graphs,thoughit is lower. If we wanta very precisemap,
however, we needmuchmoresourcesanddestinations.There
is alsoa strongdifferencebetweenUSPandASP, which tends
to show thattherearemultiple shortestpathsbetweennodes.

Fig. 3. AB graph:numberof vertices,numberof edges,andaveragedegree.
k = 10, N = 104 , USP(�rst line) andASP(secondline).

If we make the sameexperimentswith MR graphs,which
alsohave a scale-freenatureandshouldbe equivalent to AB
graphs,we obtainthesurprisingresultsplottedin Figure4: the
qualityof theobtainedview is muchworsefor MR graphsthan
for AB graphs.EvenwhenconsideringASP, oneneedsto take
abouthalf sourcesanddestinationsto view 75% of the graph
(bothin termsof edgesandnodes).

Noticealsothat theaveragedegreeis surprisinglywell esti-
mated,even if overestimated.Sincethe averagedegreeis the
quotientof theproportionof nodesandedgesdiscovered,if the
two propertieshasthesamekind of bias,thismaybehiddenby
thequotient:theevaluationof theaveragedegreeis goodwhen-
ever the ratio betweenthenumberof edgesandthenumberof
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nodesis accurate,evenif thesenumbersthemselvesarewrong.
Figure4 plotssucha behavior. Actually theaveragedegreeis
overestimatedsincehigh degreenodesandsomeof the edges
attachedto themare�rst discoveredandlow degreenodesare
discoveredonly in thelaterstepsof theexploration.

Fig. 4. MR graph:numberof vertices,numberof edges,andaveragedegree.
� = 2:5, N = 104 , USP(�rst line) andASP(secondline).

ThefactthatMR graphsareharderto explorethanAB ones
rely on a simpleexplanationof this fact: in anAB graphwith
averagedegreek, the minimal degree is k

2 (we add k
2 links

at eachstep,seeSectionI). Therefore,the power-law degree
distribution of sucha graphstandsonly for nodeswith degree
higher than k

2 . On the contrary, in a MR graph,the number
of low-degreenodes(and in particular the numberof nodes
with only one link) is very high. During an explorationpro-
cess,thesenodesaredif�cult to discoversincethey lie on very
few shortestpaths.For example,anodeof degree1 andthelink
attachedto it arediscoveredonly whenwe choosethis nodeas
asourceor destination.If thenumberof suchnodesis highthen
theestimationof thesizeof thegraphcanonly begoodwith a
lot of shortestpaths.

Theseexplanationscan be checked as follows. Insteadof
consideringtheoriginalMR graph,weconsiderits corede�ned
asthegraphobtainedby removingall thenodesof degree1 and
iteratingthis processuntil thereis no suchnodeanymore. In
otherwords,the graphis composedof the core, to which are
attachedsometree-likestructures,whichweremove. If werun
theexplorationon thecoreof a MR graph,we obtaintheplots
in Figure5. For theUSPexploration,theseresultsaremorein
accordancewith the onesfor the AB graphs.Notice however
thatit is notonly dif�cult to �nd anodeof degree1, but alsoto
�nd all thenodesof low degree,which explainsthedifference
betweenAB (no nodesof degreelower than k

2 ) and the core
MR graphs.

The differencebetweenASP andUSPis moreimportantin
AB graphsthanin MR (or in thecoreof MR), whichshowsthat
therearemoremultiple shortestpathsin anAB graphthanin a
MR one.

Theimportantpoint hereis thatthequalityof anexploration
of aMR graphis low becauseof thelargenumberof low-degree
nodes. Suchnodes,amongwhich are tree-like structures,are
dif�cult todiscoversincethey lie onfew shortestpaths,whereas
thecoreof thegraphandespeciallythenodesof highdegreeare

Fig.5. Coreof aMR graph:numberof vertices,numberof edges,andaverage
degree.� = 2:5, N = 104 , USP(�rst line) andASP(secondline).

rapidlydiscovered.

Clusterizedgraphs

Let us now considera DM graph,in which therearemany
trianglesandthedegreedistribution followsa power law. Like
in anAB graph,thereis nonodewith only onelink. Therefore,
theeffectnoticedabovein MR graphsshouldnotappear.

Fig. 6. DM graph:numberof vertices,numberof edges,andaveragedegree.
N = 104 , USP(�rst line) andASP(secondline).

However, onecanseein Figure6 that we againobtainlow
quality mapsof this kind of graphs.Thefact that theplots for
USPandASPareverysimilar indicatesthattherearevery few
differentshortestpathsbetweennodes.This, andthe fact that
thequality of theobtainedviews is low, canbe understoodas
follows. Whenonewantsto explorea clique(completegraph),
or moregenerallya densegraph,onehasto usea large num-
ber of sourcesanddestinations.For instancein a simple tri-
angle,two edgescannotbe discoveredsimultaneouslyby one
traceroute . Thereforethreetraceroute haveto bepro-
cessedto discovereda triangle. The samehappensfor a k-
clique in which k � (k � 1)=2 traceroute have to be pro-
cessed.Thehigh clusteringin DM graphsis equivalentto the
factthattherearemany subgraphswhicharecliquesor almost.
All thesepartsof thegrapharedif�cult to explore.

Noticethat this time theaveragedegreeis poorly estimated,
whichshowsthatinferring theaveragedegreeis verysensitive:
very similar behaviors (seeFigures4 and6 for instance)may
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leadto very differentaveragedegreeestimations.This warns
us againstdrawing preciseconclusionsfor the averagedegree
from suchexplorations.

Finally, the conclusionof this sectionis the following: two
propertiesof graphsmake them hard to explore in different
ways. The �rst oneis the large numberof tree-like structures
aroundthecoreof thegraph.Thesecondoneis thehighcluster-
ing which inducesmany densesubgraphs.The two properties
arecomplementaryandact on differentpartsof thegraph(on
theborderandon the core,respectively), which indicatesthat
weshouldtake thembothinto account.

I I I . DEGREE DISTRIBUTION

Thedegreedistribution of the Internethasrecentlyreceived
muchattention. It is the main propertyfor which the biasin-
ducedby theexplorationhavebeenstudied[9], [23], [24], [25],
[36], [39]. In particularin [25] it is shown that undersimple
assumptionsit is possibleto obtaina view with anheavy tailed
distributionfrom anERgraph.Wewill deepenthesestudyhere
by consideringseveralmodels,explorationmethods,andnum-
bersof sourcesanddestinations.However, we cannotusethe
grayscaleplotsin thiscontext, sincethequestionweaddressis:
how fastdoestheobserveddegreedistribution convergeto the
realonewith respectto thenumberof sourcesanddestinations?
Thiscannotbedirectlyevaluatedasarealnumberwhichwould
be necessaryfor grayscaleplots. Instead,we displayplots for
representativevaluesof theparameters(again,weconducedex-
tensive simulationsbut we selectedthe mostrelevantonesfor
this presentation).

Randomgraphs

Let us�rst considerER graphswith low averagedegree.As
shown in Figure7, if the numberof sourcesis very low then
theobtaineddegreedistribution is far from the realone. With
anUSPexploration,theobtaineddegreedistributionconverges
quiteslowly: it is still signi�cantly differentfrom therealone
if wetake1%of sourcesand10%of destinations.With anASP
exploration, the accuracy is much better: the view is almost
perfectevenwith only0:5%of sourcesand20%of destinations.

The caseof ER graphswith high averagedegree(Figure8)
is moreinteresting:the presenceof high degreenodesmakes
it possibleto obtain power-law degreedistributionswith par-
tial USPexplorations.This hasbeenstudiedin previousworks
[25], [36] to show thattheexplorationbiasmaybequalitatively
signi�cant. This measurementbias occurswhen one consid-
ersvery few sourcesandmany destinations(Figure8, top) and
theUSPexploration.It disappearswhenoneconsidersa larger
numberof sources,for instance0:5% of the whole (Figure8,
bottom),or whenoneconsidersanASPexploration(Figure9),
evenfor smallnumbersof sourcesanddestinations.

Noticealsothat, in intermediarycases,onemayobtainsur-
prising resultslike the plot for 500 sourcesand5000destina-
tions in Figure8, which hastwo peaks.As explainedin [25],
thisis dueto thefactthatin suchcasesmostof thelinks closeto
thesourcesarediscovered,whereastheonesclosefrom thedes-
tinationarenot. Therightmostpeakthencorrespondsto nodes
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Fig. 7. ERgraph:degreedistribution. k = 10, N = 104 , USP(top)andASP
(bottom).

closefrom thesources(for whichwehaveall theiredges)while
theleftmostonecorrespondsto thenodesclosefrom thedesti-
nations(for whichwe missalmostevery link).

These�rst resultsconcernER graphs,for which thedegree
distribution arenot power-laws. They show that it is quitedif-
�cult to obtainan accurateview of the degreedistribution of
suchgraphs,whichis improvedsigni�cantly by theuseof many
sourcesanddestinations.As alreadynoticed,theuseof a low
numberof sourcesmayevengive degreedistributionsqualita-
tively differentfrom therealones.

Scale-freegraphs

If we now considerscale-freegraphs,the resultsaretotally
different: asonecancheckin Figures10 and11 respectively
for MR andDM graphs,USPexplorationsgive accurateviews
of the actualdegreedistribution1, even for small numbersof
sourcesanddestinations.In thecaseof MR graphs(theresults
arethesamefor AB graphs),the�t is excellent. In thecaseof
DM graphs,the obtainedexponentis slightly lower for small
numbersof sourcesbut it rapidlyconvergesto therealone.

In conclusion,thebehaviorsof ER andscale-freegraphsare
completelydifferent concerningthe accuracy of the obtained
degreedistributions. Whereasit is quite dif�cult (especially
usinganUSPexploration)to obtainanaccurateestimationfor

1The importantcharacteristicof a power-law distribution is its exponent� ,
i.e. the slopeof the log-log plot. Here, to improve the plots readability, we
divide thenumberof nodesof a givendegreeby thetotal numberof nodesN ,
includingtheoneswhich arenot discoveredduringtheexplorationin concern.
Thisdoesnotchangetheslope�



7

original

50�500
50�10000

1�100
1�1000

1�10000

 0.0001

 0.001

 0.01

 0.1

 1

 1  10  100

500�500
500�5000

500�10000

original

 0
 0  20  40  60  80  100  120  140

 0.01

 0.02

 0.03

 0.04

 0.05

 0.06

 0.07

 0.08

 0.09

Fig. 8. ER graph:degreedistribution. k = 100, N = 104 , smallnumberof
sources(top log-logscale)andlargenumberof sources(bottomnormalscale).
USP
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Fig. 9. ER graph:degreedistribution. k = 100, N = 104 , ASP.

ER graphs,the exponentof the power-law degreedistribution
of aMR, anAB or aDM graphis correctlymeasuredevenwith
asmallnumberof sourcesanddestinations.We alsoshow that,
despitethe fact thatusinga very small numberof sourcesand
a largenumberof destinationscanin principlegiveusa wrong
ideaof theactualdegreedistributionof agraph,thesecasesare
quitepathological.

IV. CLUSTERING

Theclusteringof a graphis computedby dividing thenum-
berof trianglesin thegraphby thenumberof connectedtriples
(seeSectionI). Justlike theaveragedegreedependson theob-
tainednumbersof nodesandlinks (seeSectionII), this means

original
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100�100
100�1000
500�1000
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 1

 1  10  100  1000

Fig. 10. MR graph:degreedistribution. � = 2:5, N = 104 , USP.
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5000�10000

 0.0001

 0.001

 0.01

 0.1

 1

 1  10  100

Fig. 11. DM graph:degreedistribution. N = 104 , USP.

that theevaluationof theclusteringof a graphwe obtainusing
anexplorationdependson how fastwe discover triangleswith
respectto thespeedatwhichwediscovertriples: theevaluation
of theclusteringis accurateif we discover a proportionof the
total numberof trianglessimilar to the proportionof the total
numberof tripleswediscover. We will thereforestudyhow tri-
anglesandtriples arediscovered,togetherwith the clustering
itself.

Fig. 12. ER graph: clustering,numberof triangles,andnumberof triples.
k = 10, N = 104 , USP(�rst line) andASP(secondline).

Let us�rst observewhathappensfor ER graphs.Noticethat
whentheaveragedegreeis low, therearealmostno trianglesin
suchgraphs(andso theclusteringis zero). Whentheaverage
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Fig. 13. DenseER graph: clustering,numberof triangles,andnumberof
triples.k = 100, N = 104 , USP(�rst line) andASP(secondline).

degreegrows,sodoestheclustering.We thereforeperformour
measurementsin both cases.As onecancheckin Figures12
and 13, there is no real surprise: increasingthe numbersof
sourcesanddestinationsincreasestheevaluationof thecluster-
ing, aconsequenceof thefactthatthespeedsatwhichtriangles
andtriplesarediscoveredarequitethesame.This is in agree-
mentwith theresultsin previoussectionswhichhighlightedthe
factthatdensesubgrapharequitehardto explore.

Fig. 14. AB graph: clustering,numberof triangles,andnumberof triples.
k = 10, N = 104 , USP(�rst line) andASP(secondline).

If we turn to AB andMR graphs(the behaviors of the two
kinds of graphsare very similar), we againhave a very low
clusteringbut in the USP caseit is over-estimatedwhen we
considerfew sourcesanddestinations.This is a consequence
of thefactthatwe discover muchmoretrianglesthantriplesat
theverybeginningof theexploration.However, theestimations
rapidlybecomesaccurate,andlowerthantheinitial value.This
canbe seenin Figure14: the black valuecorrespondsto the
clusteringof the original AB graph,andthe only caseswhere
theestimationis wrong arein the lower left corner. The ASP
explorationsgivemoreaccurateresults.

Let us now observe whathappenswith a highly clusterized
graph,obtainedwith theDM model. In Figure15, we cansee
that the clusteringcan be well evaluatedif we useas many
sourcesasdestinations.If weusemuchmoresourcesthandes-
tinationsor converselythen the estimationis bad(notice that
this is currently the casefor the explorationsof the Internet).

Fig. 15. DM graph: clustering,numberof triangles,andnumberof triples.
N = 104 , USP(�rst line) andASP(secondline).

Indeed,in thesecases,thereis a strongdifferencebetweenthe
rapiditywith whichwediscovertrianglesandtriples.Whenthe
numbersof sourcesanddestinationsaresimilar, onthecontrary,
despitewe missmany trianglesandtriples,theproportionswe
missof eacharesimilar. In this case,therefore,theestimation
of theclusteringis accurate.

In conclusion,we seein this sectionthat theclusteringmay
have a lot a differentbehaviors sinceit is computedby a ratio
of two parameters:trianglesand triples (it is quite similar to
the averagedegree),andeven if both parametersarenot well
estimated,theclusteringitself maybe. Discoveringdensesub-
graphsand in particulartrianglesis never an easytask using
shortest-paths,however discovering triples might not be very
easyin densegraphssincethey often belongto triangles(see
Figure13and 15),whichmeansthattwo links of thetriple can-
not be discoveredwith only onepath. In all cases,increasing
thenumberof sourcesanddestinationsgivesa betterapproxi-
mationof theclustering.

V. REAL-WORLD DATA AND EXPERIMENTS

Until now, wepresentedsimulationscarriedoutonmodelsof
networks andusingsimplemodelsfor traceroute andthe
explorationprocess.We will now make the samekind of ex-
perimentson real-world datato evaluatetherelevanceof these
simulations.

To achieve this, we usethecore of theMercator mapof the
Internet[20], [21], i.e. thesubgraphobtainedby iteratively re-
moving thenodesof degree1 from theoriginal Mercator map.
Thismaphasall thepropertieswehavementioned:low density,
highclustering,power-law degreedistributionandlow average
distance.Noticethatthis maphasbeenobtainedwith only one
sourceanduseof source-routingandthereforetheprotocolcan-
not be comparedwith theoneusedin our study. However we
only studythe mapitself andconsiderit representative of the
Internet.

Werestrictourstudyto thecoreof thismapbecausewehave
alreadyseenthatthetree-likestructuresaroundit aredif�cult to
discover, andour aim is now to identify otherpropertieswhich
may in�uence theexploration. Using this graph,we make ex-
actly thesamemeasurementsastheonespresentedabove and
we comparethe resultswith the onesobtainedon a random
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graphhaving exactly thesamedegreedistribution (MR model)
andon graphshaving thesamedistribution of cliquesizes(GL
model). SeeFigure16 for the basicstatistics,andFigure17
for theclustering2. Theresultsconcerningtheaveragedistance
andthedegreedistributionsaresimilar to theonesobservedon
models,thereforewedonotdiscussthemfurther.

Fig. 16. Numberof nodes,numberof links, andaveragedegreefor (from
top to bottom):theoriginalMercatorgraph,aMR graphwith exactly thesame
degreedistribution, andGL graphwith the samedistribution of cliquessizes.
USPexplorations.

From Figure16 andthe onesdiscussedbefore,we canderive
thefollowing observations:

� thelow qualityof theexplorationof theMercatorgraphis
not only dueto thepresenceof tree-like structuresaround
thecore,sinceweremovedthemin this experiment,

� theMercatorgraphcannotbeviewedasaMR graphsince
theexplorationof its coregivesresultsdifferentbothfrom
theexplorationsof thecoreof a MR graph(Figure5) and
from theexplorationsof MR graphswith thesamedegree
distribution (Figure16,secondline),

� the clusteringcould be viewed as the main propertyre-
sponsiblefor thelow qualityof theexplorations,sincethe
resultsfor theMercator graphareverysimilar to theones
for DM graphs(Figure6, �rst line) andquitesimilar to the
onesfor GL graphs(Figure16,third line).

This last conclusion,however, is not completelysatisfactory.
Indeed,the resultsconcerningthe quality of the estimationof
the clusteringare signi�cantly different for DM graphs(Fig-
ure15) andfor theMercator graph(Figure17, �rst line). The
clusteringcertainlyplaysa role in theexplorationof theMer-
cator graph,but it is muchmore similar to the oneobserved
for GL graphs(Figure17, secondline). It thereforeseemsthat
themodelsdonotcaptureall thepropertieswhich in�uence the

2The jumpsin the grayscaleplots for the clusteringof the Mercator graph
aredueto the onesin the plot of the numberof triples. Themselvesarecon-
sequencesof the fact that,at this point, we take a very high-degreenodeasa
sourcewith many destinations,whichsuddenlyincreasesthenumberof triples
(by d(d � 1) whered is thedegreeof thenode).

explorationprocess,evenif thelow degreenodesandtheclus-
teringhavebeenclearlyidenti�ed amongthem.

Fig. 17. Clustering,numberof triangles,numberof triples for the original
Mercatorgraph(�rst line) andaGL graphwith thesamedistributionof cliques
sizes(secondline). USPexplorations.

Theexactsourcesanddestinations,andtheobtainedroutes,
usedto producethe Mercator grapharenot available. More-
over, it relieson onesourceandsource-routing.Therefore,we
cannotplot thegrayscaleplotswherewe would take thesame
sourcesanddestinationsasin the real exploration,andwhere
we would take real routesratherthanshortestpaths.Suchex-
perimentsarecurrentlyin progressandwewill presentthemin
thefull versionof this paper.

CONCLUSION AND DISCUSSION

We conducedanextensivesetof simulationsaimedat evalu-
atingthequalityof currentmapsof theInternetandunderstand-
ing how to distributeexplorationsmassively to improve it. To
achieve this, we consideredthe mostcommonlyusedmodels
of graphs(namelythe ER, the AB, the MR, the DM andthe
GL ones). Following the methodintroducedin [25], we then
constructedviews of thesegraphsand comparedthem to the
originalgraphs.Wefocusedon theproportionof thegraphdis-
covered(bothin termsof nodesandlinks), theaveragedegree,
theaveragedistance,thedegreedistribution andtheclustering,
which arethe basicstatisticalpropertiesof complex networks
in general,andof theInternetin particular.

Wepresentedin thispaperthemostsigni�cant results.To do
so,we introducedthegrayscaleplotsandthelevel lines,which
make it possibleto give a syntheticview of a hugeamountof
information,and to interpretit easily. We alsocomparedthe
resultson network modelsto the onesobtainedon real-world
data.This lastpoint con�rmed that thesimpli�cations andas-
sumptionswe have madein our simulationsdo not in�uence
signi�cantly theobtainedresults.

From theseexperiments,we canderive the following conclu-
sions:

� Two statisticalpropertiesof graphsin�uence stronglyour
ability to obtainaccurateviews of them: the presenceof
many tree-like structureand the high clustering. These
two propertiesactindependentlyandtheireffectsarecom-
binedin thecaseof theInternet.
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� It is relevant to use massively distributed exploration
schemesto obtainaccuratemapsof scale-freeclusterized
networks like the Internet,in particularif we want to dis-
cover most nodesand edges,and have an accurateesti-
mationof the clustering. Using morethana few sources
shouldyield muchmoreprecisemaps.

� Onthecontrary, theevaluationof thedegreedistributionof
suchanetwork, aswell asits averagedistance(resultsnot
presentedhere)is achievedwith verygoodprecisioneven
for reasonablysmallnumberof sourcesanddestinations.

� The detailsof the explorationscheme(for instanceUSP
versusASP or the behavior of traceroute ) tendsto
have little importancewhen the numberof sourcesand
destinationsgrows. In thecaseof theInternet,this means
that distributing explorationscanbe viewed asa way to
improve the independenceof the resultsfrom the explo-
rationscheme.

� Despitepower-law degreedistributionandhigh clustering
play a role in theef�ciency of theexplorationsof the In-
ternet,it seemsthat otherunidenti�ed propertiesalsoin-
�uence this ef�ciency.

� Someresultsnot presentedhereshow that it mayberele-
vantnot to placesourcesanddestinationsrandomlyin the
graph. More surprisingly, the placementof sourcesand
destinationshasnot thesamein�uence on all theproper-
ties.

Finally, theseresultsmake it possibleto concludethatwe may
becon�dent in thefactthattheInternetgraphhasa degreedis-
tribution similar to a power-law andthatthecurrentevaluation
of the exponentof this distribution is quite accurate:current
explorationsusesuf�ciently many sourcesto ensurethat we
do not obtainbiasedexplorationsof ER-like graphs,andin the
othercasesit seemsthat theestimationof thedegreedistribu-
tion is accurate.Likewise, onemight give credit to the avail-
ableevaluationsof theaveragedistancein theInternet.On the
contrary, despitetheclusteringof theInternetis certainlyquite
high, the estimationswe have shouldbe consideredmore as
qualitative thanquantitative.

More investigationsarecurrently in progress.First, we are
consideringmoresubtlestatisticalproperties,like the correla-
tionsbetweennodedegrees,or thecorrelationsbetweendegree
and clustering,and more realistic modelsof traceroute .
We are also studying real explorationsof the Internet using
traceroute from many sourcesto many destinationsin or-
derto creategrayscaleplotsfrom realpaths.

Finally, let usinsiston thefactthatmostreal-world complex
networks, like theWorld Wide WebandPeerto Peersystems,
but alsosocialor biologicalnetworksaregenerallynotdirectly
known. Variousexplorationschemesareusedto infer mapsof
thesenetworks,whichmayin�uence thevisionweobtain.The
metrologyof complex networksis thereforeageneralscienti�c
challenge,for which thegoal is to beableto deduceproperties
of therealnetwork from theonesobserved.
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