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Abstract— Inter net maps are generally constructed using the
traceroute tool from a few sourcesto many destinations. It ap-
peared recently that this exploration processgives a partial and
biasedview of the realtopology, which leadsto the idea of increas-
ing the number of sourcesto impr ove the quality of the maps. In
this paper, we presenta set of experimentswe have conducedto
evaluate the relevanceof this approach. It appearsthat the statis-
tical propertiesof the underlying network have a strongin uence
on the quality of the obtained maps,which canbe impr oved using
massvely distrib uted explorations. Conversely, we show that the
exploration processnducessomepropertieson the maps. Weval-
idate our analysisusing real-world data and experimentsand we
discussits implications.

Index Terms— Network measurements,Graph theory, Simula-
tions.

INTRODUCTION.

Dueto its fully distributed constructionandadministration,
mappingthe Internet(in termsof machinesand physicallinks
betweerthem)is a challengingtask. It is however essentiato
obtainsomeinformationon its globalshape.ndeed,it playsa
centralrole in key problemslike network robustnesg3], [10],
[11], simulationof future protocolsand uses[30], and mary
others.

Exploring the Internettopologyis a researctproblemin it-
self [18], [21], [28], [40], [42]. Indeed,mary dif culties (like
the identi cation of the multiple interfacesof a samerouter)
arisewhenonewantsto mapthe Internet. Varioustechniques
andmethodshave beenintroducedto achieve this goal. Some
of them are very subtle, but currentexplorationsstill rely on
theextensie useof thetraceroute  tool: onecollectsroutes
from a given setof sourcedo a given setof destinationsand
thenmergesthe obtainedpaths. Somepost-processing gen-
erally necessaryo cleanthe obtaineddata,but we do notenter
in thesedetailshere.

Two pointsareparticularlyimportantin theschemesketched
above. First, it mustbe clearthattheimagewe obtainfrom the
network is partial (exceptif the numberof sourcesanddesti-
nationsis huge,we certainlymisssomenodesandsomelinks)
andmaybe biasedby the explorationprocesgsomeproperties
of theobtainedmapmaybeinducedby theway we explorethe
network). Secondthe numberof sourcescannotbe increased
easily whereaonecantake asmary destinatiorasonewants.
Indeedoneneeddlirectaccess$o thesourcesn orderto runthe
traceroute  tool, wherea®neonly needdheip addressesf

thedestinationsln the caseof [18], which is oneof thelargest
explorationscurrently available,only a few dozensof sources
areusedwhereaghereis severalhundredf thousandslesti-
nations.

Recentlyseveralresearchersonducedxperimentahndfor-
mal studiego evaluatetheaccurag of theobtainedmapsof the
Internet[9], [23], [24], [25], [36], [39]. All thesestudiesuse
simplemodelsof networksandtraceroute  butthey all give
goodargumentwof thefactthatthe currentlyavailablemapsof
the Internetare very incomplete andthatthereprobablyis an
importantbiasinducedby the explorationprocess.

In order to improve thesemaps, several researchersand
groupsnow proposeto deploy massiely distributed measure-
menttools[17], [37], [38]. The basicideais thatdramatically
increasingthe numberof sourceswould signi cantly improve
the quality of the obtainedmaps.Our centralaimin this paper
is to rigorouslyevaluatethe relevanceof this approach.

To achieve this, we conducean extensie setof experiments
designedasfollows. We considera graphG representinghe
network to explore. We thensimulatethe explorationprocess
andobtainthiswaya (partialandbiased)yiew G°of theoriginal
graph.WethencompareG®andG to evaluatethequality of this
view. We procesghis simulationusingall thepossiblenumbers
of sourcesand destinationswhich makesit possibleto study
the impactof thesenumberson the accurag of the obtained
view.

This methodis not new: sinceits introductionin theleading
papel25], it hasbeenusedn [9], [23], [12]. However, whereas
in thesepapergheauthorsconsideronly oneor few sourcesand
studythe biasinducedon the degreedistribution, we will here
useawide varietyof numbersf sourcesandconsiderrich set
of statisticalproperties.

This paperis organizedasfollows. First we de ne the sta-
tistical propertiesof networksrelevantto our study we present
the modelswe use and discussour methodology(Sectionl).
Thenwe preseniandanalyzethe resultsof our simulationson
variousmodelsandstatisticalpropertiegSectiondI-Ill). Sec-
tion V is devotedto the comparisonof our resultswith real-
world dataand experimentswhich malkesit possibleto iden-
tify the mostmeaningfulsimulations. Finally we presentour
conclusionanddiscusghem.



|. PRELIMINARIES.

A network topologycannaturallyberepresentedly agraph.
For our purpose the graphdoesnot needto be weightednor
directed.A routein thenetwork, asgivenby thetraceroute
tool, is apathin thecorrespondingraph.Sinceafew yeard8],
[16], [18], [34], a strongeffort hasbeenmadeto discover the
topologyof theInternetby extensve useof traceroute  and
othertools (BGP tables,sourcerouting, etc).

The obtainedmapsgive muchinformationon the global ar-
chitectureof the Internet. In particular they gave evidenceof
thefactthatthelnternettopologyhassomestatisticalproperties
which male it very differentfrom the modelsuseduntil then
[7], [16]. Thisinducedanintenseactiity in the acquisitionof
suchmapg[18], [21], [34], in theiranalysig16], [41] andin the
accuratanodelingof the Internet[6], [29], [43], [44]. Se€[35]
for asuney.

Ouranalysisof theexplorationproceswill bebasednthese
statisticalpropertiesand thesemodels,which we presentbe-
low. We also needto modelthe traceroute tool andthe
explorationprocesswhich we alsodiscussn this section. Fi-
nally, we presenbur methodologyandexplain how ourresults
shouldberead.

Statisticalproperties

Thelnternet,atrouterlevel, is composedf severalmillions
of nodesanddozenof millions of links. LetN denotdts num-
berof nodesandM its numberof links.

It is well known and quite intuitive, that the density of the
Internetgraphis low: the numberof existing edgesover the
numberof possibleones,%, is low. In otherwords, the
averagedegreek of the nodes(their averagenumberof links),
ie k= ZT'V' is a constanindependenbf the size of the net-
work.

A lessknown pointis thatthe averagedistance(lengthof a
shortestpathbetweerntwo nodes)is low. It typically scalesas
log(N). Thisis hawever not surprising,sinceit is anessential
objective of the designof the network, andsinceit is actually
very naturalfor ary graphto have a low averagedistance[5],
[26], [33].

Onthe contrary althoughit is now well understoodthefact
thatthedegreedistribution of thelnternetgraphfollowsapower
law hasbeenasurprisg16]. Indeed theproportionpx of nodes
of degreek scalesasapowerof k: px  k with ' 25,
Intuitively, this meansthat mostnodeshave a low degreebut
thereexists somenodeswith (very) high degree. Suchgraphs
aresaidto bescale-fee

Anotherimportantstatisticalpropertymeasure@nthelnter
netis its clusteringC de ned asC = N— whereN is the
numberof triangles(three nodeswith threelinks) in the net-
work andN is the numberof connectedriples (threenodes
with at leasttwo links). In otherwords, C is the probability
thattwo nodesare connectedogetheygiventhatthey areboth
connectedo a samethird, which givesa measureof the local
densityof thegraph.Theclusteringof theInternetis high, con-
sideredasa constanindependentf N .

All theseclaims (low density low averagedistance power
law degreedistribution andhigh clustering)follow theopinions

mostwidely spreadoday Howeverthey rely on measurements
processedn partial and biasedviews of the actuallinternet.
They shouldthereforebe consideredcarefully In particular
thereis alot of discussioraboutthe presencef power-law de-
greedistribution[7].

Modelingnetworks

The basicmodelfor networks is the Erdosand Réryi (ER)
randomgraphmodel[5], [15]. In an ER graphwith n nodes,
eachof the % possiblelinks existswith a givenprobabil-
ity p. In otherwords,anER graphis constructedrom n nodes
by choosingm = p ”(“2—1) links at random. Notice thatan
ER graphcontainsagiantcomponenassoonastheaveragede-
greeis greatetthan1. In thefollowing this conditionis always
ful lled angenerallythegraphitselfis fully connected.

In sucha graph,the averagedistancegrows aslog(n) [5] as
long asp is high enough. However, the clusteringis small (it
tendsto zerowhenn grows),andthedegreedistributionfollows
aPoissonlaw (pxk e k—k!). This impliesin particularthat
all the nodeshave a degreecloseto the average. Therefore,
althoughthis model canbe consideredasrelevant concerning
theaveragedistanceijt misseghe two othermain propertiesof
thelnternet.

An importantstepwasmadewhenAlbert andBaralasi(AB)
introducedtheir model basedon prefeential attachment[1],
[14]. In this model, nodesarrive one by one and choosek
neighborsamongthe existing oneswith a probability propor
tional to their degree. The degreedistribution of the nodesin
the obtainedgraphsfollow a powerlaw with an exponent 3
(it is possibleto modify this exponentin othersmodelsusing
preferentialattachment) The averagedistanceof sucha graph
is logarithmicin the numberof nodesbut theclusteringis low.

This model has beenmodi ed to give highly clusterized
graphs: in the Dorogovtser and Mendes(DM) model [13],
nodesarrive oneby onebut at eachsteponechooses random
link f u; vg andthenew nodeis linkedto bothu andv. Thisim-
pliesthata nodeis chosenwith a probabilityproportionatto its
degree. Therefore the preferentialattachmenprincipleis hid-
denin this model,whichinducesthefactthatDM graphshave
a power-law degreedistribution. Moreover, sinceoneformsa
triangleat eachstep,they have a high clustering.

It is alsopossibleto samplearandomgraphwith aprescribed
degree distribution using the Molloy and Reed(MR) model
[27], [31], [32]. This givesgraphswith exactly the wantedde-
greedistribution, but with low clustering.

Finally, theGuillaumeandLatapy (GL) model[22], basedn
bipartite graphs,givesgraphswith power law degreedistribu-
tions andhigh clustering,by samplinggraphswith prescribed
distribution of clique (completesub-graph}yizes.

Thesemodelsare currentlythe mostwidely usedfor there-
alistic modelingof clusterizedscale-freenetworksandhave all
their own advantagesin particular theparameteraredifferent
from onemodelto anotherthemainparametefor ER andAB
modelsis theaveragedegree,andthe otherspropertiesof these
models(the degreedistribution for instance)are consequences
of the constructionprocesstself. Likewise, the original DM
model has no parametelbut the size of the generatedgraph



and onceagain, the propertiesof this model are containedin
the constructionprocess.Finally, MR and GL modelsarede-
ned using the degreedistributions one wantsto obtain, and
mostof the propertieg(including the averagedegree)are con-
sequencesf thesedistributions. Therefore,dependingon the
objective (degreedistribution, clustering etc),onewill useone
modelratherthananother Thesemodelshave beenconsidered
asbuilding blocksfor morecomplex models.Seeg[2] for ade-
scriptionof someof these.

In theresultswe presenhere,our aimis to give evidenceof
the impactof network propertieson the ef ciency of shortest-
pathbasedexplorations.In mostcasesthe resultsdo not vary
qualitatvely betweenthe AB andthe MR modelon the one
hand(which have a power-law degreedistribution andno clus-
tering),andbetweerthe DM andthe GL onesontheotherhand
(both power-law degreedistribution and clustering). We will
thereforemainly presentresultson ER, AB and DM models,
exceptin SectionV whereit is particularlyrelevantto useMR
andGL ones.

Modelingtraceroute  andtheexploration

In this paper we will male the classicalassumption12],
[25], [23] thatarouteasobtainedby traceroute is nothing
but a shortestpath betweenthe sourceandthe destination. It
is known thatthis is not alwaystrue[19], [24], but therealistic
modelingof routesis nowadaysanopenproblem.

Moreover, let usemphasizen the factthatwe will make an
intensive useof routessimulations,which makesit crucial to
be able to processhemvery efciently. To this respect,our
assumptiorhasimportantadwantages.

Since there may be mary shortest paths between two
nodes, this is not sufcient to properly de ne a model of
traceroute . At a given moment,the route followed by a
paclet whena givenrouterR routesit to a destinationD will
alwaysbethesamendependentlypf thesenderThismayhave
anin uence onthequality of the explorationprocesstherefore
we includedit in our modelof traceroute  : we alwaysfol-
low the sameshortespath(initially choserrandomly)between
ary two nodes. In [25] a similar de nition of traceroute
basedn shortest-patheasbeenintroduced.

We now have a precise model of routes as viewed by
traceroute . But we alsoneeda modelfor the exploration
processWe consideredwo pointsof view: in the rst onewe
supposeave make a snapshobf the network, andin the second
onewe supposeve make a long-timeexploration. This leads
respectiely to the uniqueshortestpath (USP) model, andto
theall shortestpaths(ASP) one: we eitherseeonly oneroute
for ary givensourceanddestinationpr we seeall the possible
ones. The ASP modelshouldnot be consideredhs a realistic
model, sinceone cannotexpectto getall shortest-pathgven
within along periodof time (in sucha long time, the network
is verylikely to evolve). Howeverit canbeconsideredsabest
casewhendealingwith shortest-pather asanupperboundon
theamountof informationon canexpectfrom a shortest-paths
basedexploration.

We alsoconducedexperimentsusing othermodels(random
shortestpath, several shortestpathbut not all, etc), but the re-
sultsdo not qualitatively vary, sowe do not detailthemhere.

Finally, we generallyconsidera setof sourcesanda setof
destinationsandmake theexplorationusingeachpossiblecou-
ple of sourceanddestinatiorin thesesets.Sucha modelhasal-
readybeenusedin [4], [25], wheretheauthorscall it a (k; m)-
traceroute study (k is the numberof sourcesand m the
numberof destinations).

Methodolay
Following [25], our globalapproacthis asfollows:

1) generatagraphG usingagivenmodelwith someknown
parameters,

2) computea view G° of G usinga given modelof the ex-
plorationprocessanda setof sourcesandof destinations,
and

3) comparehe statisticalpropertiesof G°to the onesof G.
Letusinsistonthefactthatwe seekqualitativeresultsonly: we
wantto know how qualitative propertiesof the network in u-
enceghe propertieswve obsene duringan explorationprocess,
andhow reliablearetheobtainednapswith respecto somesta-
tistical properties.lt makesno senseo interpretquantitatiely
theresultsobtainedwith thekind of approachwe usehere.On
the contrary by the simplicity of the modelsandof the proper
tieswe use ,we obtainevidencef thefactthatsomeproperties
play afundamentafole in the explorationwhereasthersmay
bengylected.

In themethodsketchedabore, thethird point (comparisorof
the original graphwith the view we obtain)is a dif cult task.
To achieve it, we will make anextensve useof grayscalelots
de ned asfollows (seeFigure 6 for someeasily readableex-
amples). For agraphG of N nodes,we considera squareof
sizeN N. Eachpoint (x; y) of thesquarecorresponds$o a
view GP of G usingx sourcesandy destinationswith a given
model of the exploration process. The point is dravn using
a grayscalaepresentinghe value of the real-valuedstatistical
propertyp underconsiderationfrom black for p = 0 to white
for the maximalvalue obtainedfor p (which might be greater
thanits valuefor G).

Therefore,in theseplots, the point (0; 0) is always black
(we do not seearything using zero sourcesand zero destina-
tions)andthepoint(N; N) hasthegrayscalecorrespondingo
the value of p for the original graphG (whenevery nodeis a
sourceand a destination,we seeeverything: G° = G). The
points darker thanthe point (N; N) correspondo conditions
wherethevalueof p is underestimatedwhereagointsclearer
correspondo conditionswhereit is over-estimated Thewhite
pointscorrespondo the maximalvaluesreachedy p. Notice
alsothatthegrayvariationis linear: if adotis twice darkerthan
anotherdot, thentheassociatedalueis twice aslarge.

Eachpoint of sucha plot correspondgo a graphG° and
thereforecomputingsuchplots is computationallyexpensve.
Therefore,is it importantto ef ciently computethemandto
keepN quite low. We conduced=xperimentswith N 102,
N = 10* andN = 10° typically, and,whereasome nite size
effects are visible on small graphs(N = 10°), theseeffects
disappeafor graphsof sizeN = 10* andmore. This is why
wewill presenplotsfor thisvalueof N in general.

Finally, to improve the grayscaleplots readability we added
on eachsuchplot the 0:25-, the 0:50-, the 0:75- andthe 0:99-



level lines,wherethel-level line is de ned asthe setof points
wherethe value of p over its maximal value is betweenl
0:01andl + 0:01. Theselinesareoftena precioushelpin the
interpretationof the grayscaleplots. SeeFigure6 andthe rest
of the paperfor examples.

Il. PROPORTION DISCOVERED

In this section,we focus on the mostbasicstatisticalprop-
ertiesof an exploration, namelythe proportionof discovered
nodesthe proportionof discoveredlinks, andthe quality of the
evaluationof theaveragadegree.We presentherelevantresults
ontheER,theAB, theMR andtheDM modelsandwe explain
which parametertiave a strongin uence ontheseresults.

Notice that results using similar approachhave beenob-
tainedin [4], however our explorationsare processean ran-
domgraphsinsteadof real data,the aim beingto highlight the
parametersf themodelsandthereforehecharacteristicsf the
graphswhichin uence theef ciency of theexploration.

Randongraphs

Let us rst studywhathappengiuringthe explorationof an
ER graph. Figures1 and 2 plot the proportionof the graph
discorered. Whenthe averagedegreeis quite small, thereis
no qualitative differencebetweemASP andUSP (thereexistsin
generalery few shortespathbetweenrarny two nodes)andthe
quality of the view is goodeven for smallnumbersof sources
anddestinationgFigurel shovs the USPplots,which arevery
similarto the ASP onesin this case).

Fig.1. ER graph:numberof vertices,numberof edgesandaveragedegree.
k = 10,N = 10*, USR TheASPplotsarevery similarin this case.

Onthecontrary whenthe averagedegreegrows, sodoesthe
numberof shortespaths,andthe differencebetweerASP and
USP becomessigni cant. This canbe obseredin Figure 2,
where we shaow the plots for both USP and ASP on an ER
graphwith high averagedegree. In this case,the verticesare
not harderto nd thanin a low-averagedegreegraph,but the
edgesare.

Thefactthatthe averagedegreeis obtainedby dividing two
otherpropertiesvhich areimprovedby theuseof moresources
and/ordestinationdhasimportantconsequencedf oneof the
two propertiesis highly biasedand the otheris not, thenthe
averagedeggreewill have a strongbias. Thequotientactslike a
worstcase Iter . Figure2 showvsthiseffectondenseER graphs.
Sincethe numberof edgesis very poorly estimatedso is the
averagedegree.

Notice however that when N grows, the proportion of
sourcesand destinationnecessaryo obtain an accurateview
decreasesvenif the numberof sourcesand destinationgn-
creases.

Fig.2. ER graph:numberof vertices,numberof edgesandaveragedegree.
k = 100,N = 10%, USP(rst line) andASP (secondine).

Scale-feegraphs

Let us now obsere what happensvhenwe considerscale-
free graphs. Let us begin with the AB modelwhich malesit
possibleto obtainscale-freeggraphswith agivenaveragedegree
(by choosinghe numberof edgescreatedor eachnew vertex).
In Figure 3 (all the plots, using different parametersdisplay
avery similar behavior), we canseethatthe ef ciency of the
explorationon suchgraphss qualitatively similarto theoneon
ER graphsthoughit is lower. If we wanta very precisemap,
however, we needmuchmoresourcesanddestinations There
is alsoa strongdifferencebetweenJSPandASRE which tends
to shaw thattherearemultiple shortespathsbetweemodes.

Fig. 3. AB graph:numberof vertices,numberof edgesandaveragedegree.
k= 10,N = 10% USP(rst line) andASP (secondine).

If we make the sameexperimentswith MR graphs,which
also have a scale-freenatureand shouldbe equivalentto AB
graphswe obtainthe surprisingresultsplottedin Figure4: the
quality of theobtainedview is muchworsefor MR graphsthan
for AB graphs.EvenwhenconsideringASPE, oneneeddo take
abouthalf sourcesand destinationgo view 75% of the graph
(bothin termsof edgesandnodes).

Notice alsothatthe averagedegreeis surprisinglywell esti-
mated,evenif overestimated.Sincethe averagedegreeis the
quotientof the proportionof nodesandedgediscovered,if the
two propertieshasthe samekind of bias,this maybehiddenby
thequotient:theevaluationof theaveragedegreeis goodwhen-
ever the ratio betweernthe numberof edgesandthe numberof



nodess accurateevenif thesenumberghemselesarewrong.
Figure4 plots sucha behaior. Actually the averagedegreeis
overestimatedincehigh degreenodesand someof the edges
attachedo themare rst discoveredandlow degreenodesare
discoveredonly in thelater stepsof the exploration.

Fig.4. MR graph:numberof vertices,numberof edgesandaveragedegree.
= 2:5,N = 10%, USP(rst line) andASP (secondine).

ThefactthatMR graphsareharderto explorethanAB ones
rely on a simpleexplanationof this fact: in an AB graphwith
averagedegreek, the minimal degreeis & (we add ¥ links
at eachstep,seeSectionl). Therefore the powerlaw degree
distribution of sucha graphstandsonly for nodeswith degree
higherthan % On the contrary in a MR graph,the number
of low-degreenodes(andin particularthe numberof nodes
with only onelink) is very high. During an exploration pro-
cessthesenodesaredif cult to discover sincethey lie onvery
few shortespaths.For example,anodeof degreel andthelink
attachedo it arediscoveredonly whenwe choosethis nodeas
asourceor destinationlf thenumberof suchnodeds highthen
the estimationof the size of the graphcanonly be goodwith a
lot of shortespaths.

Theseexplanationscan be checled as follows. Insteadof
consideringheoriginal MR graph,we consideiits core de ned
asthegraphobtainedoy removing all thenodesof degreel and
iteratingthis procesauntil thereis no suchnodearnymore. In
otherwords, the graphis composedf the core,to which are
attachedsometree-like structuresyhich we remove. If werun
the explorationon the coreof a MR graph,we obtainthe plots
in Figure5. For the USPexploration,theseresultsaremorein
accordancavith the onesfor the AB graphs. Notice however
thatit is notonly dif cult to nd anodeof degreel, but alsoto

nd all the nodesof low degree,which explainsthe difference
betweenAB (no nodesof degreelower than %) andthe core
MR graphs.

The differencebetweenASP and USPis moreimportantin
AB graphghanin MR (or in the coreof MR), which shavsthat
therearemoremultiple shortespathsin anAB graphthanin a
MR one.

Theimportantpoint hereis thatthe quality of anexploration
of aMR graphis low becausef thelargenumberof low-degree
nodes. Suchnodes,amongwhich aretree-like structuresare
dif cult todiscoversincethey lie onfew shortespathswhereas
thecoreof thegraphandespecialljthenodesf highdegreeare

A UK

Fig.5. Coreof aMR graph:numberof vertices numberof edgesandaverage
degree. = 2:5,N = 10%, USP(rst line) andASP (secondine).

rapidly discovered.

Clusterizedgraphs

Let us now considera DM graph,in which thereare mary
trianglesandthe degreedistribution follows a power law. Like
in anAB graph,thereis no nodewith only onelink. Therefore,
theeffect noticedabove in MR graphsshouldnotappear
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Fig. 6. DM graph:numberof vertices,numberof edgesandaveragedegree.
N = 10%, USP(rst line) andASP (secondine).

However, onecanseein Figure 6 that we againobtainlow
quality mapsof this kind of graphs.The factthatthe plots for
USPandASP arevery similarindicateshattherearevery few
differentshortestpathsbetweemodes. This, andthe factthat
the quality of the obtainedviews is low, canbe understoodas
follows. Whenonewantsto explorea clique (completegraph),
or moregenerallya densegraph,onehasto usea large num-
ber of sourcesand destinations.For instancein a simpletri-
angle,two edgescannotbe discoreredsimultaneoushby one
traceroute . Thereforethreetraceroute  haveto bepro-
cessedo discovereda triangle. The samehappensfor a k-
cliguein whichk (k 1)=2 traceroute have to be pro-
cessed.The high clusteringin DM graphsis equivalentto the
factthattherearemary subgraphsvhich arecliquesor almost.
All thesepartsof the grapharedif cult to explore.

Notice thatthis time the averagedegreeis poorly estimated,
which shavsthatinferring the averagedegreeis very sensitve:
very similar behaiors (seeFigures4 and6 for instance)may



leadto very differentaveragedegreeestimations. This warns
us againstdrawing preciseconclusiongor the averagedegree
from suchexplorations.

Finally, the conclusionof this sectionis the following: two
propertiesof graphsmake them hard to explore in different
ways. The rst oneis the large numberof tree-like structures
aroundhecoreof thegraph.Thesecondneis thehighcluster
ing which inducesmary densesubgraphsThetwo properties
arecomplementanandact on differentpartsof the graph(on
the borderandon the core, respectiely), which indicatesthat
we shouldtake thembothinto account.

I1l. DEGREE DISTRIBUTION

The degreedistribution of the Internethasrecentlyreceived
muchattention. It is the main propertyfor which the biasin-
ducedby theexplorationhave beenstudied9], [23], [24], [25],
[36], [39]. In particularin [25] it is shavn thatundersimple
assumption# is possibleto obtaina view with anheavy tailed
distributionfrom anER graph.We will deeperihesestudyhere
by consideringseveralmodels,explorationmethodsandnum-
bersof sourcesanddestinations.However, we cannotusethe
grayscalelotsin this context, sincethequestionwe addresss:
how fastdoesthe obseneddegreedistribution corvergeto the
realonewith respecto thenumberof sourcesanddestinations?
Thiscannotbedirectly evaluatedasarealnumbemwhichwould
be necessaryor grayscaleplots. Insteadwe displayplots for
representatie valuesof the parametergagain we conduceadx-
tensive simulationsbut we selectedhe mostrelevant onesfor
this presentation).

Randongraphs

Letus rst considerER graphswith low averagedegree.As
shavn in Figure 7, if the numberof sourcess very low then
the obtaineddegreedistribution is far from the real one. With
anUSPexploration,the obtaineddegreedistribution corverges
quite slowly: it is still signi cantly differentfrom the realone
if wetake 1% of sourcesand10%of destinationsWith anASP
exploration, the accurag is much better: the view is almost
perfectevenwith only 0:5% of sourcesand20%of destinations.

The caseof ER graphswith high averagedegree(Figure 8)
is moreinteresting:the presencef high degreenodesmakes
it possibleto obtain powerlaw degreedistributionswith par
tial USPexplorations.This hasbeenstudiedin previousworks
[25], [36] to shaw thatthe explorationbiasmaybe qualitatively
signi cant. This measuremenias occurswhen one consid-
ersvery few sourceaandmary destinationgFigure8, top) and
the USPexploration.It disappearsvhenoneconsidersa larger
numberof sourcesfor instance0:5% of the whole (Figure 8,
bottom),or whenoneconsidersan ASP exploration(Figure9),
evenfor smallnumbersf sourcesaanddestinations.

Notice alsothat, in intermediarycasespnemay obtainsur
prising resultslik e the plot for 500 sourcesand 5000destina-
tionsin Figure8, which hastwo peaks.As explainedin [25],
thisis dueto thefactthatin suchcasesnostof thelinks closeto
thesourcesrediscorered whereasheonesclosefromthedes-
tinationarenot. Therightmostpeakthencorrespond$o nodes
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Fig.7. ERgraph:degreedistritution. k = 10, N = 10*, USP(top) andASP
(bottom).

closefrom thesourcegfor whichwe haveall theiredgeshile
theleftmostonecorrespond$o the nodesclosefrom the desti-
nations(for whichwe missalmostevery link).

Theserst resultsconcernER graphs,for which the degree
distribution are not power-laws. They shaw thatit is quite dif-
cult to obtainan accurateview of the degreedistribution of
suchgraphswhichis improvedsigni cantly by theuseof mary
sourcesanddestinations. As alreadynoticed,the useof a low
numberof sourcegnay even give degreedistributionsqualita-
tively differentfrom therealones.

Scale-feegraphs

If we now considerscale-freegraphs.the resultsaretotally
different: asone cancheckin Figures10 and 11 respectiely
for MR andDM graphsUSP explorationsgive accurateviews
of the actualdegreedistribution?, even for small numbersof
sourcesanddestinationsin the caseof MR graphs(theresults
arethe samefor AB graphs)the t is excellent. In the caseof
DM graphs,the obtainedexponentis slightly lower for small
numberf sourcesut it rapidly corvergesto therealone.

In conclusionthebehaiors of ER andscale-freegraphsare
completelydifferent concerningthe accurayg of the obtained
degreedistributions. Whereasit is quite dif cult (especially
usingan USPexploration)to obtainan accuratesstimationfor

1Theimportantcharacteristiof a pover-law distribution is its exponent
i.e. the slopeof the log-log plot. Here,to improve the plots readability we
divide the numberof nodesof a given degreeby the total numberof nodesN ,
includingthe oneswhich arenot discareredduring the explorationin concern.
Thisdoesnotchangeheslope
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Fig.9. ERgraph:degreedistribution. k = 100, N = 10%, ASP.

ER graphs,the exponentof the powerlaw degreedistribution
of aMR, anAB or aDM graphis correctlymeasure@venwith
asmallnumberof sourcesanddestinationsWe alsoshaw that,
despitethe factthat usinga very small numberof sourcesand
alargenumberof destinationganin principle give usawrong
ideaof theactualdegreedistribution of agraph thesecasesre
quite pathological.

IV. CLUSTERING

The clusteringof a graphis computedby dividing the num-
berof trianglesin thegraphby the numberof connectedriples
(seeSectionl). Justlike the averagedegreedepend®on the ob-
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Fig.11. DM graph:degreedistricution. N = 10%, USP

thatthe evaluationof the clusteringof a graphwe obtainusing
anexplorationdepend®n how fastwe discover triangleswith

respecto thespeedatwhichwe discovertriples: theevaluation
of the clusteringis accuratdf we discover a proportionof the
total numberof trianglessimilar to the proportionof the total
numberof tripleswe discover. We will thereforestudyhow tri-

anglesandtriples are discovered,togetherwith the clustering
itself.

Fig. 12. ER graph: clustering,numberof triangles,and numberof triples.
k= 10,N = 10* USP(rst line) andASP (secondine).

Letus rst obserewhathappengor ER graphs.Noticethat
whentheaveragedegreeis low, therearealmostno trianglesin

tainednumbersof nodesandlinks (seeSectionll), this means suchgraphs(andso the clusteringis zero). Whenthe average
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Fig. 13. DenseER graph: clustering,numberof triangles,and numberof
triples.k = 100, N = 10*, USP(rst line) andASP (secondine).

degreegrows, sodoesthe clustering.We thereforeperformour
measurementis both cases.As onecancheckin Figures12

and 13, thereis no real surprise: increasingthe numbersof

sourcesxinddestinationsncreaseshe evaluationof the cluster

ing, aconsequencef thefactthatthespeedstwhichtriangles
andtriples arediscoveredarequite the same.This is in agree-
mentwith theresultsin previoussectionsvhich highlightedthe
factthatdensesubgrapharequite hardto explore.

Fig. 14. AB graph: clustering,numberof triangles,and numberof triples.
k= 10,N = 10* USP(rst line) andASP (secondine).

If we turnto AB andMR graphs(the behaiors of the two
kinds of graphsare very similar), we againhave a very low
clusteringbut in the USP caseit is over-estimatedvhen we
considerfew sourcesanddestinations.This is a consequence
of thefactthatwe discorer muchmoretrianglesthantriples at
theverybegginningof theexploration.However, theestimations
rapidly becomesccurateandlower thantheinitial value.This
canbe seenin Figure 14: the black value corresponddo the
clusteringof the original AB graph,andthe only casesvhere
the estimationis wrong arein the lower left corner The ASP
explorationsgive moreaccurateesults.

Let us now obsere what happenswith a highly clusterized
graph,obtainedwith the DM model. In Figure15, we cansee
that the clusteringcan be well evaluatedif we useas mary
sourcesasdestinations|f we usemuchmoresourceghandes-
tinationsor corverselythenthe estimationis bad (notice that
this is currently the casefor the explorationsof the Internet).

Fig. 15. DM graph: clustering,numberof triangles,and numberof triples.
N = 10%, USP(rst line) andASP (secondine).

Indeed,in thesecasesthereis a strongdifferencebetweerthe
rapidity with whichwe discovertrianglesandtriples. Whenthe
numberof sourcesmnddestinationaresimilar, onthecontrary
despitewe missmary trianglesandtriples, the proportionswe
missof eacharesimilar. In this case therefore the estimation
of theclusteringis accurate.

In conclusionwe seein this sectionthatthe clusteringmay
have alot a differentbehaiors sinceit is computedoy aratio
of two parameterstrianglesandtriples (it is quite similar to
the averagedegree),andevenif both parameterare not well
estimatedthe clusteringitself maybe. Discoveringdensesub-
graphsandin particulartrianglesis never an easytask using
shortest-pathshowever discovering triples might not be very
easyin densegraphssincethey often belongto triangles(see
Figurel3and 15),whichmeanghattwo links of thetriple can-
not be discoseredwith only onepath. In all casesjncreasing
the numberof sourcesanddestinationgjivesa betterapproxi-
mationof theclustering.

V. REAL-WORLD DATA AND EXPERIMENTS

Until now, we presentedimulationscarriedouton modelsof
networks andusing simple modelsfor traceroute  andthe
explorationprocess.We will now make the samekind of ex-
perimentson real-world datato evaluatethe relevanceof these
simulations.

To achiere this, we usethe core of the Mercator mapof the
Internet[20], [21], i.e. the subgraptobtainedby iteratively re-
moving the nodesof degreel from the original Mercator map.
Thismaphasall thepropertiesve have mentionediow density
high clustering,power-law degreedistribution andlow average
distance Notice thatthis maphasbeenobtainedwith only one
sourceanduseof source-routingndthereforethe protocolcan-
not be comparedvith the oneusedin our study However we
only studythe mapitself andconsiderit representatie of the
Internet.

Werestrictour studyto thecoreof thismapbecausave have
alreadyseerthatthetree-like structuresroundit aredif cult to
discover, andour aimis now to identify otherpropertiesvhich
may in uence the exploration. Using this graph,we make ex-
actly the samemeasurementasthe onespresentedibore and
we comparethe resultswith the onesobtainedon a random



graphhaving exactly the samedegreedistribution (MR model)
andon graphshaving the samedistribution of clique sizes(GL

model). SeeFigure 16 for the basicstatistics,and Figure 17

for theclustering?. Theresultsconcerningheaveragedistance
andthe degreedistributionsaresimilar to theonesobsenedon

models thereforewe do not discusshemfurther.

Fig. 16. Numberof nodes,numberof links, and averagedegreefor (from

topto bottom):theoriginal Mercator graph,a MR graphwith exactlythesame
degreedistribution, and GL graphwith the samedistribution of cliquessizes.
USPexplorations.

From Figure 16 andthe onesdiscussedefore,we canderive
thefollowing obsenations:

thelow quality of the explorationof the Mercator graphis
notonly dueto the presencef tree-like structuresaround
the core,sincewe removedthemin this experiment,
theMercator graphcannotbeviewedasa MR graphsince
theexplorationof its coregivesresultsdifferentbothfrom
the explorationsof the coreof a MR graph(Figure5) and
from the explorationsof MR graphswith the samedegree
distribution (Figure16, secondine),

the clusteringcould be viewed as the main propertyre-
sponsibldor thelow quality of the explorations sincethe
resultsfor the Mercator grapharevery similar to theones
for DM graphgFigure6, rst line) andquitesimilarto the
onesfor GL graphg(Figure16,third line).

This last conclusion,however, is not completelysatisfctory
Indeed,the resultsconcerningthe quality of the estimationof
the clusteringare signi cantly differentfor DM graphs(Fig-
ure 15) andfor the Mercator graph(Figure 17, rst line). The
clusteringcertainly playsa role in the explorationof the Mer-
cator graph,but it is much more similar to the one obsered
for GL graphs(Figurel7,secondine). It thereforeseemshat
themodelsdo notcaptureall thepropertiesvhichin uence the

2The jumpsin the grayscaleplots for the clusteringof the Mercator graph
aredueto the onesin the plot of the numberof triples. Themselesarecon-
sequencesf the factthat, at this point, we take a very high-degreenodeasa
sourcewith mary destinationsywhich suddenlyincreaseshe numberof triples
(byd(d 1) whered isthedegreeof thenode).

explorationprocessevenif the low degreenodesandthe clus-
teringhave beenclearlyidenti ed amongthem.

Fig. 17. Clustering,numberof triangles,numberof triples for the original
Mercatorgraph( rst line) andaGL graphwith the samedistribution of cliques
sizes(secondine). USPexplorations.

The exactsourcesanddestinationsandthe obtainedroutes,
usedto producethe Mercator graphare not available. More-
over, it relieson onesourceandsource-routingTherefore we
cannotplot the grayscaleplots wherewe would take the same
sourcesand destinationsasin the real exploration,andwhere
we would take real routesratherthanshortestpaths. Suchex-
perimentsarecurrentlyin progresandwe will presenthemin
thefull versionof this paper

CONCLUSION AND DISCUSSION

We conducednextensive setof simulationsaimedat evalu-
atingthequality of currentmapsof the Internetandunderstand-
ing how to distribute explorationsmassvely to improve it. To
achieve this, we considered¢he mostcommonlyusedmodels
of graphs(namelythe ER, the AB, the MR, the DM andthe
GL ones). Following the methodintroducedin [25], we then
constructedviews of thesegraphsand comparedthemto the
original graphs We focusedon the proportionof the graphdis-
covered(bothin termsof nodesandlinks), the averagedegree,
theaveragedistancethe degreedistribution andthe clustering,
which arethe basicstatisticalpropertiesof complex networks
in generalandof theInternetin particular

We presentedh this paperthemostsigni cant results.To do
so,we introducedthe grayscaleplotsandthelevel lines, which
malke it possibleto give a syntheticview of a hugeamountof
information, andto interpretit easily We alsocomparedhe
resultson network modelsto the onesobtainedon real-world
data. This last point con rmed thatthe simpli cations andas-
sumptionswe have madein our simulationsdo not in uence
signi cantly the obtainedresults.

From theseexperiments,we canderive the following conclu-
sions:
Two statisticalpropertiesof graphsin uence stronglyour
ability to obtainaccurateviews of them: the presenceof
mary tree-like structureand the high clustering. These
two propertiesactindependentlyndtheir effectsarecom-
binedin the caseof theInternet.



It is relevant to use massvely distributed exploration
schemedgo obtainaccuratenapsof scale-freeclusterized
networkslik e the Internet,in particularif we wantto dis-
cover most nodesand edges,and have an accurateesti-
mationof the clustering. Using morethana few sources
shouldyield muchmoreprecisemaps.
Onthecontrarytheevaluationof thedegreedistribution of
suchanetwork, aswell asits averagedistancgresultsnot
presentedhere)is achievedwith very goodprecisioneven
for reasonablymallnumberof sourcesanddestinations.
The detailsof the exploration scheme(for instanceUSP
versusASP or the behaiior of traceroute ) tendsto
have little importancewhen the numberof sourcesand
destinationgrows. In the caseof the Internet,this means
that distributing explorationscan be viewed as a way to
improve the independencef the resultsfrom the explo-
rationscheme.
Despitepower-law degreedistribution andhigh clustering
play arole in the ef ciency of the explorationsof the In-
ternet,it seemghatotherunidenti ed propertiesalsoin-
uence this ef ciency.
Someresultsnot presentedhereshawv thatit mayberele-
vantnotto placesourcesanddestinationgsandomlyin the
graph. More surprisingly the placementof sourcesand
destinationdhasnot the samein uence on all the proper
ties.

Finally, theseresultsmalke it possibleto concludethatwe may
becon dentin thefactthatthe Internetgraphhasa degreedis-
tribution similar to a power-law andthatthe currentevaluation
of the exponentof this distribution is quite accurate:current
explorationsuse sufciently mary sourcesto ensurethat we
do not obtainbiasedexplorationsof ER-like graphsandin the
othercasedt seemghatthe estimationof the degreedistribu-
tion is accurate.Lik ewise, one might give creditto the avail-
ableevaluationsof the averagedistancein the Internet. Onthe
contrary despitethe clusteringof the Internetis certainlyquite
high, the estimationswe have shouldbe considerednore as
qualitative thanquantitatie.

More investigationsare currentlyin progress.First, we are
consideringmore subtlestatisticalproperties/ik e the correla-
tionsbetweemodedegreespr thecorrelationshetweerdegree
and clustering,and more realistic modelsof traceroute
We are also studying real explorationsof the Internetusing
traceroute  from mary sourcego mary destinationsn or-
derto creategrayscalelotsfrom realpaths.

Finally, let usinsiston thefactthatmostreal-world complex
networks, like the World Wide Web andPeerto Peersystems,
but alsosocialor biologicalnetworksaregenerallynotdirectly
known. Variousexplorationschemesreusedto infer mapsof
thesenetworks,which mayin uence thevisionwe obtain.The
metrologyof complex networksis thereforeagenerakcienti ¢
challengefor which the goalis to be ableto deduceproperties
of therealnetwork from the onesobsened.
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